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Introducing the NSv Series

This SonicWall® SonicOS 7 NSv Getting Started Guide describes how to install SonicWall NSv and provides
basic configuration information.

To jump directly to the installation instructions, go to Installing SonicOS on the NSv Series.

The SonicWall® NSv is SonicWall’s virtualized next-generation firewall appliance that provides Deep Packet
Inspection (DPI) security and segmentation in virtual environments. With some platform specific differences,
SonicOS 7 running on the NSy offers the same feature functionality and security features of a physical appliance,
with comparable performance. SonicOS Virtual is a fully featured 64-bit SonicOS 7 powered by SonicCore.

SonicWall® NSv series firewalls support both Classic mode and Policy mode. Selection of or changing between
Classic and Policy modes is supported on NSv series from SonicOS 7.0.1 pnwards. For more information on
supported or unsupported feature list refer to the Feature Support Information section and changing between
Classic and Policy modes is supported on NSv series refer to the About SonicOS 7 forthe TZ, NSa, NSv, and
NSsp Series Features Specific to NSv guide in https://www.sonicwall.com/support/technical-documentation.

Topics:

e Feature Support Information

e Product Matrix and Requirements

¢ Github Repository

» Backup and Recovery Information

e Exporting and Importing Firewall Configurations
¢ Upgrading from SonicOS 6.5

e Upgrading to a Higher Capacity NSv Model

e Creating a MySonicWall Account

Feature Support Information

The Feature Support List table shows key SonicOS features and whether or not they are supported or
unsupported in deployments of the NSv. The SonicWall NSv has nearly all the features and functionality of a
SonicWall NSa hardware virtual machine running SonicOS 7 firmware.

SonicOS 7 Getting Started Guide for Azure 4
Introducing the NSv Series


https://www.sonicwall.com/support/technical-documentation/?language=English&category=Firewalls&product=SonicOS&version=7.0

For more information about supported features, refer to the SonicOS 7 NSv administration guide. This and other
documents for the SonicWall NSv are available by selecting NSv as the Product at:
https://www.sonicwall.com/support/technical-documentation.

The Feature Support List of NSv table shows the key SonicOS 7 features.

FEATURE SUPPORT LIST

Functional Category

Unified Security Policy

Feature Area Feature
Unified Policy combining Layer 4 to Source/Destination
Layer 3 Rules IP/Port/Service

Application based Control
CFS/Web Filtering
Botnet
Geo-IP/country
Single Pass Security
Services enforcement
Decryption Policy
DoS Policy
EndPoint Security Policy
Rule Diagram
Profile Based Objects
Endpoint Security
Bandwidth Management
QoS Marking
Content Filter
Intrusion Prevention
DHCP Option
AWS VPN
Action Profiles
Security Profile
DoS Profile
Signature Objects
AntiVirus Signature Object

AntiSpyware Signature
Object

Rule Management
Cloning
Shadow rule analysis

In-cell editing
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Functional Category

TLS 1.3
SDWAN

API

Dashboard

Debugging

Capture Threat Assessment
(CTA 2.0)

Feature Area

Managing Views

Supporting TLS 1.3 with enhanced
security

SDWAN Scalability
SDWAN Usability Wizard
API Driven Management
Full API Support

Enhanced Home Page

Notification Center

Enhanced Packet Monitoring

Ul based System Logs Download
SSH Terminal on Ul

System Diagnostic Utility Tools
Policy Lookup

Executive Template

Feature
Group editing
Export of Rules

LiveCounters

Used/unused rules
Active/inactive rules
Sections

Customizable Grid/Layout
Custom Grouping

Actionable Dashboard
Enhanced Device View

Top Traffic and User
summary

Insights to threats
Policy/Object Overview

Profiles and Signatures
Overview

Zero-Day Attack Origin
Analysis
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Functional Category

Monitoring

Management

General

Feature Area

Customizable Logo/Name/Company
Industry and Global Average Statistics
Risky File Analysis

Risky Application Summary

Malware Analysis

Glimpse of Threats

Risky Application Summary

Enhanced AppFlow Monitoring

CSC Simple Reporting

ZeroTouch Registration and
Provisioning

SonicCoreX and SonicOS
Containerization

Data Encryption using AES-256
Enhanced Online Help

Feature

@ | NOTE: Per Microsoft, “Azure does not support any Layer-2 semantics.” Therefore, SonicOS Layer 2

functionality is disabled in NSv deployments. Consequently, NSv virtual machines do not support VLAN

interfaces and DHCP Server functionality. See https://docs.microsoft.com/en-us/azure/virtual-
network/virtual-networks-faq and https://support.microsoft.com/en-us/help/2721672/microsoft-server-
software-support-for-microsoft-azure-virtual-machines for more information.

For more information about supported features, refer to the SonicOS 7 NSv administration guide. This and other
documents for the SonicWall NSv are available by selecting NSv as the Product at:

https://www.sonicwall.com/support/technical-documentation.

Product Matrix and Requirements

The following table shows the hardware resource requirements for the SonicWall NSv virtual machines.

Product Models

Maximum Cores

Minimum Total Cores
Management Cores
Maximum Data Plane Cores
Minimum Data Plane Cores

Network Interfaces

NSv 270 NSv 470 NSv 870
2 4 8
2 2 2
1 1 1
1 3 7
1 1 1
2 4 8
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Product Models NSv 270 NSv 470 NSv 870

Supported IP/Nodes Unlimited Unlimited Unlimited
Minimum Memory Required 2 4G 8G 10G
Minimum Hard Disk/Storage 50G 50G 50G

On NSv deployments with Jumbo Frame support enabled, the Minimum Memory requirements are higher. This
increases TCP performance. See the Memory Requirements on NSv with Jumbo Frames Enabled vs Disabled
table that follows.

MEMORY REQUIREMENTS ON NSV WITH JUMBO FRAMES ENABLED VS DISABLED

NSv Minimum Memory — Jumbo Frames Minimum Memory — Jumbo Frames
Model Enabled Disabled

NSv270 6G 4G

NSv470 10G 8G

NSv870 14G 10G

11f the actual number of cores allocated exceeds the number of cores defined in the previous table, extra cores
are used as CPs.

2Memory requirements are higher with Jumbo Frames enabled. See the Memory Requirements on NSv with
Jumbo Frames Enabled vs Disabled table.

Backup and Recovery Information

In certain situations, it might be necessary to contact SonicWall for help as directed in SonicWall Support, or visit
SonicWall, use SafeMode, or deregister the NSv virtual machine:

 [fthe splash screen remains displayed, this can indicate that the disk is corrupted. Contact SonicWall
Technical Support for assistance.

 Ifthe disk is not recoverable, then the NSv virtual machine needs to be deregistered with MySonicWall.
Contact technical support for more information.

 If SonicOS does not boot up, you can go into SafeMode and download the log files, upload a new

SonicOS image, or take other actions. For more information about SafeMode, see Using SafeMode on the

NSv.

e If SonicOS fails three times during the boot process, it boots into SafeMode. Verify that the minimum
required memory is available and allocated based on the NSv model. If it still cannot boot up, download
the logs while in SafeMode and contact SonicWall Technical Support for assistance.

Moving configuration settings from SonicWall physical appliances to the NSv is not supported. However,
configuration settings can be moved from one NSv to another. Contact SonicWall Technical Support for
assistance.
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Exporting and Importing Firewall
Configurations

Moving configuration settings from SonicWall physical appliances to the NSv is not supported. However,
configuration settings can be moved from one SonicOS 7 NSv to another or from an NSv running SonicOS
6.5.4.4 to an NSv running SonicOS 7.0.1 or higher (but not SonicOSX).

Go to https://www.sonicwall.com/support/technical-documentation/ for more information about exporting and
importing configuration settings. Search for SonicOS 7 updates and upgrades.

Github Repository

SonicWall NSv templates are available in the Github repository:

 https://github.com/sonicwall

 https://github.com/sonicwall/sonicwall-nsv-azure-templates

Upgrading from SonicOS 6.5

SonicOS 7 NSv supports only fresh deployments. You can register NSv as SonicOS (Classic mode) or SonicOSX
(Policy mode). If running SonicOS, you can import settings from a 6.5.4.4 NSv. If the NSv is registered as
SonicOSX, you cannot import settings and must manually navigate policies, application rules, and content
filtering rules for SonicOS 7 NSy installations. Note that there are console, API, and SonicOS web approaches to
completing these configurations.

@ | NOTE: Upgrading to SonicOS 7 from SonicOS 6.5.4 requires a Secure Upgrade Path key that must be
purchased separately. You can choose from any of the following:

SONICWALL NSV 270 SECURE UPGRADE VIRTUAL APPLIANCE ONLY NO ATTACHED
SUBSCRIPTION (EXISTING SONICWALL CUSTOMERS ONLY)

‘ SONICWALL NSV 470 SECURE UPGRADE VIRTUAL APPLIANCE ONLY NO ATTACHED
SUBSCRIPTION (EXISTING SONICWALL CUSTOMERS ONLY)

‘ SONICWALL NSV 870 SECURE UPGRADE VIRTUAL APPLIANCE ONLY NO ATTACHED
SUBSCRIPTION (EXISTING SONICWALL CUSTOMERS ONLY)

¢ SONICWALL NSV 270 SECURE UPGRADE PLUS ESSENTIAL EDITION (2YR, 3YR, or 5YR)
¢ SONICWALL NSV 470 SECURE UPGRADE PLUS ESSENTIAL EDITION (2YR, 3YR, or 5YR)
¢ SONICWALL NSV 870 SECURE UPGRADE PLUS ESSENTIAL EDITION (2YR, 3YR, or 5YR)
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To upgrade an existing SonicOS 6.5.4.v NSv deployment to SonicOS 7.0.1 or higher:

1.
2.

10.

11.

12.

Purchase a Secure Upgrade license key.

Log into MySonicWall and register the Secure Upgrade serial number. Enter a descriptive "friendly" name
in the available field, shown here as "SecureUpgrade1."

Click Choose management options.
In the Secure Upgrade popup window, select Register Only at the top.

Select the Trade-In Unit from the list of registered NSv instances. This is the SonicOS 6.5.4.v NSv
instance to be upgraded to SonicOS 7.

Click Done after selecting the Trade-In Unit. The Secure Upgrade serial number is then registered to your
MySonicWall account.
The action item Secure Upgrade Transfer is added to the To do list at the bottom of the page.

You can perform the service transfer after you have deployed the SonicOS 7 NSv instance and moved the
configuration settings ("prefs") from the SonicOS 6.5.4.v NSv to the new SonicOS 7 NSv.

The service transfer moves all active services from the SonicOS 6.5.4.v NSv to the new SonicOS 7 NSv
and then deregisters the SonicOS 6.5.4.v NSv.

@ | NOTE: If you do not perform the service transfer within 60 days, the transfer is performed
automatically.
Deploy a new SonicOS 7 NSv instance with the desired model and platform.

Register the SonicOS 7 NSv using the Secure Upgrade serial number. When prompted to select either
Classic mode or Policy mode, select Classic mode. Classic mode supports configuration settings
imported from a SonicOS 6.5.4.v NSv.

Registration initiates a 60-day countdown at the end of which the SonicOS 6.5.4.v NSv is deregistered,
completing the Secure Upgrade Transfer.

Log into the SonicOS 6.5.4.v NSv and export the configuration settings to a file on your management
computer.

Using the migration tool (https://migratetool.global.sonicwall.com/), migrate the SonicOS 6 NSv
preferences to SonicOS 7 NSv model.

Log into SonicOS 7 NSv and import the configuration settings file.
The upgrade is now complete and the SonicOS 7 NSv is ready for use.

Upgrading to a Higher Capacity NSv Model

Itis possible to move up to a higher capacity NSv model, but not down to a lower capacity model. Refer to the
knowledgebase article: https://www.sonicwall.com/support/knowledge-base/how-do-i-upgrade-from-one-nsv-
model-to-another/190503165228828/

For additional details, go to https://www.sonicwall.com/support/technical-documentation/ and search for
SonicOS 7 updates and upgrades.
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For details on the number of process and memory to allocate to the virtual machine to upgrade, refer to Product
Matrix and Requirements.

Creating a MySonicWall Account

A MySonicWall account is required to obtain the OVA file for initial installation of the NSv virtual machine, for
product registration to enable full functionality of SonicOS features, and for access to licensed security services.
For a High Availability configuration, MySonicWall provides a way to associate a secondary NSv that can share
security service licenses with your primary virtual machine.

MySonicWall registration information is not sold or shared with any other company.

To create a MySonicWall account:

1. Inyour web browser, navigate to https://www.mysonicwall.com.

2. Inthelogin screen, click the Sign Up link.

Username or Email address

3. Complete the account information, including email and password.
4. Enable two-factor authentication if desired.
5. If you enabled two-factor authentication, select one of the following authentication methods:

* Email (one-time passcode) where an email with a one-time passcode is sent each time you log
into your MySonicWall account.
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¢ Microsoft/Google Authentication App where you use a Microsoft or Google authenticator
application to scan the code provided. If you are unable to scan the code, you can click on a link for
a secret code. After the code is scanned, you need only click a button.

Click Continue to go to the COMPANY page.

Complete the company information and click Continue.

On the YOUR INFO page, select whether you want to receive security renewal emails.
Identify whether you are interested in beta testing of new products.

Click Continue to go to the EXTRAS page.

Select whether you want to add additional contacts to be notified for contract renewals.
If you opted for additional contacts, input the information and click Add Contact.

Click Finish.

Check your email for a verification code and enter it in the Verification Code field. If you did not receive a
code, contact Customer Support by clicking on the link.

Click Done. You are returned to the login window so you can login into MySonicWall with your new
account.

SonicOS 7 Getting Started Guide for Azure 12
Introducing the NSv Series



Installing SonicOS on the NSv Series

Topics:

¢ Supported NSv Models

e Resizing NSv Virtual Machine

e Task List for an NSv Virtual Machine Setup

* Installing NSv on Azure

¢ Accessing Your NSv in the Azure Portal

¢ Forwarding Traffic to Your NSv

e Testing Traffic Through Your NSv

« SonicWall NSv Firewall on Azure Government Cloud
¢ Troubleshooting Installation Configuration

Supported NSv Models

Determine the NSv instance type required before starting installation.

CURRENTLY SUPPORTED AZURE SIZE MODELS (VIRTUAL MACHINE SIZES)

Azure Size Model Azure Interface Count1 Core Count
NSv 270 Standard D2 v2 2 2

NSv 470 Standard D3 v2 4 4

NSv 870 Standard D4 v2 8 8

NEWLY SUPPORTED AZURE SIZE MODELS (VIRTUAL MACHINE SIZES)

Azure Size Model Azure Interface Count Core Count
NSv 270 Standard_B2ms 2 2

Standard_D2V4
Standard_D2ds_v4
Standard_D2s_v4
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Azure Size Model Azure Interface Count Core Count

NSv 470 Standard_B4ms 4 4
Standard_DS3_v2

Standard_D2ds_v4
NSv 870 Standard_A8 v2 8 8

Standard_F8
Standard_F8s
Standard_D8 v4
Standard_D8 v3
Standard_D8s_v3

@ | NOTE: The maximum number of NICs supported by SonicWall NSv is always eight for all models. But the

total number of interfaces in an NSv instance could be constrained by the selected Azure size model.

®

NOTE: Standard_B server size serves only lab firewall so should be deployed with caution for production
networks.

For NSv sizing and pricing information, see:
e https://azure.microsoft.com/en-us/pricing/details/virtual-machines/linux/
 https://docs.microsoft.com/en-us/azure/virtual-machines/windows/sizes-general

1

The maximum number of interfaces supported on an NSv instance is defined by the type of Azure virtual
machine. For example, if more than two interfaces are required for an NSv 270, use the NSv options with an
Azure virtual machine supporting a higher number of interfaces.

NSv 270/470 can be deployed on the 4/8 core server size instance without issues.

Resizing NSv Virtual Machine

The process of resizing a NSv Azure virtual machine is summarized in the below steps:

1. Loginto Azure portal portal.azure.com with your credentials.

2. On successful login, select the Virtual Machine icon.

& C @ portal.azure.com/#home

P search resources, services, and docs (G+/)

Azure services

+ L () & ] e a & & & i

Crestea virtual Resource Marketplace Images Users Groups Azure Active  Virtual network Al services
resource machines groups Directory gateways

3. Select the virtual machine for resizing from the list of virtual machines displayed.
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Virtual machines »
Default Directory

4 Create v & Switchtoclassic (O Reservations ~ 53 Manage view () Refresh

Lol ]

Subscription == all Type == all Resource group == all

GNameT
Dﬂ nsvill

Om
mL

Type Ty
Virtual machine

nsvilm

Virtual machine

4 ExporttoCSV 5 Openc

X Location == all X

Subscription T
Admin

Pay-As-You-Go(Converted to -

nsvilll Virtual machine Admin
O& s Virtusl machine Admin
O . Virtual machine Admin
@y 2 % -
Virtai macrine
« S Connect» D> Start < Restort [] Stop & Copture [ Delete (O Refresh [ Openinmobile [@ CLI/PS AP Feedback
B Overview 2
- A Essentisls
ety log
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& Networking Togs (edit) Click here 10 2dd tags
& Connect
Properties Monitoing  Capabilities (7)  Recommendations  Tutorials
® i —_
B Sie I 3 Virtual machine & Networking
©  MicromofDefender for Cioud Computer name e PubicIP ockiress —
Health state - Public IP adds -
® Advisor recommendations e e i
Operating system U Private P adress —
@ Extensions « applications
- PRl Pubisher somicvall-inc Private IP address (Pvé) -
@ Contuous delvery Offer soricwall-nsz-azure Virtual network/subnet I
® Availability = scaling Plan sred-nsv-byol DNS name |
& Configuration VM generation vi
H N B size
% Identity fost group jone. ;
Host Size Standard D2 v2
1 Properties VCPUs 2
A Lods Proximity placement group.
Colocation status NA e TeE

After clicking on the Size icon from left panel, below screen is displayed.

2 nsv | Size
Vs macine
St N Diplaycost ooty | ([vorvsz N ) (e n ) (g e s
B Oervew -
@ Aciviyion Showing 356 Vi szes. | omertedtot) | | 0232 | VMt szes f
B Access control 1AM) Vi size Ty Tipe 14 poren RAM (GB) T Data disks 14 MaxioPs 1, Temp storage (GE) 7. Premim disk 74
® T N Mastused by Az users The most used sizes by users in Azure
& Disgnone s e presiems D512 A Genera purpose 1 a5 a 20 T Supperted
Seios 02533 Genersl purpose 2 s 4 20 1 Supparied
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# Comnect faded Genera purpose z B s um + Supperted
b a7 Genera purpose 1 1 2 20 . Supparted
B2ms 2 Genera purpose 2 5 4 20 1 Supperted
® P B Genersl purpose 1 o5 2 80 + Supperted
& Adisosrecom . 05232 47 Ganeral purpese 2 7 s = u Supperted
) Exsions » ppicaiorn Bims Genars purpese N 1 s 0 2 Supparted
@ Conimscus defvey D453 A Geners purpose N 1 8 610 B Supported
by + scaiog 0532 02 Genersl pupese . u 1 280 El Supperted
B Cortiumiion DEs 3 2 Genera purpose [ 2 1 1m0 o Supperted
L ety 2 Do
" > DeSeriesvd your
& e > b :
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X tastion
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6. Select the size and click Resize button below the screen. Before clicking on resize ensure that resizing is

supported.
I nsv | Size -
B Seurch Guieih * [Pl Wise | Osplayeos:Monthly WPUSIAI  RAMGE)AN % Add her
B Overview —
@ Activitylog Showing 398 VM sizes. Subscription: Pay-As-You-GolConverted to EA) | Region: Central US| Current size: Standard D2v2 | Learn more sbout VM sizes
. e ol 1M1 stz 1y e s w7y RAHGH T sk MBS T TempsarsgelG) Ty fu—
@ T N Most used by Asure wsers. " The mast used snes by usersin Azuse
P Disgnose and sohe problems. o1z A Genera purpose 1 3s 4 3200 7 Supported
- P e 5 g z o o
R vyt o [rep— 2 f . 20 " s
# Connect B an General purpose 2 N A 1280 8 Supported
® Daks Bis General purpose 1 2 20 a Supported
_— 20 8 Gonet e 2 f . w0 " Sopored
© Virosokt Defencer for ioud Bl Genzral purpose 1 s 2 10 4 Supporied
os2i2m Gone e 2 ; . e u Soporss
i Gonet st . m s 20 2 Spores
Bas3 General purpose: 4 i) 8 8400 2 Supported
osav2 General purpase. 4 “ % 12800 k] Supported
oty a o e . 2 i 120 “ Sporss
> useriesvs
D DSedeswd The dth generation D family sizes for your general purpose needs
> bseies u
D Aseiesv2 Best suited for entry level workloads (development or test)
> Eseiesss
> Eseresvt The dth genaration E amily sice for your high memory needs
D F-Seriesv2 Up to 2 performance boost for vector processing workloads
> Lssriar e
¢
SRl Vi ot ing b e ot St Aot Sl

7. lttakes some time to change the size. Once done you can go to step 4 and check the updated size.

Task List for an NSv Virtual Machine Setup

The process for setting up an NSv virtual machine is summarized in three main tasks:
1. Install the NSv virtual machine
* Installing NSv on Azure
2. Register the NSv on MySonicWall
* Registering the NSv Appliance from SonicOS
3. Configure traffic forwarding to the NSv
e Forwarding Traffic to Your NSv in Azure

e Testing Traffic Through Your NSv in Azure

Installing NSv on Azure

SonicWall NSv is deployed on Azure by using a solution template. The template is a JSON file, which is loaded
into Azure through a web page. Templates are a means to deploy virtual machines in Azure while also
creating/modifying existing resources. Templates use the Azure Resource managers to support not just the
deployment of the NSv but also of other virtualized network functions.

This section details two deployment procedures:
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e Toinstall from Azure Marketplace

¢ To Install from an Azure template

To install from Azure Marketplace:
1. Inyour browser, navigate to https://portal.azure.com/ and log into your Microsoft Azure account.

2. Navigate to SonicWall NSv on Azure Marketplace at https://azuremarketplace.microsoft.com/en-
us/marketplace/apps/sonicwall-inc.sonicwall-nsv-firewall-security-vpn-router, click GET IT NOW, and
then click Continue to display the SonicWall NSv (Firewall/Security/VPN/Router)-BYOL page.

3. Onthe SonicWall NSv (Firewall/Security/VPN/Router)-BYOL page, click Create at the bottom to get
started.

The Basics tab of the NSv configuration window displays.

Home » Create a resource > SonicWall NSv (Firewall/Security/VPN/Router)-BYOL >

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

A\ Changes on this step may reset later selections you have made. Review all options prior to deployment.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subseription * (O | Visual Studio Professional(Converted to EA) ~
Resource group * (& | (Mew) sonicwallnsy W
Create new

Instance details

Region * (O East US R

VM Name ®* () sonicwallnsy - I

55H username: "management”

Authentication type * (O @ Password
(O s5H Public Key

Password * (@

Confirm password * | AEEARRABEsSERRERREIENEE ~ ]
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4. Under Project Details, configure the following options:

e Subscription — Select the Azure subscription on which to deploy the resources for this NSv
instance.

e Resource group — Create new or select an existing resource group from the list.

A resource group is a user defined friendly name for a collection of resources. If you are deploying
on Azure for the first time, click Create new. If you already have a network configured and some
virtual machines, then you might wish to use an existing resource group. If you are deploying for
test purposes, consider creating a new resource group so you can easily delete the resources, if
needed.

« If you select Create new, type a name for this resource group into the associated text field,
and then select a location for it from the Location drop-down menu.

e Ifyou select Use existing, select the resource group to use from the associated drop-down
menu.

5. Under Instance details, do the following:
e Region- Select the Azure location where the resources are deployed.

e« VM Name — Type in a descriptive name for this NSv instance. Consider using lowercase letters,
numbers and hyphens, as this name is used to create the default DNS Prefix, which has some
restrictions. You can, however, adjust the DNS Prefix as needed.

The value for 'DNS Prefix for the public |P Address' must match the regular expression '*5|*[a-

@ | NOTE: The SSH username is set to management by default. This is the user name for
accessing the NSv console using SSH. This is not the NSv administrator user name, butis a
user name created as part of an NSv deployment.

e Authentication type — Select either SSH public key or Password as the authentication method
for the previous management SSH username. The default for the template is Password.

 If you selected Password for Authentication Type, type the desired password into the
Password and Confirm password fields. The password must be between 12 and 72
characters in length and contain at least three of the following character types:

e Uppercase character

* Lowercase character

e Number

» Special character (non-alpha-numeric, such as |@#$%"&*()_+}{"|:>?<)

e If you selected SSH public key for Authentication Type, type the SSH RSA public key file
name as a string into the SSH Public Key field.

6. Click Next to continue.
The Instance Details screen displays.
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Home > Create a resource > SonicWall NSv (Firewall/Security/VPN/Router)-BYOL >

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

Basics  Instance Details  Review + create

Virtual machine size * (0 1x Standard D2 v2
2 vepus, 7 GBE memory
Change size
Configure virtual networks
Virtual Network * (0 | (new) VNet R |
Create new
WAN X1 subnet* @ | (rew) WAN-X1 (10.5.0.0/24) ~ |
LAN X0 subnet * (D [ (new) LAN-x0 (10.5.1.0/24) v
Public IP Address (D l (new) soricwsa In;\-—l'p R |
Create new
DM Prefix for the public IP Address * (D [ sonicwallnsy-1aa87bb2et W |
.usgowvirginia.cloudapp.usgovcloudapi.net
Management source IP* @ ’ \/l
Storage Account * (0 | (configure required settings) e |
Create New

| < Previous | | Next : Review + create > |

7. Select Virtual machine size,displays the NSv model you want to deploy. Click Change size as per the
requirements.

Virtual Machine Size in NSv NSv Model
Standard_D2_v2 NSv 270
Standard_D3_v2 NSv 470
Standard_D4 v2 NSv 870

8. Select Virtual Network to configure the virtual network. Create new under Choose virtual network is
selected by default and the Create virtual network settings are displayed.

¢ Under Create virtual network:

e Name — This is the name of virtual network the NSv is deployed on. Leave the default,
VNET.
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e Address space — The template defaultis 10.1.0.0/16. This is a network address in CIDR
format representing the virtual network address space. Accept the default or optionally
configure a different address space, using the same format.

9. Select Subnets to configure the subnets for the WAN and LAN zones.

e« WAN X1 subnet — A sub-network of the Address space configured in Step 7, defined for WAN
traffic. For example, 10.5.0.0/24.

¢ LAN X1 subnet — A sub-network of the Address space configured in Step 7, defined for LAN
traffic. For example, 10.5.1.0/24.

10. Select Public IP Address.

» Create new is selected by default and the Create public IP address settings are displayed. You
also have the option to select an existing public IP address to reassign it for use with your NSv.

» Under Create public IP address, accept the prepopulated name or type a different name
into the Name field.

e For SKU, select Basic or Standard. The default is Basic.
¢ For Assignment (if displayed), select Dynamic or Static. The defaultis Dynamic.

11. Inthe DNS Prefix for the public IP Address field, configure the DNS name for the NSv. This must be a
unique DNS name for accessing the management interface of the NSv virtual machine. When the NSv
virtual machine is created, the WAN uses a public IP and is assigned the DNS name defined here.

12. Inthe Management source IP field, type in the public IP address that is allowed to access this NSv virtual
machine for HTTPS and SSH management.
You can find out your public IP address by typing what is my IP into Google or another search engine in a
different browser window/tab. Additional addresses can be added later in Azure.

13. Select Storage Account. Create new is selected by default, displaying the Create storage account
settings. You also have the option to select an existing storage account.

e For a new storage account, type in a unique Name for the storage account using only lowercase
letters and numbers.

e Select the desired options for Account kind, Performance, and Replication.

14. Click OK at the bottom of the Instance Details pane.
The Validation Passed screen displays.
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@ validation Passed

Basics Instance Details

Basics
Subscription
Resource group
Region

VM Mame

Password

Instance Details

Virtual machine size

Virtual network

WAN X1 subnet

Address prefix (WAN X1 subnet)
LAN X0 subnet

Address prefix (LAN X0 subnet)
Public IP address

Domain name label
Management source IP

Storage Account

.. Nl

Home > Create a resource » SonicWall NSv (Firewall/Security/VPN/Router)-BYOL >

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

Review + create

Visual Studio Professonal(Converted to EA)

sonicwallnsy
EastUS
sonicwallngy

]

Standard_D2_v2
VNet

WAN-X1

10.5.0.0/24

LAN-X0

10.5.1.0/24

:'.cnicwmnw—ip

sonicwallngy-1228Thiled

- (g —

sonicwallnsy

Next Download a template for automation

15. Under Review+Create, click Create.
Azure begins the deployment process and displays the Azure Dashboard page.

You can click the Notifications icon at the top to display the Deployment in progress notification

window, then click Deployment in progress to view the progress.
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Dashboard v - Mewdsshboard 7 Upload % Downlosd 7 Edit (3 Share /" Fullsreen ¢ c/[JNGSHICEIUSIE

Dismiss: Informational Completed All

=== Deployment in progress... Running

All resources .
ALL SUBSCRIPTIONS Azure getting started made eas)"! Deployment to resource group 'nsvazurepubs’ is in progress.

O Refresh

= Storage account

@ - Network security group| Create DevOps Project

&> ¥ 1 Virtual network

. | Public IP address

Quickstarts + tutorials
B -nic Network interface
l nic MNetwaork interface 1
= s 9  Windows Virtual Machines
(@} AvailabilitySet Availability set &
ol b & ! Provision Windows Server, SOL Server, SharePoint VMs
=B Storage account
& Loadoslancer Losdibalancel g Linus Virtual Machines &
I PortA-0 Metwork interface Provision Ubuntu, Red Hat, CentOS, SUSE, Core0Ss VMs
H PortA-1 Metwork interface 1

#Ta App Service 2
B rouso Network interface ‘e 7P

" Create Web Apps using NET, Java, Node js, Pythan, PHP
l PortB-1 Network interface

< ) Functions 2

- — Process events with a serverless code architecture
L — £}
T service Health ﬂ Marketplace e
Managed relational SOL Database as 3 Service

When finished, the notification window displays Deployment succeeded.

Notifications

Dismiss: Informational Completed All

O Deployment succeeded 1:40 PM

Deployment 'Microsoft. Template' to resource grous
‘nsvazurepubs’ was successful.

See Accessing Your NSv in the Azure Portal for more information about accessing the pages and settings for
your NSv virtual machine available in the Azure portal.

The next step is to register your NSv virtual machine on MySonicWall. See Registering the NSv Virtual Machine
with SonicOS for more information about registering your See Accessing Your NSv in the Azure Portal for more
information about accessing the pages and settings for your NSv virtual machine available in the Azure portal.

After you have registered the NSv, see Forwarding Traffic to Your NSv for more information about accessing the
pages and settings for your NSv virtual machine.
To Install from an Azure template:

Templates are a means to deploy virtual machines in Azure while also creating/modifying exiting resources.
There are a few different types of templates: Quick, Solution and Simple. The following is an example of a Simple
template that creates resources and defines their interconnections.

e Virtual Machine
e Storage Group
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e PublicIP
¢ 2 x Network Interfaces
¢ Virtual Network

e Network Security Policy

Deploying NSv by way of Templates:
1. Loginto Azure.
Click to load the webpage: https://github.com/sonicwall/sonicwall-nsv-azure-templates

2
3. Click Deploy to Azure.
4

The Custom Deployment page should come up:

TEMPLATE
EEE  Cuasiireded template g P a
mEE Csioirized temnplite # . | ]
T IeSminees EdE temiplaie Hi poram et L B E
BASICE
Vmual S b Profesioral [omesrbed o EA L
& Crepte ness L mdeting
500 chilahases & | mseion Fat LI% ]
Aqure Cosmcs DB
SETTIMGS
Wirbsl machares
L
Wirlual niebwcres
]
n Srandard |RE
L] balarcens S A AT E T 5 Py ™
E 3 i P L]
'. Mongoe [ T mdnaer Flmares B

Enter information to define the custom deployment:

¢ Resource Group: The user-defined friendly name for a group of resources.

If you are deploying on a Azure for the first time, use "Create New," however, if you already have a
network configured, and some virtual machines then you might wish to use an existing resource
group. If you are deploying for test purposes, we suggest you create a new resource group so you
can easily delete the resources later if needed.

¢ Location: The region where you wish to deploy.

e Storage Account: A new or existing storage account (we recommend you create a new storage
account).
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Storage Account Type: The type of storage account you wish to use or create.
Currently only “Standard_LRS” is recommended.

Storage Account New or Existing: Whether you wish to create or use an existing stage account.
User Storage Container Name: The name of the container where the VHD file is stored.

DNS Name for Public IP: When the See Accessing Your NSv in the Azure Portal for more
information about accessing the pages and settings for your NSv virtual machine available in the
Azure portal.

The next step is to register your NSv virtual machine on MySonicWall. See Registering the NSv
Virtual Machine with SonicOS for more information about registering your NSv.

After you have registered the NSv, see Forwarding Traffic to Your NSv and Testing Traffic Through
Your NSv for more information about forwarding traffic to it.

A virtual machine is created, the WAN uses a public IP, this WAN IP is assigned a DNS name
defined here.

SSH User Name: The user name required to SSH into the NSv virtual machine.

This is not the NSv administrator’s user name, but rather a username created as part of an NSv
deployment.

Authentication Type: Select either "password" or "sshPublicKey" as the authentication method.

SSH Password: The password for the previously mentioned SSH user.

Password must contain one non alpha-numeric character (such as |@#$%"&*()_+}"|: >?<), one
uppercase alphanumeric character and one numeric character.

Management Access IP Source: Public IP address to allowed access to SonicWall NSv HTTPS
& SSH management.

VM Size: Select the virtual machine you wish to deploy:

SonicWall NSv Model Azure

NSv 270 Standard D2 v2
NSv 470 Standard D3 v2
NSv 870 Standard D4 v2

Base URL: This is the location of the template resources.

This should remain at the default value unless you are creating your own template.

Virtual Network Name: The name of the virtual network the NSv is deployed on.

If you have an existing network on Azure, and would like to install the NSv on this network then this
field should be populated with the network name. For example, 192.168.0.0/26.

Virtual Network Address Prefix: The virtual network "Address space."

Subnet WAN Name: The name of the WAN subnet.

If you have an existing network on Azure, you might want to change the default value or it can
remain at the default.
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e Subnet LAN Name: The name of the LAN subnet.
If you have an existing network on Azure you might want to change the default value else it can
remain at default.

e Subnet WAN prefix: A sub-network of the previous "Virtual Network Address Prefix" defined for
WAN traffic, suchas 192.168.2.0/24.

¢ Subnet LAN prefix: A sub-network of the previous "Virtual Network Address Prefix" defined for
LAN traffic, suchas 192.168.2.0/24.

e Subnet WAN Start Address: The starting address from which the virtual network provides
through DHCP addresses to host on the WAN subnet.

e Subnet LAN Start Address: The starting address from which the virtual network provides through
DHCP addresses to host on the LAN subnet.

After filling in all the values, click | agree to the terms and conditions stated above and then click
Purchase to deploy the template and create the SonicWall NSv instance.

Al services

* Management Access IP Source @ ‘ 81.24.248.16 v
* Vm Size @ ‘ Standard_DS3_v2 v ‘
Base Url https://software.sonicwall.com/azurebeta/

Dashboard g ‘ B ‘
Virtual Network Name @ firewallVnet

All resources
Virtual Network Address Prefix @ 192.168.0.0/16

Resource groups
Subnet WAN Name @ 'WAN-X1

App Services
Subnet LAN Name @ LAN-X0

Function Apps
Subnet WAN Prefix @ 192.168.1.0/24

= SQL databases

Subnet LAN Prefix @ 192.168.2.0/24

Azure Cosmos DB
Subnet WAN Start Address @ 192168.14

™ Virtual machines

Subnet LAN Start Address @ 192168.24

Virtual networks
TERMS AND CONDITIONS

B Storage accounts

Azure Marketplace Terms  Azure Marketplace

@’ Load balancers

] »

By clicking “Purchase,” I (a) agree to the applicable legal terms associated with the offering; (b) authorize Microsoft to charge or
Q’ Azure Active Directory bill my current payment method for the fees associated the offering(s), including applicable taxes, with the same billing
frequency as my Azure subscription, until I discontinue use of the offering(s); and (¢) agree that, if the deployment involves 3rd
party offerings, Microsoft may share my contact information and other details of such deployment with the publisher of that

) Monitor
offering.

@ Advisor
’ v 1 agree to the terms and conditions stated above

lt‘_) Cost Management + Billing

'S
pa Help + support Pin to dashboard

@ Security Center e <:|

It takes approximately 10 minutes to deploy NSv respective resources. You can view the progress by
clicking the icons indicated in the following image:
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@ Delete @ Cancel [T]

@ oepioying

Deployment name

Q) Refresh

<+ Overview
Microsoft Template
Outputs Status
Deploying
3 Inputs Subscription
Visual Studio Professional(Converted to EA)
Template Resource group
r171testaaa
RESOURCE TveE
©  SonicWall-NSv-vM Microsoft Resources/deployments
@ i171testaaa-interface-X1 Microsoft Network/networkinterfaces
©  r171testaaa-interface-X0 Microsoft Network/networkinterfaces
© firewallVnet Microsoft Network/virtualNetworks
@  storageAcountSetupl Microsoft Resources/deployments
©  rl71testaaa-NSG Microsoft.Network/networkSecurityGro.
©  r171testaaa-PrimaryWANIP Microsoft Network/publiclPAddresses

STATUS

Created

Created

Created

oK

oK

oK

oK

Notifications

Dismiss: Informational Completed All

an= Deployment in progress. Running

Deployment t roup 'rl71testaaa’ is in progress.

Last modified
7/9/2018, 3:44:43 PM

Duration
1 minute 14 seconds

Correlation ID
11c05a9-05aa-4b27-8cef-e819b¢

TIMESTAN
7/9/2018
7/9/2018
7/9/2018
7/9/2018
7/9/2018
7/9/2018

7/9/2018

6. To connect to the SonicWall NSv management GUI click Virtual Machines from the left menu. Then
select the NSv virtual machine name, in the overview section a public IP address is displayed, In the
example that follows, thatis http://40.76.216.87/.

«| @ e

© oepioying

Deployment name

r171testaaa

RESOURCE
SonicWall-NSv-VM
r171testaaa-interface-X1
r171testaaa-interface-X0
firewallVnet
storageAcountSetupl

r171testaaa-NSG

O 0/ 0 0 0 0 o

r171testaaa-PrimaryWANIP

© cancel [ Redeplo

S+ Overview
Microsoft Template
Outputs Status
Deploying
2 Inputs Subscription
Visual Studio Professional(Converted to EA)
Template Resource group

Q) Refresh

Microsoft Resources/deployments
Microsoft.Network/networkinterfaces
Microsoft Network/networkinterfaces
Microsoft Network/virtualNetworks
Microsoft.Resources/deployments
Microsoft Network/networkSecurityGro.

MicrosoftNetwork/publiclPAddresses

STATUS

Created

Created

Created

oK

oK

oK

oK

Notifications

Dismiss: Informational Completed All

unn Deployment in progress. Running

Deployment tg roup 'rl71testaaa’ is in progress.

Last modified
7/9/2018, 3:44:43 PM

Duration
1 minute 14 seconds

Correlation ID
11c05a9-05aa-4b27-8cef-e819b¢

TIMESTAN
7/9/2018
7/9/2018
7/9/2018
7/9/2018
7/9/2018
7/9/2018

7/9/2018

7. Login with the default SonicWall credentials "admin/sonicwall."
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x =

& C o @ & https;//40.76.216.87 7| | Q Search ¥ N =

SonicWall - Authentication

SONICWALL

Network Security Virtual

Username

Password

8. Now continue with the following section,Accessing Your NSv in the Azure Portal, or go on to Installing NSv
on Azure.

Accessing Your NSv in the Azure Portal

There are a number of pages and settings for your NSv virtual machine available in the Azure portal.

Topics:

e Updating Your Dashboard and Accessing the NSv Resource Group
¢ Finding the Public IP Address of Your NSv

e Logging into Your NSv for SonicOS Management

¢ Viewing and Configuring Security Rules
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Updating Your Dashboard and Accessing the NSv

Resource Group

The notification window for Deployment succeeded provides two buttons for your immediate use.

Notifications

Dismiss: Informational Completed All

0 Deployment succeeded 1:40 PM

Deployment 'Microsoft. Template' o resource group
'nsvazurepubs' was successful.

e Click Pin to dashboard to add links to your new NSv and its Azure configuration pages to your Azure
Dashboard page. Click Refresh on the Dashboard page to view your new virtual machine, storage
account, and network interface on the Dashboard.

All resources

ALL SUBSCRIPTIONS Azure getting started made easy!

O Refresh

E3 nsvazurepubs Virtual machine

8 nsvazurepubs-PrimaryWANIP Create DevOps Project

Public IP address

nsvazurepubs-interface-X1 Network interface

nsvazurepubs-NSG Network security group
Quickstarts + tutorials
Storage account

@l @ =

e Network security group)

Windows Virtual Machines &
Provision Windows Server, SQL Server, SharePoint VMs

~
o

Virtual network

kL NetiGHirtartach Linux Virtual Machines &2

Provision Ubuntu, Red Hat, CentOS, SUSE, CoreOS VMs

™ Public IP address

1

AvailabilitySet

c

&>

firewallVnet

Network interface
Availability set
Storage account

Virtual netwerk

See more.

QP senvice Health

ﬁ Marketplace

App Service 2
Create Web Apps using NET, Java, Node js, Python, PHP

Functions 2
Process events with a serverless code architecture

SQL Database &
Managed relational SQL Database as a Service

Dashboard ¥ + Newdashboard & Upload ¥ Download & Edit & Share /" Full screen (1 Clone (i Delete

Resources
NSVAZUREPUBS

K2 nsvazurepubs

e E

nsvazurepubs-NSG

~
N

firewallVnet

nsvazurepubs

=0

nsvazurepubs-PrimaryWANIP

nsvazurepubs-interface-X1

nsvazurepubs-interface-X0

Virtual machine

Public IP address
Network interface
Network security group
Virtual network
Storage account

Network interface

West US

West US

West US

West US

West US

West US

West US
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e Click Go to resource group to display the Resource group page.

P | «| =Add EEEditcolumns [ Deleteresourcegroup ) Refresh =P Move ® 2
Subscription (change) Subscription D Deplayments
" " Visual Studic Professional(Convert... 5add9385-2d3f-4123-2a5a-43%d0e... 3 Succeeded
@] Overview
Tags (changs)
B Activity log Click here to add tags
~
1M Access control (IAM)
. Alltypes e :A\Hucatluns ~ | | Mo groupings |
Titems | Show hidden types @
Events
r NAME TYPE LOCATION
SETTINGS
&5 firewallVnet Virtual network West US
@4 Quickstart B3 nsvazurepubs Virtual machine West US
) Resource costs -_f nsvazurepubs Storage account West US
& Deployments ! nsvazurepubs-interface-X0 Network interface West US
BB nsvazurepubs-interface-X1 Network interface West US
Policies
[ nsvazurepubs-NSG Netwaork security group West US
I= Properties ==
B8 nsvazurepubs-PrimanWANIP Public IP address West US

n Locks

Finding the Public IP Address of Your NSv

On the Dashboard page or the Resource group page, click the virtual machine name link to display the Public
IP address of your NSv virtual machine. The virtual machine name link has a description or type of Virtual
machine.

zurepubs

nsvazurepu o

Virtual machine

[ £ & ®® Connect ’ Start Q' Restart M Stop =% Move T Delete D Refresh
e o ‘nsvazurepubs' is not using Managed Disks. Migrate to Managed Disks to get more benefits. =
B Overview L o s e T e
| Resource group (change) Computer name
. | nsvazurepubs nsvazurepubs
ﬁ‘ Activity log | .
Status Operating system
° Running Linux
M Access control (IAM) . .
Location Size
= West US Standard D3 v2 (4 vcpus, 14 GB memory)
ags
9 Subscription (change) Public IP address
. Visual Studio Professional(Converted to EA) 40.
X Diagnose and solve problems . .
Subscription ID Virtual network/subnet
firewallVnet/WAN-X1
SETTINGS DNS name
| nsvazurepubs.westus.cloudapp.azure.com

@ | TIP: Log into the NSy at the displayed public IP address for SonicOS management and to register the NSv
on MySonicWall.
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Logging into Your NSv for SonicOS Management

To log into your NSv for SonicOS management:

1.
2.
3.

N o o s

In the left navigation pane of Azure, click Virtual Machines.

Click the name of your NSv.

In the Overview screen, the IP address of the NSv is displayed under Public IP address.

Create a resource

All services s | «| % Connect P Start QlRestert M Stop  => Move [ Delete L) Refresh
= @ nsvazurepubs' is not using Managed Disks. Migrate to Managed Disks to get more benefits. =
2 Overview 4
Resource group ichengs) Computer name
¥ App Services nsvazurepubs nsvazurepubs
PP B Activity log 2 :
Status Operating system
- . Running Linux
Function Apps A trol LAM
i e o M) Location Size
£ West US Standard D3 w2 (4 vepus, 14 GB memory)
SQL databases & Tags ke Lt ilal L
Subscription (changs) PPublic IP address
o Visual Studie Professienal(Converted to EA) 4o
Azure Cosmos DB K Diagnese and solve problems Subscription 1D el atas
5 al firewallVnet/WAN-XL
| Virtual machines eris L5 DNS name
nsvazurepubs.westus.cloudapp.azure.com

Point your browser to https://<Public IP address>, using the public IP address of your NSv.
Log into SonicOS.
Enter the default credentials username and password.

Your default password must be changed at first time while logging in after upgrade. Create a password
that meets the security requirements. A password should have at least one uppercase letter, one
lowercase letter, one number, and one special character. For example, MyP@sswOrd.

SONICWALL

Network Security Appliance

Your default password must be changed at first time login

Please enter a new password:

Old Password
New Password

Confirm New Password

8. Perform the following steps to change password:
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a. In Old Password enter your default password that was provided.
b. In New Password enter your new password.
c. InConfirm Password re-enter the new password again.

9. Click Change Password.

Viewing and Configuring Security Rules

On the Dashboard page or the Resource group page, click the NSG link to view the inbound and outbound
security rules. The NSG link has a description or type of Network security group.

e | @ Mo @ Delete T Refresh
Resource group (change) Security rules
@ Overview nsvazurepubs Sinbound, 0 cutbound
Location Associated with
= West US 1 subnets, 0 network interfaces
B Activity log ;
Subscriptior: (chznge}
T Visual Studio Professional(Converted to EA)
ok A zrol (IAM
du BecEs comml (AN Subscriptior 1D
5 )
& Tags
Tags (changy
3{ Diagnose and solve problems Click here to add tags
ﬁ.
SETTINGS Inbound security rules
f Inbound security rules PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
. Outbound security rules 100 Allow-HTTPS-management-from-1P 443 TCP 4 Any @ Allow
B Network interfaces 10 Allow-SSH-management-from-IP 22 TCP Any @ Allow
<> Subnets 102 Allow-HTTP-management-from-I1P 80 TCP | Any @ Allow
‘1! Properties 103 Allow-Azurel oadBalancer Any TCP 168.63.129.16 Any @ Allow
n Locks 200 £\ Deny-HTTPS-management 443 TCp Any Any @ Deny
BN Actomation script 201 Deny-55H-management 22 TP Any Any © Deny
202 Deny-HTTP-management 80 TCP Any Any © Deny
MONITORING
i 300 4 Default-Allow Any Any Any Any  Allow
Diagnostics logs
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
SUPPORT + TROUBLESHOOTING
65001 AllowAzurel oadBalancerlnBounc Any Any AzureloadBalancer  Any @ Allow
Y. Effective security rules
65500 DenyAllinBound Any Any Any Any @ Deny
& New support request
QOutbound security rules
PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork S Allow

The inbound rules control management access to the NSv. The Source for these rules is initially set to your public
IP address, that you entered during the installation process for Management Access IP Source. To manage the
NSv from another location, you need to add an inbound rule.

To add a new inbound rule for NSv HTTPS management access from another public IP address:

1. Click Inbound security rules in the left navigation pane of the Azure NSG page. The Inbound security
rules page displays.
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> nsvazurepubs-NSG - Inbound security rules

_ nsvazurepubs-NSG - Inbound security rules

v—— Network security group

0 «

O Overview

ﬁ| Activity log

a4 Access control (IAM)
L 4 Tags

¥ Diagnose and solve problems

SETTINGS
“ Inbound security rules

Outbound security rules

= Add

PRIORITY

100

101

102

103

104

200

201

& Default rules

NAME
Allow-HTTPS-management-from-IP
Allow-SSH-management-from-IP
Allow-HTTP-management-from-IP
Allow-AzureLoadBalancer
Allow-HTTPS-management-from-IP-2
A\ Deny-HTTPS-management

Deny-SSH-management

PORT

443

22

80

Any

443

443

22

PROTOCOL

TCP

TCP

TCP

TCP

TP

TP

TP

2. Click Add. The Add inbound security rule dialog appears.

Add inbound security rule

nsvazurepubs-NSG
;{" Basic

* Source @

l IP Addresses

* Source IP addresses/CIDR ranges @

* Source port ranges @

*

* Destination @

Any

* Destination port ranges @

[ 443

* Protocol

Any TCP ubP

* Action

* Priority @

[ 105

* Name

Description

Add

3. For Source, select IP Addresses.
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11.
12.
13.

© © ® N o u

For Source IP addresses/CIDR ranges, type in your new public IP address or an address range in CIDR
format.

Optionally fill in Source port ranges if you want to specify the port(s).
For Destination, select Any.

For Destination port ranges, type in 443 for HTTPS access.

For Protocol, select TCP.

For Action, select Allow.

For Priority, type in an available number that is less than (higher priority than) the number for the first
Deny rule.

For Name, type in a descriptive name for this rule.
Optionally fill in the Description field.
Click Add.

Forwarding Traffic to Your NSv

This section describes how to configure a route on your SonicWall NSv Series virtual machine so that you can
pass traffic though the NSv.

If you have not yet registered your NSv on MySonicWall, do that now. See Registering the NSv Virtual Machine
with SonicOS for more information. Your NSv must be registered to enable full functionality.

To configure a route on your NSv virtual machine:

1.

If not already logged into the Azure portal, navigate to https://portal.azure.com/ and log into your Azure
account.

In the Azure left navigation pane, click All services.

All services | fiter

GENERAL (14)

In the All services Filter field, type Route. The display changes to show only services with “Route” in
their names.

All services Rowe |

A Aaure Maps Ac
Koy

% Route tables *

* 5 Route fiters *

Click Route tables.

On the Route tables page, click Add to create a new route table.
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The Create route table dialog displays.

R

6. Inthe Name field, type in a name for this route table.
7. For Subscription, select the subscription you are using in Azure.

8. For Resource group, select Create new if you are using the route table for other networks, or select Use
existing if you are using the route table for this network only. If you select Use existing, you can use the
drop-down menu to select the same resource group you are using for your NSv.

9. The Location field should already display the same location you selected for your NSv.

10. For BGP route propagation, accept the default of Enabled.

Create route table

* Name

| nsvazurepubs-rt v

* Subscription

Visual Studio Professional(Converted to EA) v

* Resource group

'Q Create new @ Use existing

nsvazurepubs v
* Location
West US v

BGP route propagation

Disabled QELEIEG]

11. Click Create to create the route table. After a brief wait, Notifications displays Deployment succeeded
and the new route table appears in the Route tables screen.
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Route tables

ions: Visual Studio

=+ Add  EZeditcolumns Q) Refresh | @ Assign tag

onverted to EA)

[

] | Al resource groups

1items

NAME

“a4 nsvazurepubs-rt

12. Click on the route table name.

13. Inthe route table screen, under SETTINGS, click Routes.

‘sa Overview
n Activity log
b4 Access contrel (IAM)

Tags

» e

Diagnose and solve problems

SETTINGS
& Configuratior

.

s Routes
L Subn@

14. On the Routes screen, click Add to add a route to the route table.

15. Inthe Add route screen, for Route name, type in a descriptive name such as default route.

16. For Address prefix, typein 0.0.0.0/0 to elect all traffic to be forwarded to the NSv.

17. For Next hop type, select virtual machine from the drop-down menu.

18. For Next hop address, type in the IP address of the NSv X0 interface.
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* Address prefix @

[ossm P

Next hop type @

[otunsptnce

* Next hop address @
[z

v

@ Ersireyou have P forwarding enabled on your virtual appliance. You can enable this by
navi kinterface's P address settings.

19. Click OK. This creates the route.

20. Next, you need to associate the route table

% Oveniiew

ADDRESS PREFIX
B Activitylog

000.0/0

4l Access control (AM)

. In the Route table options, click Subnets.

NEXT HOP

192168.2.4

& Ta:

X Diagnose and solvz problems.

serTinGs

& Configuration

21. Inthe Subnets screen, click Associate.

0 « = Associate

W Activity log -

s Access control (IAM) .
22. Inthe Associate subnet screen, click Virtual network. The resources with possible virtual networks are

displayed to the right under Resource.
, | o |
23

23. Click the desired resource. The display on the right changes to the Choose subnet screen and shows the

possible subnets available for that resource.
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24.

25.

Under Choose subnet, click LAN-X0. Because we entered the X0 IP address previously for Next hop
address, the X0 subnet must be selected here.

Click OK at the bottom of the screen. Azure performs the association and the LAN-X0 subnet appears on
the screen.

‘% Overview

NAME ADDRESS RANGE VIRTUAL NETWORK

E Activity log
LAN-X0 192.168.2.0/24 firewallVnet
i Access control (JAM])

& Togs

¥ Diagnose and solve problems

SETTINGS
& Configuration
“% Routes

<> Subnets

This completes the configuration required for forwarding traffic through the NSv. Continue to Testing
Traffic Through Your NSv.

Testing Traffic Through Your NSv

After configuring a route for forwarding traffic on your NSv, you can verify it with some test traffic. You can send
traffic from any client machine or virtual machine on the same subnet as the route you configured. In our
configuration, this is the LAN-XO0 subnet, or 192.168.2.0/24.

For example, you could create an Ubuntu virtual machine in Azure, using the same options as your NSv for the
following settings:

Subscription
Resource group
Location

Virtual network

Subnet (suchas LAN-XOor 192.168.2.0/24)

To send traffic through your NSv:

1.

2.

On your client machine or virtual machine (Ubuntu, for example), open a console window. For an Ubuntu
virtual machine on Azure, click Serial Console in the Virtual machine options.

Typeping 192.168.2.4 onthe command line.
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i 214 Tl
2 1
B nwentony
- 5 it
UL O
BATHIT OFLPG
il =
& (aEs
2INoshies = =
B mancs

Bl ubusu Adusrtage suppon
M Seriel console [Preview)

Pew sppar naguaesl

The pings should succeed.

Log into your NSv and navigate to the MONITOR | Appliance Health | Live Monitor page.

Scroll down to view the Connection Count chart. It should show a positive count, caused by the pings.

Connection Count=
Current: Peak: 24 Max: 1250000 ul [F5)
-A.:QY-Sca‘mg
Other charts on the page also show activity. This verifies that traffic can be forwarded to the NSv.
SonicOS 7 Getting Started Guide for Azure 38

Installing SonicOS on the NSv Series



SonicWall NSv Firewall on Azure Government
Cloud

US government agencies or their partners interested in cloud services that meet government security and
compliance requirements, can be confident that Microsoft Azure Government provides world-class security and
compliance. Azure Government delivers a dedicated cloud enabling government agencies and their partners to
transform mission-critical workloads to the cloud. Azure Government services can accommodate data that is
subject to various US government regulations and requirements.

Azure Government is the mission-critical cloud, delivering breakthrough innovation to US government customers
and their partners. Only US federal, state, local, and tribal governments and their partners have access to this
dedicated instance, with operations controlled by screened US citizens.

@® | NOTE: If you are not deploying from Azure Government Cloud, you can skip this section.

Topics:
* Installing NSv on Azure Government Cloud
* Installing Windows 10 from Console
¢ Creating Address Objects for NSv
» Creating a Security Policy for Outbound
* Applying Security Services on Policies in NSv for Outbound Traffic
* Adding Static Routes
* Creating a Security Policy and NAT Policy for Inbound RDP to the VM

Installing NSv on Azure Government Cloud

To install from Azure Marketplace:

1. Inyour browser, navigate to https://portal.azure.us and log into your Microsoft Azure Government
account.

2. Navigate to SonicWall NSv on Azure Marketplace, click GET IT NOW, and then click Continue to display
the SonicWall NSv (Firewall/Security/VPN/Router)-BYOL page.

3. Onthe SonicWall NSv (Firewall/Security/VPN/Router)-BYOL page, click Create at the bottom to get
started.
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= Microsoft Azure Government 2 Search resources, services, and docs (G+/)

Home > Create a resource >

SonicWall NSv (Firewall/Security/VPN/Router)-BYOL =

SonicWall Inc

o By enabling third-party applications, customers accept that their data is being processed through the third party and not Microsoft.
in their tenant. Microsoft does not endorse and makes no warranties, express or implied, concerning the security of third-party appl

SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

SonicWall Inc

SON CWALL

Plan

| SonicWall NSv (Firewall/Security/VPN... 1

The Basics screen of the NSv configuration window displays.

On the Basics screen, configure the following options:

e Subscription — Select the Azure subscription on which to deploy the resources for this NSv
instance.

¢ Resource group — Create new or select an existing resource group from the list.

A resource group is a user defined friendly name for a collection of resources. If you are deploying
on Azure for the first time, click Create new. If you already have a network configured and some
virtual machines, then you might wish to use an existing resource group. If you are deploying for
test purposes, consider creating a new resource group so you can easily delete the resources, if

needed.

¢ If you select Create new, type a name for this resource group into the associated text field,

and then select a location for it from the Location drop-down menu. For example, name
canbe 512023febdnsv270.

e Location — The Azure location where the resources are deployed is auto-filled as USGov.

e« VM Name — Type in a descriptive name for this NSv instance. Consider using lowercase letters,

numbers and hyphens, as this name is used to create the default DNS Prefix, which has some
restrictions. You can, however, adjust the DNS Prefix as needed.

» Authentication type — Select either SSH public key or Password as the authentication method

for the previous management SSH username. The default for the template is Password.

 Ifyou selected Password for Authentication Type, type the desired password into the
Password and Confirm password fields. The password must be between 12 and 72
characters in length and contain at least three of the following character types:

e Uppercase character
e Lowercase character
¢ Number

* Special character (non-alpha-numeric, such as |@#$%"&*()_+}{"[:>?<)
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e Ifyou selected SSH public key for Authentication Type, type the SSH RSA public key file
name as a string into the SSH Public Key field.

= Microsoft Azure Government R Search resources, services, and docs (G+/)

Home > Create a resource > SonicWall NSv (Firewall/Security/VPN/Router)-BYOL >

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

A Changes on this step may reset later selections you have made. Review all options prior to deployment.

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders te organize and
manage all your resources.

Subscription * @ [ sNwL GovCloud 1 v |
Resource group * (O | (Mew) jl2023feb4nsv270 s |
Create new

Instance details
Region * @ I usGov SR £ ]

VM Name * @ [ il023febansva7ovm M

55H username: “management”

Authentication type * @ (®) Password
(O ssH public key

Password * () [ ......................... \/ l

Confirm password * | ......................... 7 |

Review + create | < Previous Mext : Instance Details >

5. Click Next: Instance Details to continue.

6.

The Instance Details screen displays.

In Instance Details configure the following:

a.
b.

The Virtual Machine size and Virtual Network fields are auto-filled.
Select Subnets to configure the subnets for the WAN and LAN zones.

« WAN X1 Subnet — A sub-network of the Address space configured in Step 7, defined for
WAN traffic. For example, 10.5.0.0/24.

e LAN X0 Subnet — A sub-network of the Address space configured in Step 7, defined for
LAN traffic. For example, 10.5.1.0/24.

Select Public IP Address. Create new is selected by default and the Create public IP address
settings are displayed. You also have the option to select an existing public IP address to reassign
it for use with your NSv.
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d. Inthe DNS Prefix for the public IP Address field, configure the DNS name for the NSv. This
must be a unique DNS name for accessing the management interface of the NSv virtual machine.
When the NSv virtual machine is created, the WAN uses a public IP and is assigned the DNS
name defined here.

e. Inthe Management source IP field, type in the public IP address that is allowed to access this
NSv virtual machine for HTTPS and SSH management.

You can find out your public IP address by typing what is my IP into Google or another search
engine in a different browser window/tab. Additional addresses can be added later in Azure.

SN ECS Y VNS SPSUEN 0 Search resources, sewvices, and docs (G +/) l ]
Zunse "
fome 5 G ce > Sovid e (Firewall/Security/ VP J-8YOL >
Home > Create a resource > SonicWall NS (Firewall/Security/ VPN/Router)- BYOL Create storage account
Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL
Name *
72023febAnsv2T0sa
Basics  Instance Details  Review + create e -
R — core usgoveloudapinet
Virtual machine size * @ 1x Standard B2 v2 Account kind @
2 vepus. 7 GB memary Storage (general purpase 1) ~
Change size
Performance O
Configure virtual networks D
Virtusl Network * (D) (Pew) fuvirtuaiNet A Replication O
Create new Lo<ally-redundant storage (LRS) v
WAN X1 subnet * @ (mew) WAN-X1 (10.5.0.0/24) N
LAN X0 subnet* (O (rew) LAN-X0 (10.5.1.0/24) ~
Public IP Address (O (new) l202 3feb4nsv2T0vm-ip w
Create new
DNS Prefix for the public IP Address * @ | [2023febansv2Tovm S
sgawirginiacloudapp usgoveloudapi net
Management source 19 * @ [ com— -
Starage Account * © (configure required settings) v
Create New
[ <rreviows | [ o Review - areate> | ox

f. Select Storage Account. Create new is selected by default, displaying the Create storage
account settings. You also have the option to select an existing storage account.

1. For anew storage account, type in a unique Name for the storage account using only
lowercase letters and numbers. For example, §12023feb4nsv270sa.

2. Select the desired options for Account kind, Performance, and Replication.
3. Click OK.

g. Click Next: Review + create.
Azure validates the configured settings and checks fore errors before building the virtual machine.
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7. Click Create.

-Iwim 2 Search resources, services, and docs (G+/)

Home » Create a resource » SonicWall NSv (Firewall/Security/ NPN/Router)-BYOL >

Create SonicWall NSv (Firewall/Security/VPN/Router)-BYOL

& validation Passed

Basics  Instance Details
Basics
Subscription

Resource group
chicn
VM Mame

Passwond

Instance Details

Virtual machine size

Wirtual netwark

WAN X1 subnet

Address prefix (WAN X1 subnet)
LAN X0 subret

Address prefo: (LAM X0 subnet)
Public IP address

Domain name label
Management source P

Storage Account

Review + create

SHWL GevCloud 1
202 3febdnsv2T0
USGov Arizona
12023 febdnsv2T0wm

Standard_D2 w2

FuefirtualMet

WAN-X1

10.5.0.0/24

LAMN-X0

10.5.1.0/24

jl2023febansv2 T Ovm-ip
jlz023febansyz7ovmel
+ A —

jl2023febdnsv2T0sa

MNext Download a template for automation

Azure begins the deployment process and displays the Azure Dashboard page.

You can click the Notifications icon at the top to display the Deployment in progress notification
window, then click Deployment in progress to view the progress.
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= [YHIERU W RN O . Search nesources, senvices, and docs (G+/)

w sonicwall-inc.sonicwall-nsv-firewall-security-vpn-20230130181645 | Overview =

Ce=playment
O Search | < elete () Caneel + Downisad () Beéresh
o Ovenden i
««« Deployment is in progress
F nputs
. _.  Deployment name: sanicwali-inc.sanicwall-nse-firewall-security...
= Ouipus Subscripion: SNWL Govllowd 1
B Tempiste Resource groupe 1202 3ebdnsa270
# Deployment details
Resource Type Status
@ Soniciall-NIe- VR Microsoft Resousces/dep,., Created
Q@  jzozsfetansvaiovm-inierd. MicrosoftNetworiynets...  Created
[-] ngy2T0vm-intert. Microsoft Networyngtw...  Crested
(] Pt Micrasoft Networigivirua,,, O
(-] dnsv2T0vm-NSG  Microsoft Networkg/mera_. Ok
] Ensv 2T 0vm-ip Microsoft. Metwork/publi.. OK
[-] Mirosof.Storsgeitarag. OK
a Tob-t Microsoft Resousces/dep,., OK

Sgart fime: 1,/30/2023, 10:31:44 PM
Comelatian IDx cd7418bh-c0e9-466d-2586-643

Operation details
Operation details

Operation detais

Dpevation detals

Cperation detals

Naotifications

Dismiss: Informational Completed All

o Deployment succeeded 1:40PM

Deployment 'Microsoft.Template' to resource grous
'nsvazurepubs’ was successful,

# Pin to dashbaard

Ga to resource group

Click Go to resource group.

When finished, the notification window displays Deployment succeeded.

Your resource group will show a list of items, including Virtual network, Virtual machine, Storage
account, Public IP address, Network security group, Network interfaces, and Disk.
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9.
10.

1.
12.
13.
14.

= Microsoft Azure Government £ search resources, services, and docs (G+/)

Home

(4 I12023febdnsv270 2

7 Resource group

D Search + Create & Manageview ~ [i] Delete resourcegroup () Refresh L ExporttoCsv "% Open query
#) Overview = A Essentials
B Acivity log Sl Deployments : 3 5
B Access control (IAM) N ption |
® Tags

. Resource visualizer
Resources  Recommendations

Events
Settings Filter for any field Type equals all X Location equals all X 5 Add filter
L Deplor ant \
= Deployments Showing 1to 8 of 8 records. ] Shew hidden types No grouping v
O security

[] name *y Type T4 Lacation Ty
B policies

Virtual network
¥ Export template
Virtual machine
I Properties
Storage account
B Locks
Public IP address

Cost Management Metwork security group

Cost analysis

Network interface

B Cost alerts [preview) Metwork Interface

3 Budgets 1_2¢fcTTba36164d948e144fT0edde101a Disk UsGov Arizona

® Advisor recommendations

Click on Public IP address.

In the Overview screen, the IP address of the NSv is displayed under Public IP address.

vazurepubs

~ Create a resource

All services [0 s «| #mComnect P Ster QRestot M Stop <> Move @ Delcte ) Refresh

@ nsvazurepubs' is not using Managed Disks. Migrate to Managed Disks to get more benefits. =
1 Overview

Resource group ichengs) Computer name
& npp services T nsvazurepubs nsvazurepubs
a4 Status Operating system
; - . Running Linux
Function Apps o Access control (IAM) ;
b
Location Size
£ West US Standard D3 v2 (4 vcpus, 14 GB memo
SQL databases & Tags BE3eand 2 Mrcpus b GO memon), e
Subscription (chengs! Public IP address
- Visual Studio Professional(Converted to EA) ]
Azure Cosmos DB K Diagnose and solve problems Subscription ID stk metworkiaibnet
5 a4 firewallVnet/WAN-X1
™ Virtual machines L4 DNS name

SETTINGS
nsvazurepubs.westus.cloudapp.azure.com

Point your browser to https://<Public IP address>, using the public IP address of your NSv.
Log into SonicOS.
Enter the default credentials username and password.

Your default password must be changed at first time while logging in after upgrade. Create a password
that meets the security requirements. A password should have at least one uppercase letter, one
lowercase letter, one number, and one special character. For example, 6t Y% 01*7vqnQKZ7AEbg>py.
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SONICWALL

Network Security Appliance

Your default password must be changed at first time login
Please enter a new password:

Old Password
MNew Password

Confirm New Password

15. Perform the following steps to change password:
a. In Old Password enter your default password that was provided.
b. In New Password enter your new password.
c. In Confirm Password re-enter the new password again.

16. Click Change Password.

17. The next step is to register your NSv virtual machine on MySonicWall. See Registering the NSv Virtual
Machine with SonicOS for more information about registering your NSv virtual machine available in the

Azure portal.

Installing Windows 10 from Console

Create a Windows 10 Virtual Machine (VM) similar to the NSv on the Azure and configure the settings to send the
Windows 10 VM's outbound traffic to the NSv LAN interface.
To create a new subnet, follow these steps:

1. Inyour browser, navigate to https://portal.azure.us and log into your Microsoft Azure Government
account.

2. Navigate to Virtual networks and select the installed NSv Firewall.

3. Under Settings, click Subnets.
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4. Add Subnet.

Microsoft Azure Government

P search resources, services, and docs (G+/)

Home > Virtual networks > jl2023feb4nsv270 > fwVirtualNet

<.» fwVirtualNet | Subnets  + -

Virtual network

[ search « A subnet + Gatewsysubner () Refresh | S Manageusers [ Delete

4> Overview
e (2 Fearch subnets

> Address space
& Connected devices
> Subnets

@ DDoS protection

® Firewall

B Activity log
Name *y Ipva Ty e Ty Available 1Ps *y. Delegated to Ty Security group Tty Route table Ty
A Access control (1AM)
Tags WAN-XT 10500724 - 250 ji2023febansv270vm-NSG
g j
&2 Diagnose and solve problems LAN-X0. 105.1.0/24 - 250
Settings

a. In Name, enter a new subnet name, for example, L.aN-25.

b. In Subnet address range, enter a new address. for example, 10.5.25.0/24.

c. Leave the rest of fields with default values.

Name *
[[Lan-2s v

Subnet address range * @
[ 105250724 v
10.5.25.0 - 10.5.25.255 (251 + 5 Azure reserved addresses)

EI Add IPv6 address space @

NAT gateway ()
[ None ~

Network security group

| None v ]
Route table

I None A I
SERVICE ENDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your virtual network
over service endpoints. Learn more

Services (@

0 selected %

SUBNET DELEGATION

Delegate subnet to a service (@

[ miana wr

Add subnet X

To install Windows 10 from the console, follow these steps:

1. Inyour browser, navigate to https://portal.azure.com/ and log into your Microsoft Azure account.

2. Search for windows 10 and select Microsoft Windows 10.
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3. Click Create.

= Microsoft Azure Government

Home » jl2023feb4nsv270 »
Marketplace

Get Started

Management

Private Marketplace

My Marketplace

Recently created

Private products
Categories

Compute
Networking
Storage

Web + Mobile

Databases

O Search resources, services, and docs (G+/)

[ O Microsoft Windows 10

Showing results for 'Microsoft Windows 10",

Showing 1 to 15 of 15 results.

O

Microsoft Windows 10

Microsoft

Virtual Machine

Microsoft Windows 10 Desktop
Virtuzl Machine Images

Create v

O

Windows 10 Preview

Microsoft

Virtual Machine

Windows 10 Preview

Bring your own license

Create

The Basics screen of the NSv configuration window displays.

4. Onthe Basics screen, configure the following options:

In Subscription, select the NSv Firewall.

a.
b. The Resource Group is auto-filled.

o

d. In Security type, select Standard.

In Availability options select No infrastructure redundancy required.

e. Inlmage, select Windows 10 Pro, version 22H2- Gen2.
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f. In Size, select the required size.

Microsoft Azure Government £ Search resources, services, and docs (G+/)
Home > j12023febdnsv270 > Marketplace >
Create a virtual machine
Availability options @ Mo infrastructure redundancy required ~
Security type O Standard [
Image * @ [ Windows 10 Pro, version 22H2 - Gen2 v
See all images | Configure VM generation
Run with Azure Spot discount O
Size* @ Standard_D2_v4 - 2 vepus, 8 Gi memory ($88.33/month) ~
See all sizes
Administrator account
Username * © -]
Password * (D v]
Confirm password * @ v |
Inbound port rules
Select which virtual machine network ports are accessible from the public internet, You can specify more limited or granular
network access on the Networking tab.
Public inbound ports * © O None
(®) Allow selected ports
Select inbound ports * RDP (3389) v

5. Under the Administration account, do the following:

a. Enter the administrator credentials Username and Password.

b. Re-enter the password in Confirm password.

6. Under Inbound port rules, do the following:

a. InPublic inbound ports, select one of the following:

* None
e Allow selected ports

b. In Select inbound ports, select RDP(3389).

7. Click Next:Disks and configure the required settings on the Disks tab.

8. Navigate to Networking. On the Networking screen, configure the following options:

a. The Virtual network is auto-populated.

b.
steps.

In Subnet, select the select the newly created subnet. See To create a new subnet, follow these

SonicOS 7 Getting Started Guide for Azure
Installing SonicOS on the NSv Series

49



c. Selectthe Public IP.

SNV N EL YN VIS O Search resources, services, and docs (G+/)

Home > jl2023febdnsv270 > Marketplace >

Create a virtual machine

Basics Disks Metworking Management  Monitoring  Advanced  Tags  Review + create

Define network connectivity for yeur vintual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.
Learn more

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network® @ [ Fwvirtuainver ~|
Create new
Subnet * (O | %25 (10.5.25.0/24) ' |

Manage subnet configuration

Public P @ (new) 2023febansv270-win10a-ip M|

Create new

NIC network security group @ O MNone
@) Basic

() Advanced

Public inbound ports * (O O None
(®) Allow selected ports

Select inbound ports * [ roP 3389) ~

9. Click Next: Review + create.
Azure validates the configured settings and checks for errors before building the virtual machine.

10. Click Create.

a. Azure begins the deployment process and displays the Azure Dashboard page.

You can click the Notifications icon at the top to display the Deployment in progress notification
window, then click Deployment in progress to view the progress.

e T——— EXED

Desktop.Wind. 10-win10-20230201174554 | Overview »

© conce deploy & Downlosd () Refrsh

s Deployment is in progress

o P . s 2aces e a
Cometton 0 tebte t06-35e-bts issaicat [

= Outpns

2 Template

~ Deployment details
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When finished, the notification window displays Deployment succeeded.

Microsoft Azure Government £ Search resources. services, and docs (G+/) “

» CreateVm-MicrosoftWindowsDesktop.Windows-10-win10-20230201174554 | Overview =

¥ Depioyment

|2 search x il Delete (& (1) Redeploy & Download () Refresh

& Overview

@ Your deployment is complete
I Inputs
= o Deployment name: CreateVm-MicrosofiWindowsDesiktopWindows...  Start time: 2/2/2023, 8:38:20 AM
= Cutputs Subscription: SNWL GevCloud 1 Corelatian ID: mmw.:e-|N|-4339-ﬁam.m_-r\u'c|4nn
2 femoiate Resource groups Jl2022feb4nsvaTo

*  Deployment details

. Mext steps
Setup suto-shutdewn  Recommended
Monitor VM e, performance and network dependencies  Recommended

Rusn a script inside the virtual machine  Recommended

Create anather VM

To configure Azure Route table settings and associate subnet:
1. In your Microsoft Azure portal, go to Home > Route tables.

2. Click Create.
3. Choose a name and the same Resource group and Location, both of which contain your NSv firewall
and Windows VM.

4. Click Create.
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2 Search resources, service|

Home > Route tables »

Create route table

‘You can add routes to this table after it's created.

MName *

jl2023feb4nsv2Tor

Subscription *

SNWL GovCloud 1

Resource group *
| itz023febansvato

Create new

Location ™

| ws) usGow Arizona

Propagate gateway routes

( Disabled (D

Automation options

5. Goto Routes and click Add and configure the following settings:

a. Provide Route Name.

b. Inthe Address Prefix Destination drop-down menu, select IP Addresses.
c. InDestination IPs/CIDR ranges enter0.0.0.0/0.

d. Inthe Next hop type drop-down menu, select Virtual appliance.

e. In Next hop address, enter a value, for example, 10.5.1.4.
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f. Click Add.

Add route

j2023ebansy2Tont

i jl2023feb4nsv270rt | Routes % -
Route table

Route name *

2 searen +oads O retiesn | A it Route-toNS210X09
B Overview > Search 1

(£ seoreh routes Address prefs destination* O
@ activitylog Name 4 [ Adaresses
83, Access control (1AM) o results.

ion P addresses/CIOR ranges *

 ux

2 Disgnose and sobve problems
Next hop type * O

senings [Vt appianee

~v]

& Configuration Nexthop address * O

& Routes [(osaa

]

> subrets
1 Export template
I propenies

A Lok
Monitoring

B Aerts

Support + woubleshooting

Add
© Effective routes

4@ Ensureyou have 1P forwarcing enabled on your irtual 3ppSANGe. You can enable this by
avigating 10 the respective network nterace'sIP acress settngs.

6. Click Subnets and click Associate.

7. Find your custom subnet, and click OK to save it.

¢y j12023febdnsv270rt | Subnets = -

Route table

+ Associate

L search «

@ Tags

£ Disgrose and sohve problesns
Settings

= Configuration

A Routes

> Subnets

ﬁ Sl e )

Home > Route tables > jl2023febansv270rt

Associate subnet
o

Route tables « <.y jl2023feb4nsv270rt | Subnets % i

+ Creste G Mamgeview

PR Acesscomol0aty

.. ® T

.. P Disgnoss and salve prodlems

Settings

© B Owniew [FFech e
B activitylog Name 7o Address range 4 Virtual netwark T4 Security group 14
B Access control (1AM) No results,

Creating Address Objects for NSv

Create a custom Address Object which contains the same logical network as the custom subnet you created in

Azure.

1. Navigate to the Object > Match Objects > Addresses page.

2. Click Add.
The Address Object Settings dialog displays.
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Name

Zone Assignment

Type

Network

Netmask / Prefix Length

Address Object Settings

LAN 25 105250 s24 @
LAN . 4
MNetwork A 4
105.25.0

124

o) QEED

© ©® N o g b~ ©

Choose Network from the Type drop-down menu.

In Netmask / Prefix Length enter /24.
Click Save to create the address object.

After configuring the address object, click Close.

For Name, enter your custom address object name, such as LaN 25 10.5.25.0 s24.

Select the zone that the servers are in from the Zone Assignment drop-down menu, select LAN.

Enter the Network IP addresses, for example 10.5.25.0.

Creating a Security Policy for Outbound

After registering of your SonicWall NSv Series, you can create security policy and apply security services such as
SonicWall Gateway Anti-Virus (GAV), Intrusion Prevention, Anti-Spyware Security, Botnet Filtering and Content

Filtering.

To configure a Security Policy:

1. Navigate to Policy > Rules and Policies > Security Policy.

The Security Policy page is displayed.

2. Choose LAN to WAN in Zone Matrix Selector.

3. From the bottom of the Security Policy table, click Add.

The Adding Rule page is displayed.
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SONICWALL

A

Adding Rule

Mame  Allow LANZS ta WAN Any, Feb 2023 Security

o LAN
LAN 25 10.5.25.0 824 v /O

Any - @ Port/Services  Any

Create Anothes (]

Enter the policy Name and any identifying Tags you would like to enter to help sort your policies.
Enter a Description of the policy and its intent.

Select an Action, whether to Allow, Deny, or Discard access.

Specify the IP version in Type, IPv4 or IPv6.

Set your Security Policy's Priority.

© ® N o o »

Specify when the rule is applied by selecting a schedule or Schedule Group from the Schedule drop-
down menu.

10. Click Enable to activate the policy schedule and enable logging.

11. Inthe Source/Destination view, select the Source and Destination zones, and network address objects,

and Port/Services for each from the drop-down menus.
There are no default zones. Any is supported for both zone fields.

Source Destination
Zonellnterface LAN WAN
Address LAN Subnets (custom subnet) Any
Port/Services Any Any

12. Under Users, specify if this rule applies to all users or to an individual user or group in the Include drop-
down menu. You can exclude users as well using the Exclude drop-down menu.

13. Under GEO Country, indicate a (From/To) Country from the drop-down menu.
14. Click Save, and continue with App/URL/Custom Match and Action Profile.

After creating security policy, apply security services. See Applying Security Services on Policies in NSv for
Outbound Traffic.
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Applying Security Services on Policies in NSv for
Outbound Traffic

Security Rules define how the Security Rule Action policies react to matching events. You can create a custom
Security Rule Action object or select the predefined, default action.
To add the Security Action Profiles:

1. Navigate to Object > Action Profiles > Security Action Profile.
The Security Rule table is displayed.

+ Qreresn &
o
Be ° e P
o
¢ ° ’ 5
° ¢ )
o
O ° R ]
N
(3
(3
[
O LEREE ° & /206
o
o
o
o
O w2@e ° o /5%

2. Click +Add to add security action profile.
Or
Hover the mouse over the existing security profile, you can, Edit, Clone, or Delete Security Rule Action
policies. You can also configure Column elements.

(= NSv 470 OBJECT

& 00401080y Objec

SONICWALL

Q Search. <+ Add
j # NAME PROPERTIES REFERENCES

P 1 © Security Profile Q@

| 2] © Botnet Profile O

Hover over icons within the columns for additional information about the profile configuration, including
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enabled and disabled services, policy properties, referenced or associated policies, and so on.

Clone Security Action Profile ‘

Actian Profle Neme Tt 2023 Secustty Profle

Enasie Gatmaay Anvinss (@) Restct Tranter o Pacsword-Proteted 26 s ()]
PR ——— o Rt Traasterof MS-Ofica Type Pl Conting Macros (VBA S s sove) (]
wsond wsgecton (@) Resic Transfor o Rached Exscunabie o (0P £5G, otc) ()
Oumsound inspecton (] Disabile SMTP Responses (]
prevee @D Disabe Detection Of EICAR TestVius ()
ws @D Enable HTTP Byte-Range Requests Wen Gatewy &v ()
e FTP REST Requests wts Gatewny & ()
ot Scan Parts OF Fis Wih bigh Compeassion Ratios ()
] Sty ke uing s e it g s i, Femwaltdh s kvt blck pge ilfrent e bl page prfl s Elock Page and Logging e

Adding Static Routes

1. Navigate to the POLICY > Rules and Policies > Route Policy page.

2. Click Add.
The Add Route Policy dialog displays.

Adding Rule (
Mame Route for LAN 25 Type (@) IPvd ) PG
Tags add upto 3 tags, use comma &% separator
Description provide & short description of your route
Lookup Mext Hop Advanced Probe
Source Ay - JO
Destination  LAN 25 105250 524 - /O
&) Service
App
Service | Any * /0
——e =

Enter a friendly name for this route policy in Name.
Type a descriptive comment into the Description field.

Indicate the Type as IPv4 or IPv6.

o o M w

In the Lookup tab, select the following:
a. Select the source address object as Any from Source.

b. Select the destination address object from Destination.
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c. Specify the type of service that is routed from Service Object.

e Service

e App

d. Click the Next Hop tab to continue the configuration.

7. Inthe Next Hop tab, select the following:

a. Choose the type of route:

e Standard Route (default)
e Multi-Path Route
e SD-WAN Route

b. Select the interface through which these packets are routed from Interface. For example, select

X0.

c. Selectthe address object that acts as a gateway for packets matching these settings from
Gateway. For example, select 10.5.1.1.

1.
2.
3.
4.

Click edit icon and click New Address Object
Add the Name, Zone Assignment, Type and
Enter10.5.1.1inIP Address.

Click Save.

d. Specify the RIP metric in the Metric field.

8. Click Add.

The static route uses the Azure internal gateway 10.5.1.1.

Creating a Security Policy and NAT Policy for Inbound
RDP to the VM

To add address object for Windows 10 VM:

1. Navigate to the Object > Match Objects > Addresses page .

2. Click +Add at the top of the page.
The Address Object Settings dialog displays.
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Address Object Settings

Zone Assighment LAN

Type Hexst

Hame Windows 10 WM 105254

IP Address | 10E.25.4

Cancel

©

3. Enter afriendly description suchas win10-vM 10.5.25.4 for the server’s private IP address in the Name
field.

4. Selectthe LAN to the server from the Zone Assignment drop-down menu.

5. Choose Host from the Type drop-down menu.

6. Enterthe 10.5.25.4 1P address in the IP Address field.

7. Click Save.

To add Security policy:

1. Navigate to Policy > Rules and Policies > Security Policy.
The Security Policy page is displayed.

2. Choose WAN to LAN in Zone Matrix Selector.

3. From the bottom of the Security Policy table, click Add.

The Adding Rule page is displayed.
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© ©® N o o »

1.

12.

SONICWALL =
@ 00401 0NNEES/ Folic

A

Adding Rule

e Allow WAN2LAN ROP from Any to X1 IP Default Profile
Schedule  Amways

enabie (@0

Security Rule Action  Default Profile

SOURCE DESTINATION

Zonefinterface  WAN Zonefinterface  LAN

Enter the policy Name and any identifying Tags you would like to enter to help sort your policies.
Enter a Description of the policy and its intent.

Select an Action, whether to Allow, Deny, or Discard access.

Specify the IP version in Type, IPv4 or IPv6.

Set your Security Policy's Priority.

Specify when the rule is applied by selecting a schedule or Schedule Group from the Schedule drop-
down menu.

Click Enable to activate the policy schedule and enable logging.

In the Source/Destination select the following:

Source Destination
Zone/lnterface WAN LAN
Address Any X11P

Port/Services Any Terminal Services

Click Save.

To add NAT Policy:

1.

Navigate to Policy > Rules and Policies > Security Policy.
The NAT Policy page is displayed.

From the bottom of the Security Policy table, click Add.
The Adding Rule page is displayed.
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Adding NAT Rule (
Mame | Allow RDP WANZLAN to VM 10525 4 Type (@) WPua ) IPVG [} MAT 64
trave @D
Tags | addupto 3 tags. use comma as separator
Comment | provide a short description of your NAT Rule
Original / Translated Advanced [ Actions High Availability
ORIGINAL TRANSLATED
Source Ay - SO Source Criginal - SO
Destination ~ X11P arac Destination  Windows 10VM 105254 w /@
Sarvice Terminal Services v SO Service Ciriginal v /SO
Inbound Interface x1 -
‘Outhound Interface Burvy -
Show Diagram O Cancel -

3. Enter the policy Name and any identifying Tags you would like to enter to help sort your policies.

4. Enter a Comment of the policy and its intent.

5. Setyour Original/ Translated.

a. Under Original select the following:

Source
Destination
Service

Inbound Interface

Outbound Interface

b. Under Translated select the following:

Source
Destination

Service

6. Click Save.

Original

Any

X11P

Terminal Services
X1

Any

Win10-VM n.x.y.z

Original

In Remote Desktop Connection, run the VM using the same Elastic public IP used for logging into the NSv web
interface, and the VM can get to the internet through the NSv firewall.
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& 15. 8P Remote Desktop Connection

Subnet
Defaul

Troubleshooting Installation Configuration

If the NSv fails to come up, follow the instruction in to go to the NSv
Management Console window or the SonicOS CLI window. Check the boot messages:

® | NOTE: The error messages that follow indicate that the virtual machine cannot boot.

Insufficient Memory Assignment

The following messages appear when the virtual machine has insufficient memory. This might occur when doing
an NSy installation or an NSv product upgrade.

SonicOS boot message:

Insufficient memory 4 GB, minimum memory required 10 GB for NSv model: “NSv 800 Beta” Power

off the Network Security virtual machine and assign 10 GB to this virtual machine.

This message can also appear in the Management Console logs as shown in the following images.
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localhost Initializing SonicWall support services

ystem Info :10: localhost Completed configuring the operating environment for SonicOS
|Hanagement Hetwork :10: localhost
| Test Managenent Network 110: localhost
iDiagmostics 110: localhost Total memory installed 4160884 Kb
INTP Server :10: localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge
| Lockdouwn Mode :10:97 localhost CPU count: Z, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
iSystem Update =10: localhost Configuring the operating environment for SonicOS
Reboot | Shutdoun e
| About 106: localhost Initializing SomicWall support seruices

I localhost Completed configuring the operating environment for SonicDS
localhost
localhost Total memory installed 4160884 Kb
localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge
localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 0 1.90GHz"
ocalhos

—— Reboot
Mar 30 15:05: localhost Unconfigure the operating enwvironment for SonicD3

Mar 30 15:02: localhost Initializing SomicWall support services

Mar 30 15:02: localhost Completed configuring the operating enuvironment for SonicOS

Mar 30 15:02: localhost

Mar 30 15:02: localhost Total memory installed 4160884 Kb

Mar 02: localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge

Mar 102 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU ES-Z2420 0 @ 1.90GHz"
Mar 02 localhost Configuring the operating environment for SonicOS

—— Reboot

Mar 30 15:01: localhost Unconfigure the operating enuvironment for SonicO3S

Mar 30 14:59: localhost Initializing SonicWall support services

HMar 30 14:59: localhost Completed configuring the operating environment for SonicOS
Mar 30 14:59: localhost

Mar 30 14:59: localhost Total memory installed 4160864 Kb

Mar 30 14:59: localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
Mar 30 14:59: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 14:59: localhost Configuring the operating environment for SonicD3

—— Reboot

Mar 30 14:59: localhost Unconfigure the operating environment for SonicD3

Mar 30 14:54: localhost Initializing Somiclall support services

Mar 30 14:54: localhost Completed configuring the operating environment for SonicOS
Mar 30 14:54: localhost

Mar 30 14:54: localhost Total memory installed 4160884 Kb

Mar 30 14:54: localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge
Mar 30 14:54: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 14:54: localhost Configuring the operating enuvironment for Sonic03

—— Reboot

Mar 30 14 5 localhost Unconfigure the operating environment for Sonic03

Mar 30 14 8 localhost Initializing SonicWall support services

Memory might be insufficient without an insufficient memory log entry:
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System Info

Management Network

Test Managerent Network
Diagnostics

NTP Server

Lockdown Mode

8ystem Update

Reboot | Shutdown

fibout

Har
Har
Har

30
30
30

14

14:
14:

— Reboot

Har
Mar
Mar
Mar
Har
Har
Har
Har
Har

30
3o
3o
30
30
30
30
30
30

14:
14:
14:
14:
14:
14:
14:
14:
14:

localhost
localhost

alho
localhost
localhost
localhost

localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost
localhost

Initializing SonicWall support services
Completed configuring the operating enwiromment for SonicOS

CPU Flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Configuring the operating environment for Sonic0S

Unconfigure the operating environment for SonicOS

Initializing SonicWall support services

Completed configuring the operating environment for SonicOS

Mo system information file available

Total memory installed 8172916 Kb

CPU Flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
CPU count: Z, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Configuring the operating enwvironment for SonicOS

SonicOS 7 Getting Started Guide for Azure
Installing SonicOS on the NSv Series

64



Licensing and Registering Your NSv

Topics:

¢ Registering the NSv Appliance from SonicOS

Registering the NSv Virtual Machine with
SonicOS

After you have installed and configured the network settings for your NSv Series virtual machine, you can log into
SonicOS management and register it in your MySonicWall account. Registration of your SonicWall NSv Series
virtual machine follows the same process as for SonicWall hardware-based appliances.

®

NOTE: System functionality is extremely limited when registration is not complete. See Using System
Diagnostics for more information.

To register your NSv virtual machine:

1. Point your browser to your NSv Series WAN or LAN IP address and log in as the administrator with default
credentials.

@® | NOTE: Ensure to use the new password if you have updated the default password.

2. GotoDashboard | System > Summary and click Register Device.
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SO N ICWA‘LL- 4= NSv Unlicensed @ HoME

000000000000 / Hom

Dashboard

System O

Legal Information TRAFFIC DISTRIBUTION r TOP USERS

Summary

API

A Device Registration needed

( Register Device )

OBSERVED THREATS SERVICES SUMMARY

3. Atthis point you can log into MySonicWall and name the NSv installation while providing the Firewall
Serial Number and authorization code (Auth Code), and select a Policy Mode Switching option
(Classic or Policy). Click Register to complete the registration.

MySonicWall Login

MySonicWall Username
MySonicWall Password
Firewall Serial Number

Auth Code

Policy Mode Switching & CLASSIC [ Jeiled

If you are unable to reach MySonicWall, use the Keyset, Serial Number, Auth Code, and Registration
Code provided by your SonicWall representative in the Settings tab.

SonicOS 7 Getting Started Guide for Azure 66
Licensing and Registering Your NSv



{= NSv Unlicensed

000000000000

Security Services Summary ‘ Settings ‘

Configuration O ,’ N

MANAGE SECURITY SERVICES ONLINE

There are two methods to activate, upgrade or renew services.
1.Goto I I V n , then come back and synchronize your changes

2. Make changes to the available Licenses on the

| e

MANUAL UPGRADE

Enter keyset

Serial
Number *

Auth Code *

Registration
Code *

Click Apply to complete the registration.

Log in to SonicOS and check that the licensing is enabled.
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SonicOS Management

Topics:

e Managing SonicOS on the NSv Series

¢ Using System Diagnostics

Managing SonicOS on the NSv Series

The X1 interface is the default WAN Interface and is set to use DHCP addressing by default, with HTTPS
management enabled. To ease testing, you can utilize a DHCP server on the X1 connected network. If DHCP is
not available, use the console to access the CLI and configure a static IP address.

The X0 interface is the default LAN interface, and also has HTTPS management enabled. Its IP address is set to
192.168.168.168 by default. You can map this interface to your own network during initial deployment of the
OVF template. After deployment, you can reconfigure the IP address to an address in your network.

To log into SonicOS for management of the NSv:

1. Point your browser to either the LAN or WAN IP address. The login screen is displayed.
When the X1 WAN interface is using DHCP addressing, DNS is also enabled. You can generally access
the WAN address from any machine in your network.
If you have an existing network on 192.168.168.0/24 in your environment, you can access the default IP
address of the X0 LAN interface of your NSv Series from a computer on that network for SonicOS
management. The NSv Series X0 IP addressis 192.168.168.168 by default.

2. Enter the administrator credentials.
Your default password must be changed at first time while logging in after upgrade. Create a password
that meets the security requirements. A password should have at least one uppercase letter, one
lowercase letter, one number, and one special character. For example, MyP@sswOrd.
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SONICWALL

Network Security Appliance

Your default password must be changed at first time login

Please enter a new password:

Old Password
MNew Password

Confirm New Password

a. Inthe Old Password text box, enter your default password.
b. Inthe New Password text box, enter your new password.
c. Inthe Confirm Password text box, re-enter the new password.

3. Click Change Password.
The SonicOS management interface is displayed. You can navigate and update the configuration just as
you would with any SonicWall network security virtual machine

Using System Diagnostics

Check Network Settings, at DEVICE | Diagnostics > Check Network Settings. is a diagnostic tool that
automatically checks the network connectivity and service availability of several predefined functional areas of
the NSv Series, returns the results, and attempts to describe the causes if any exceptions are detected. This tool
helps you locate the problem area when users encounter a network problem.
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{= NSv Unlicensed DEVICE N ( U (
* — A Y \ -
SONICWALL .
( 004010388524 / Device / Diagnostics / Check Network Settings Configuration () Nd|
(
IPv4 IPv6
| GENERAL NETWORK CONNECTION
& Test All Selec
D SERVER IP ADDRESS TEST RESULTS NOTES TIMESTAMP PROGRESS
g . Ping responded Ping sent 3 pkts, received
nd Settings 4
() Default Gateway (X1) = 10203261 coceneetaly Iokte average <5 me | 08232020 175450
() DNsserver1 - 1050129148
plolaarabity () oNsSemer2 2 1050.120.149
= Total: 3 item(s)
< AppFlow
I SECURITY MANAGEMENT
& Test All Selec

D SERVER IP ADDRESS TEST RESULTS NOTES TIMESTAMP PROGRESS
m My SonicWall >

Specifically, Check Network Settings automatically tests the following functions:
e Default Gateway settings
e DNS settings
e MySonicWall server connectivity
e License Manager server connectivity
e Content Filter server connectivity

To use the Check Network Settings tool, first select it in the Diagnostics drop-down menu and then click the
check box in the row for the item that you want to test. The results are displayed in the same row. A green check
mark signifies a successful test, and a red X indicates that there is a problem.

To test multiple items at the same time, select the Server checkbox at the top of the table to select all items or
select the checkbox for each desired item and then click TEST ALL SELECTED.

If the probes fail, you can click the arrow to the left of the IP Address field of the failed item to jump to the
configuration page to investigate the root cause.
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Using the Virtual Console and SafeMode

Topics:

e Connecting to the Console with SSH
* Navigating the NSv Management Console
¢ Using SafeMode on the NSv

Connecting to the Console with SSH

SSH is used to connect to the virtual console of an NSv deployed on Azure.

To connect to the management console using SSH:

1. Launch PuTTY and type in the public IP address of the NSv on Azure.

You can find the public IP by clicking Virtual Machines in the Azure portal, then clicking the name of your
NSv and locating the public IP on the Overview screen.
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_3% PuTTY Configuration 2 X
Category:
—Session ‘ Basic options for your PuTTY session |
~Logging ) o
L Terminal Specify the destination you want to connect to
Keyboard Host Name (or IP address) Port
Bell |M0 e ‘ ‘22 |
Features Connection type:
LJWATF,Z:FH“CE QORaw  (QOTelnet ORlogin @sSSH (O Serial
Behaviour i
Translation Load, save or delete a stored session
Selection Saved Sessions
Colours | ‘
[-/Connection
Data Default Settings ‘ Lerr] ‘
Proxy ——
Telnet I Save
Rlogin
+SSH ’ Delete
Serial
Close window on exit:
O Aways (O Never @ Only on clean exit
About Help ‘ | Open ‘ ‘ Cancel

For Port, type in 22 ifitis not already set.

®

management console and the SonicOS CLI console.

NOTE: Changing the SSH port to anything other than 22 can prevent access to the SonicCore

For Connection type, SSH should already be selected by specifying port 22.

Click Open to open a console connection.

In the console window at the login as prompt, type in management, which is the SSH management user

name defined during the NSv deployment.
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240, - PuTTY - u] X

login 51 manage

ing k ard-in active authentication.

At the Password prompt, type in the SSH management password you defined during deployment.
@® | NOTE: Ensure to use the new password if you have updated the default password.
The orange NSv management console displays.

240 - PUTTY - o x
-Menu —System Info: ~
m Model : SonicWall Network Security - Virtual Series
Product Code : 72004
Serial Number 3 O 70
Model Name : NSv 400 (Azure)
SonicOS Version : 6.5.0.2
GUID s - e e e
System Time s Tue 2018-07-31 17:26:51 UIC
Up Time ¢ 20 hours 2 minutes 50 seconds
Load Average 203 0 5
SonicO0S : Operational
Up Down
TAB
Enter
https://192.168.1.4/
BonicWall (c) 2018 | Uptime 20 hours, 1 minute [Ctrl-s spacebar] to switch console Vv

You can switch to the black SSH console window by pressing Ctrl+s and then the space bar. If you are
prompted to log in at the User prompt, enter the SonicOS administrator default credentials.

@® | NOTE: Ensure to use the new password if you have updated the default password.
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£40. - PuTTY

SonicWall (c) 2018 | Uptime 21 hours, 13 minutes [Ctrl-5 spacebar] to switch console v

See for more information about the options in the NSv

management console.

Navigating the NSv Management Console

The NSv management console provides options for viewing and changing system and network settings, running
diagnostics, rebooting SonicOS, and other functions.

You can connect to the NSv management console by using PuTTY or a similar application to SSH to the public IP
address of an NSv.

See

To navigate and use the management console:

1. Press Ctrl+s and then press the spacebar to toggle between the SSH virtual console or NSv remote
console and the NSv management console. That is, press the Ctrl key and ‘s’ key together, then release
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and press the spacebar. The NSv management console has an orange background.

mént.Hetuork

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

Systen Update

Reboot | Shutdown

About

Logs

The main menu is displayed in the side menu (left pane). Use the up/down arrow keys to move the focus
between menu items. As the focus shifts, the right pane displays the options and information for that menu
item. The currently selected item is highlighted in black.

Press the Tab key to move the focus from side menu to the main view (right pane), or vice versa.

In the main view, use the up/down arrow keys to move the focus between options. Items shown inside
square brackets denote actionable items.

To select an option for editing or to choose the associated action, use the up/down arrow keys to move the
focus to the editable/actionable items and press the Enter key.

An edit/selection dialog is displayed in the middle of the main view following the option list. Some dialogs
have selectable actions and some are information only:

Some dialogs are for input:
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6. Use the arrow keys as needed to move between selections in the dialog. To change a value, press
Backspace to erase each character, then type in the new value. When ready, press Enter to commit the
change or perform the selected action. You can dismiss the dialog by pressing Esc.

The NSv management menu choices are described in the following sections:
e System Info
¢ Management Network or Network Interfaces
* Test Management Network
» Diagnostics
e NTP Server
* Lockdown Mode
e System Update
¢ Reboot | Shutdown
* About
* Logs

System Info

ﬁ; I Ent.Netunrk
Test Management Network

Diagnostics

NTP Seruer
Lockdown Mode
System Update
Reboot | Shutdoun
About

Logs

Some of the information in the System Info screen is dynamic. The following information is displayed:

SonicOS 7 Getting Started Guide for Azure 76
Using the Virtual Console and SafeMode



Model — This is the model of the NSv virtual machine.
Product code — This is the product code of the NSv virtual machine.

Serial Number — The serial number for the virtual machine; this is a number unique to every NSv instance
deployed. This number can be used to identify the NSv virtual machine on MySonicWall.

Model Name — This is the model name of the NSv virtual machine.

SonicOS Version — This is the currently running SonicOS version of the NSv virtual machine.
GUID - Every NSv instance has a GUID that is displayed here.

System Time — This is the current system time on the NSv virtual machine.

Up Time — This is the total time that the NSv virtual machine has been running.

Average Load — This shows the average CPU load for the last 1 minute, 5 minutes and 10 minutes. You
can change the Average load time durations to view the CPU load over longer or shorter time periods.

SonicOS - This presents the current state of the SonicOS service on the NSv. Operational is displayed
here when the SonicOS service is running normally, Not Operational when there is a problem with the
service and Operational (debug) if the service is currently running in debug mode.

Management Network or Network Interfaces

NETWORK INTERFACES SCREEN

24070 40 W1 - PuUTTY - o X

In this screen, the network settings are read-only except when the management console is in SafeMode. In
SafeMode, you can configure these settings.

Management Interface — This is the current interface serving as the management interface. This defaults
to X1.

IPv4 Address — This is the IPv4 address currently assigned to the management interface.
Netmask — This is the netmask currently assigned to the management interface.
Mac Address — This is the MAC address of the management interface.

IPv6 address — This is the IPv6 address currently assigned to the management interface.
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e Gateway — This is the default gateway currently in use by the NSv virtual machine.

 DNS —This is a list of the DNS servers currently being used by the NSv virtual machine.

Test Management Network

The Test Management Network screen is displayed for an NSv, but not for an NSv. In an NSy, the Ping and
Nslookup commands are available on the Diagnostics screen.

System Info

Management Network

Test Management Network
Diaymuslics

NTP Seruver

Lockdoun Mode

System Update

Reboot | Shutdown

About

Logs

The Test Management Network screen provides the Ping and Nslookup tools to test connectivity between the
management interface and the local network. Ping is used to test whether hosts in the network are reachable.
Nslookup is available for sending DNS queries from the NSv virtual machine.

To use Ping:

1. Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.

2. Select Ping to highlight it and then press Enter to display the Enter IP address dialog.

3. Navigate into the dialog, press Backspace to clear the current value, and then type in the IP address that
you want to ping.

4. Press Enter.
The ping output is displayed in the Ping host dialog.
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5. Pressthe Esc key to close the dialog.

To use Nslookup:

1. Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.

2. Select Nslookup to highlight it and press Enter to display the Enter hostname dialog.

Systen Info

Hanagement Network

Test Management Network
Diagnostics

NTP Server

Lockdown Hode

Systen Update

Reboot | Shutdoun
fibout

Logs

3. Navigate into the dialog, press Backspace to clear the current value, and then type in the hostname that
you want to look up with a DNS query.

4. Press Enter.
The Nslookup query results are displayed in an information dialog. You can scroll up and down within the
dialog by using the up/down arrow keys.

5. Pressthe Esc key to close the dialog.
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Diagnostics

Sgstém Info
Management Network
Test Management Network

NTFP Server
Lockdoun Mode
Reboot | Shutdown
About

Logs

In the Diagnostics screen, you can send diagnostics to SonicWall Technical Support. This has the same
functionality as clicking SEND DIAGNOSTIC REPORTS TO SUPPORT in the INVESTIGATE | Tools | System
Diagnostics page of the SonicOS web management interface.

@ | NOTE: Your NSv virtual machine must have internet access to send the diagnostics report to SonicWall
Support.

To send the diagnostics report, select Send in the main view to highlight it, then press Enter. A dialog box
showing the diagnostics send output is displayed. The last message indicates success or failure.

Systen Info

Hanagement Netuwork
Test Management Network
Diagnostics

NTP Seruver

Lockdoun Hode

System Update

Reboot | Shutdoun
fibout

Logs

Press the Esc key to close the dialog.

Any errors during the Send process are displayed in the Send diagnostics dialog box.
Common reasons for the report failing to send include:

e Misconfigured/missing default gateway

* Misconfigured/missing DNS servers

* Inline proxy

® | NOTE: The Send Diagnostics tool does not currently work through HTTP proxies.
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NTP Server

Systen Info

Management Network

Test Management Netuwork
Diagnostics

Lockdown Mode
Reboot 1 Shutdown
About

Logs

In the NTP Server screen, you can synchronize with an NTP server. For complete NTP Server configuration
options, log into the SonicOS management interface and navigate to the MANAGE | Appliance > System Time
page.

The NTP Server screen displays the following information:

* Sync with NTP server — This button forces the NSv virtual machine’s NTP client to perform a sync with
the configured NTP server(s).

¢ Current time — The current time on the NSv virtual machine.

¢ Network time enabled — A Yes/No value determining whether the NTP client is currently configured to
keep in sync with an NTP server.

e NTP synchronized — A Yes/No value determining if the NSv virtual machine is currently synchronized
with the configured NTP server(s).

Lockdown Mode

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Reboot | Shutdoun
About
Logs

In the Lockdown Mode screen, you can enable Strict Lockdown mode. When enabled, the management
console is effectively disabled. A dialog box that cannot be closed is permanently displayed on the management
console. This prevents any person from accessing the management console.

To enable Strict Lockdown mode, select Enable and then press Enter.

/\ | CAUTION: Be careful about enabling Strict Lockdown mode. Strict Lockdown mode cannot be
disabled.
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Temporary Lockdown Mode

A temporary lockdown mode can be enabled and disabled in SonicOS on the MANAGE | Appliance > Base
Settings page. You can enable lockdown mode by clearing the Enable management console checkbox under
the Advanced Management section, and can disable lockdown mode by selecting the checkbox. Click ACCEPT
after each change.

The management console is automatically enabled/disabled a few seconds after it has been enabled/disabled in
the SonicOS web interface page.

System Update

The System Update screen is available on NSv.

S240% @ w -puTTY - o 4

Reboot | Shutdown

System Info

Management Network

Test Management Network
Diagnostics

NTP Server
Lockdown Mode

About
Logs
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The Reboot | Shutdown screen provides functions for rebooting the NSv virtual machine, enabling debug mode,
and enabling SafeMode. To perform an action, position the focus and then press Enter to select the desired
action. Select Yes in the confirmation dialog, then press Enter again.

The actions available on the Reboot | Shutdown screen are:

* Reboot SonicWall — Restarts the NSv Series virtual machine with current configuration settings.
e Shutdown SonicWall — Powers off the NSv Series virtual machine.

e Boot with factory default settings — Restarts the NSv Series virtual machine using factory default
settings. All configuration settings are erased.

¢ Boot SonicWall into debug — Restarts the NSv Series virtual machine into debug mode. Normally this
operation is performed under the guidance of SonicWall Technical Support.

¢ Boot SonicWall into safemode — Puts the NSv Series virtual machine into SafeMode. For more
information, see Using SafeMode on the NSv.

About

Sgstén Info
Management Network
Test Management Network

Diagmostics

NTP Server
Lockdoun Hode
Reboot | Shutdown

The About screen provides information about the software version and build.

The Logs screen displays log events for the NSv virtual machine.

25 H localhost Automatic secure crash analysis reporting is enabled
Systen Info 25 localhost Periodic secure diagnostic reporting for support purposes is enabled
Managenent Network 25 localhost Initializing SonicWall support services
Test Management Network 25 20: localhost Completed configuring the operating environment for Sonic0S
Diagnostics 25 localhost Completed configuring the operating environment for Sonic0S
NTP Server 25 localhost Model: "NSu 800" supports 8 CPU, current CPU count is only 2, for im
Lockdoun Mode 25 localhost Total memory installed 10237296 Kb
Systen Update 25 localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge nca
Reboot | Shutdoun 25 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2690 u3 @ 2.60GHz"
About pr 25 localhost Configuring the operating environment for SonicOS
y —— Reboot

fpr 25 H localhost Unconfigure the operating environment for SonicOS

Apr 25 localhost Automatic secure crash analysis reporting is enabled

Apr 25 localhost Periodic secure diagnostic reporting for support purposes is enabled

fApr 25 localhost Initializing SonicWall support services

fApr 25 localhost Completed configuring the operating environment for Sonic0S

Apr 25 localhost No system information file available

Apr 25 localhost Total memory installed 10237296 Kb

Apr 25 localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge mca

Apr 25 20:04:25 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2690 u3 @ 2.60GHz"
Apr 25 20:04:24 localhost Configuring the operating environment for SonicOS
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Using SafeMode on the NSv

The NSv virtual machine enters SafeMode when SonicOS restarts three times unexpectedly within 200 seconds.
When the NSv virtual machine is in SafeMode, the virtual machine starts with a very limited set of services and
features enabled. This is useful when trying to troubleshoot issues. The NSv virtual machine can also be
configured to boot into SafeMode by using the Reboot | Shutdown screen in the NSv management console.

Topics:

¢ How Management Console Differs in SafeMode

e Entering SafeMode

How Management Console Differs in SafeMode

In SafeMode, some of the features the management console provides are different in the following ways:

e Configurable interfaces
e Configurable default gateway

e Configurable DNS servers
@® | NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

When the NSv is in SafeMode, the SonicOS service is one of the services that is not enabled and is shown as Not
operational on the SafeMode System Info screen.

Entering SafeMode

After booting into SafeMode, the Management Console always starts with the System Info screen.

Management Network

Test Management Network
Diagnostics

NIP Server

System Update

Reboot | Shutdown

About

Logs
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@ | NOTE: To exit SafeMode, disable it on the Reboot | Shutdown screen or deploy a new firmware image. See
Disabling SafeMode and Installing a New SonicOS Version in SafeMode for more information.

Topics:

e Enabling SafeMode

» Disabling SafeMode

» Configuring the Management Network in SafeMode
¢ Installing a New SonicOS Version in SafeMode

e Downloading Logs in SafeMode

Enabling SafeMode

SafeMode can be enabled from the management console.

To enable SafeMode:
1. Access the NSv management console as described in one of:
¢ For NSy, see: Connecting to the Console with SSH
2. Inthe console, select the Reboot | Shutdown option and then press Enter.

3. Navigate down to the Boot SonicWall into safemode option to highlight Enable, and then press Enter.

Systen Info
Ma

Systen Update
Reboot | Shutdoun
About

Logs

4. Select Yes in the confirmation dialog.

5. Press Enter.
The NSv immediately reboots and comes back up in SafeMode.

@ | NOTE: In SafeMode, the web interface is served from an HTTP server. The HTTPS server is not
started in SafeMode.
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Disabling SafeMode

To disable SafeMode:

1.

3.
4.

In the SafeMode menu in the NSv management console, select the Reboot | Shutdown option and press

Enter.

In the Reboot | Shutdown screen, navigate down to the Boot SonicWall into safemode option to
highlight Disable, and then press Enter.

Sgétem fnfn
Managenent Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot 1 Shutdown

About

Logs

Select Yes in the confirmation dialog.

Press Enter.
The NSv immediately reboots and boots up in normal mode.

Configuring the Management Network in SafeMode

When the Management Console is in SafeMode, the Management Network screen in the NSv management
console provides features to configure the NSv virtual machine interfaces:

Management Interface — This is the currently selected interface. This defaults to X1. Use this to select
any of the NSv virtual machine interfaces.

IPv4 Address — The current IPv4 address currently assigned to the Management Interface.
Netmask — The current Netmask assigned to the Management Interface.

Mac Address — The MAC address of the Management Interface.

IPv6 Address — The currently assigned IPv6 address of the Management Interface.
Gateway — The current Default Gateway currently in use by the NSv virtual machine.

DNS — A list of the current DNS servers currently being used by the NSv virtual machine.

Changes made to interfaces in SafeMode are not persistent between reboots.

SonicOS 7 Getting Started Guide for Azure
Using the Virtual Console and SafeMode

86



Topics:

¢ Configuring Interface Settings

¢ Disabling an Interface

Configuring Interface Settings

In SafeMode, the Management Network screen includes editable and actionable items that are read-only when
the management console is in normal mode.

NTP Server
System Update
Reboot | Shutdoun
About

Logs

To edit an interface:

1. Inthe SafeMode Management Network screen, select the Management interface option and then
press Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.
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Diagnustiég
NTP Seruer
Systen Update

Reboot | Shutdown
About
Logs

2. Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

3. Toeditthe IPv4 address, select IPv4 Address on the screen and press Enter.
The on-screen dialog displays the current IP address.

4. Navigate into the dialog and make the desired changes, then press Enter to close the dialog or press Esc
to cancel and close the dialog.

5. Two new buttons appear on the screen after you make changes to an interface setting: Save changes or
Cancel. You can use the Tab key to navigate to these buttons.

System Info

Management Network
Test Management Network
Diagnostics

NTP Server

Systen Update

Reboot | Shutdoun
About

Logs

@ | NOTE: You cannot navigate to the left navigation pane until you either save changes or cancel using
these buttons.

Do one of the following:
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« To make changes to other settings for this interface, navigate to the desired setting, press Enter, make

the changes in the dialog, then press Enter to close the dialog for that setting. Repeat for other settings,

as needed.

« |[ffinished making changes to the settings for this interface, press Tab to navigate to the Save changes

button and then press Enter to save your changes.

* Press Tab to navigate to the Cancel button and then press Enter to cancel all changes to the settings for

this interface.

Disabling an Interface

You can disable an interface while in SafeMode.

To disable an interface:

1. Inthe SafeMode Management Network screen, select the Management interface option.
2. Press Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.
3. Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed
previously on the interface selection dialog.

4. SelectIPv4 Address and press Enter.
The onscreen dialog displays the current IP address.

5. Navigate into the dialog and change the IP addressto 0.0.0.0, then press Enter.

System Info

Management Network

Test Management Network
Diagnostics

NIP Server

System Update

Reboot | Shutdown
fibout
Logs

Save changes displays.

6. Press Tab to navigate to Save changes and then press Enter.
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The interface is disabled.

Installing a New SonicOS Version in SafeMode

SWi files are used to upgrade SonicOS. You can download the latest SWI image file from MySonicWall.

For additional information on uploading a new image, refer to: https://www.sonicwall.com/support/knowledge-
base/?sol_id=180404172741874

In SafeMode, you can upload a new SonicOS SWI image and apply it to the NSv virtual machine. The SafeMode
web management interface is used to perform an upgrade, rather than SafeMode in the NSv management
console. When viewing the NSv management console in SafeMode, the URL for the SafeMode web interface is
displayed at the bottom of the screen.

® | NOTE: In SafeMode, the web management interface is only available by way of http (not https).

To install a new SonicOS from SafeMode:

1. Depending on the type of NSv deployment, determine the IP address to use to access the SafeMode web
management interface:

e Onan NSv deployed in Azure, you can access the Safemode web interface at the public IP
address assigned to the NSv.

2. Inabrowser, navigate to http://<IP address>, using the applicable IP address. The SafeMode web
management interface displays.
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SO N | CWA LL Network Security Virtual

SonicOS is running in Safe Mode

Safe Mode will allow you to do any of the following: SonicOS Product Info
> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team Model: NSv Unlicensed
> Upload new SonicOS application images Product Code: 70000
> Boot your choice of application image GUID:
> Restore the settings to their factory default values Serial Number:

Download Safe Mode Logs

Image Management

Restart ‘& Refresh ' * Upload Image

Import Date Last Used Date Status Boot Image Actions

Current Image Version v
4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Not Running: Safe Mode (0] N/A

6.5.0.2-8v-sonicosv-
37--25793204

3. Click Upload Image to select an SWI file and then click Upload to upload the image to the virtual
machine. A progress bar provides feedback on the file upload progress. After the upload completes, the
image is available in the Image Management list in the SafeMode web interface.

4. Inthe row with the uploaded image file, click Boot and select one of the following:
* Boot Uploaded Image with Current Configuration

* Boot Uploaded Image with Factory Default Configuration

Image Management

Restart ©refresh B Ugload Image
Current Image Version v Import Date Last Used Date Status Boot Image Actions
6.5.0.2-8v-sonicosv-37—1207134d 411212018, 4:28:26 PM 411212018, 4:28:45PM Not Running: Safe Mode @, ®
Uploaded Image Version Load Date Build Date Boot Tmage Actions
6.5.0.2-8V-50NiCOSV-37~-1207134d 411212018, 4:49:31 PM 411212018, 3:39:33 AM @ ® ®

Boot Uploaded Image (6.5.0.2-8v-sonicosv-37-12071344)
with Current Configuration

Boot Uploaded Image (55.0 2-6v-sonicosv-37—12071340)
vith Factory Default Configuration

The NSv virtual machine reboots with the new image.

Downloading Logs in SafeMode

When the NSv virtual machine is in SafeMode, extra logging information is kept that can be downloaded. The
logs are available from the SafeMode web management interface that can be accessed through the URL
provided at the public IP address of an NSv.

® | NOTE: In SafeMode, the web management interface is only available by way of http (not https).

To download logs from SafeMode:

1. Inabrowser, navigate to http: //<IP address>, using the applicable IP address. The SafeMode web
management interface displays.
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SONICWALL"  network Security virtual

SonicOS is running in Safe Mode

Safe Mode will allow you to do any of the following:
> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team
> Upload new SonicOS application images
> Boot your choice of application image
> Restore the settings to their factory default values

Download Safe Mode Logs

Image Management

SonicOS Product Info
Model: NSv Unlicensed
Product Code: 70000
GUID:

Serial Number:

Restart &/ Refresh - Upload Image

37--25793204

Current Image Version ¥ Import Date Last Used Date
6.5.0.2-8v-sonicosv- 4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM

Status

Not Running: Safe Mode 0} N/A

Boot Image Actions

Click Download Safe Mode Logs. A compressed file is downloaded that contains a number of files,

including a console logs file that contains detailed logging information.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

¢ View knowledge base articles and technical documentation

¢ View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

* View video tutorials

e Access https://mysonicwall.com

e Learn about SonicWall professional services

e Review SonicWall Support services and warranty information
e Register for training and certification

¢ Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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when applicable per license requirements. To obtain a complete machine-readable copy, send your written requests, along with
certified check or money order in the amount of USD 25.00 payable to “SonicWall Inc.”, to:

General Public License Source Code Request
Attn: Jennifer Anderson

1033 McCarthy Blvd

Milpitas, CA 95035
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