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Introducing the NSv Series

This SonicWall® SonicOS 7 NSv Getting Started Guide describes how to install SonicWall NSv and provides
basic configuration information.

The basic configuration information is provided for standard AWS cloud servers and on AWS government cloud
servers.

@ | NOTE: To deploy an NSv running SonicOS 6.5.4.v, refer to Deploying Previous Versions Of NSv On AWS
and the NSv 6.5.4 Getting Started Guide.

To jump directly to the installation instructions, go to Installing SonicOS on the NSv Series.

@ | IMPORTANT: You might choose to operate NSv on a “pay-as-you-go” basis (PAYG) or on a fixed fee per
period basis - “bring your own license” (BYOL). This choice is made as you initiate subscription in the AWS
Marketplace. Regardless of the pricing model choice, you can go to Installing SonicOS on the NSv Series to
start. Separate instructions for different pricing models are given in Licensing and Registering Your NSv.

The SonicWall® NSv is SonicWall’s virtualized next-generation firewall appliance that provides Deep Packet
Inspection (DPI) security and segmentation in virtual environments. With some platform specific differences,
SonicOS 7 running on the NSv offers the same feature functionality and security features of a physical appliance,
with comparable performance. SonicOS Virtual is a fully featured 64-bit SonicOS 7 powered by SonicCore.

SonicWall® NSv series firewalls support both Classic mode and Policy mode. Selection of or changing between
Classic and Policy modes is supported on NSv series from SonicOS 7.0.1 pnwards. For more information on
supported or unsupported feature list refer to the Feature Support Information section and changing between
Classic and Policy modes is supported on NSv series refer to the About SonicOS 7 forthe TZ, NSa, NSv, and
NSsp Series Features Specific to NSv guide in https://www.sonicwall.com/support/technical-documentation.

Topics:

e Feature Support Information

¢ Product Matrix and Requirements

e Github Repository

» Backup and Recovery Information

e Exporting and Importing Firewall Configurations
¢ Upgrading from SonicOS 6.5

e Upgrading to a Higher Capacity NSv Model

¢ Creating a MySonicWall Account
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https://www.sonicwall.com/support/technical-documentation/?language=English&category=Firewalls&product=SonicOS&version=7.0

Feature Support Information

(@ | NOTE: The AWS VPC does not support Layer 2 functionality. Therefore, the NSv interface to VPCs is

restricted to the layer 3 network level and higher.

The Feature Support List table shows key SonicOS features and whether or not they are supported or
unsupported in deployments of the NSv. The SonicWall NSv has nearly all the features and functionality of a
SonicWall NSa hardware virtual machine running SonicOS 7 firmware.

For more information about supported features, refer to the SonicOS 7 NSv administration guide. This and other
documents for the SonicWall NSv are available by selecting NSv as the Product at:
https://www.sonicwall.com/support/technical-documentation.

The Feature Support List of NSv table shows the key SonicOS 7 features.
FEATURE SUPPORT LIST

Functional Category Feature Area Feature
Unified Security Policy Unified Policy combining Layer 4 to Source/Destination
Layer 3 Rules IP/Port/Service

Application based Control
CFS/Web Filtering
Botnet
Geo-IP/country
Single Pass Security
Services enforcement
Decryption Policy
DoS Policy
EndPoint Security Policy
Rule Diagram

Profile Based Objects
Endpoint Security
Bandwidth Management
QoS Marking
Content Filter
Intrusion Prevention
DHCP Option
AWS VPN

Action Profiles

Security Profile
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Functional Category

TLS 1.3
SDWAN

API

Dashboard

Feature Area

Signature Objects

Rule Management

Managing Views

Supporting TLS 1.3 with enhanced
security

SDWAN Scalability
SDWAN Usability Wizard
API Driven Management
Full API Support

Enhanced Home Page

Feature
DoS Profile

AntiVirus Signature Object

AntiSpyware Signature
Object

Cloning

Shadow rule analysis
In-cell editing

Group editing

Export of Rules

LiveCounters

Used/unused rules
Active/inactive rules
Sections

Customizable Grid/Layout

Custom Grouping

Actionable Dashboard
Enhanced Device View

Top Traffic and User
summary

Insights to threats
Policy/Object Overview

Profiles and Signatures
Overview

Zero-Day Attack Origin
Analysis
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Functional Category

Debugging

Capture Threat Assessment
(CTA 2.0)

Monitoring

Management

General

Feature Area Feature
Notification Center

Enhanced Packet Monitoring

Ul based System Logs Download

SSH Terminal on Ul

System Diagnostic Utility Tools

Policy Lookup

Executive Template

Customizable Logo/Name/Company
Industry and Global Average Statistics
Risky File Analysis

Risky Application Summary

Malware Analysis

Glimpse of Threats

Risky Application Summary

Enhanced AppFlow Monitoring

CSC Simple Reporting

ZeroTouch Registration and
Provisioning

SonicCoreX and SonicOS
Containerization

Data Encryption using AES-256
Enhanced Online Help

Product Matrix and Requirements

The following table shows the hardware resource requirements for the SonicWall NSv virtual machines.

Product Models

Maximum Cores

Minimum Total Cores
Management Cores
Maximum Data Plane Cores

NSv 270 NSv 470 NSv 870
2 4 8
2 4 8
1 1 1
1 3 7
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Product Models NSv 270 NSv 470 NSv 870

Minimum Data Plane Cores 1 1 1
Network Interfaces 8 10 12
Supported IP/Nodes Unlimited Unlimited Unlimited
Minimum Memory Required 2 4G 8G 10G
Minimum Hard Disk/Storage 50G 50G 50G

On NSv deployments with Jumbo Frame support enabled, the Minimum Memory requirements are higher. This
increases TCP performance. See the Memory Requirements on NSv with Jumbo Frames Enabled vs Disabled
table that follows.

MEMORY REQUIREMENTS ON NSV WITH JUMBO FRAMES ENABLED VS DISABLED

NSv Minimum Memory — Jumbo Frames Minimum Memory — Jumbo Frames
Model Enabled Disabled

NSv270 6G 4G

NSv470 10G 8G

NSv870 14G 10G

1if the actual number of cores allocated exceeds the number of cores defined in the previous table, extra cores
are used as CPs.

2Memory requirements are higher with Jumbo Frames enabled. See the Memory Requirements on NSv with
Jumbo Frames Enabled vs Disabled table.

Backup and Recovery Information

In certain situations, it might be necessary to contact SonicWall for help as directed in SonicWall Support, or visit
SonicWall, use SafeMode, or deregister the NSv virtual machine:

 Ifthe splash screen remains displayed, this can indicate that the disk is corrupted. Contact SonicWall
Technical Support for assistance.

e Ifthe disk is not recoverable, then the NSv virtual machine needs to be deregistered with MySonicWall.
Contact technical support for more information.

e If SonicOS does not boot up, you can go into SafeMode and download the log files, upload a new

SonicOS image, or take other actions. For more information about SafeMode, see Using SafeMode on the

NSv.

 If SonicOS fails three times during the boot process, it boots into SafeMode. Verify that the minimum
required memory is available and allocated based on the NSv model. If it still cannot boot up, download
the logs while in SafeMode and contact SonicWall Technical Support for assistance.

Moving configuration settings from SonicWall physical appliances to the NSv is not supported. However,
configuration settings can be moved from one NSv to another. Contact SonicWall Technical Support for
assistance.

SonicOS 7 Getting Started Guide for AWS
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Exporting and Importing Firewall
Configurations

Moving configuration settings from SonicWall physical appliances to the NSv is not supported. However,
configuration settings can be moved from one SonicOS 7 NSv to another or from an NSv running SonicOS
6.5.4.4 to an NSv running SonicOS 7.0.1 or higher (but not SonicOSX).

Go to https://www.sonicwall.com/support/technical-documentation/ for more information about exporting and
importing configuration settings. Search for SonicOS 7 updates and upgrades.

Github Repository

SonicWall NSv templates are available in the Github repository:

 https://github.com/sonicwall/sonicwall-nsv-aws-cf-templates

Upgrading from SonicOS 6.5

° SONICWALL NSV 270 SECURE UPGRADE VIRTUAL APPLIANCE ONLY NO ATTACHED
SUBSCRIPTION (EXISTING SONICWALL CUSTOMERS ONLY)

° SONICWALL NSV 470 SECURE UPGRADE VIRTUAL APPLIANCE ONLY NO ATTACHED
SUBSCRIPTION (EXISTING SONICWALL CUSTOMERS ONLY)

° SONICWALL NSV 870 SECURE UPGRADE VIRTUAL APPLIANCE ONLY NO ATTACHED
SUBSCRIPTION (EXISTING SONICWALL CUSTOMERS ONLY)

° SONICWALL NSV 270 SECURE UPGRADE PLUS ESSENTIAL EDITION (2YR, 3YR, or 5YR)
° SONICWALL NSV 470 SECURE UPGRADE PLUS ESSENTIAL EDITION (2YR, 3YR, or 5YR)
° SONICWALL NSV 870 SECURE UPGRADE PLUS ESSENTIAL EDITION (2YR, 3YR, or 5YR)

SonicOS 7 NSv supports SWI upgrades from SonicOS 7.0.0 to 7.0.1 in Policy Mode, and fresh deployments of
7.0.0 and 7.0.1. Starting with SonicOS 7.0.1, NSv virtual machines support both Classic Mode (SonicOS) and
Policy Mode (SonicOS).

Settings from SonicOS 6.5 NSv installations can be imported into an NSv running 7.0.1 in Classic Mode.

SonicOS 6.5 configuration settings cannot be imported into an NSv running in Policy Mode. In this case, users
must manually navigate and configure policies, application rules, and content filtering rules for SonicOS 7 NSv
installations. Note that there are console, API, and web management approaches to completing these
configurations.

SonicOS 7 Getting Started Guide for AWS
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To upgrade an existing SonicOS 6.5.4.v NSv deployment to SonicOS 7.0.1 or higher:

1.
2.

10.

11.

12.

Purchase a Secure Upgrade license key.

Log into MySonicWall and register the Secure Upgrade serial number. Enter a descriptive "friendly" name
in the available field, shown here as "SecureUpgrade1."

Click Choose management options.
In the Secure Upgrade popup window, select Register Only at the top.

Select the Trade-In Unit from the list of registered NSv instances. This is the SonicOS 6.5.4.v NSv
instance to be upgraded to SonicOS 7.

Click Done after selecting the Trade-In Unit. The Secure Upgrade serial number is then registered to your
MySonicWall account.
The action item Secure Upgrade Transfer is added to the To do list at the bottom of the page.

You can perform the service transfer after you have deployed the SonicOS 7 NSv instance and moved the
configuration settings ("prefs") from the SonicOS 6.5.4.v NSv to the new SonicOS 7 NSv.

The service transfer moves all active services from the SonicOS 6.5.4.v NSv to the new SonicOS 7 NSv
and then deregisters the SonicOS 6.5.4.v NSv.

@ | NOTE: If you do not perform the service transfer within 60 days, the transfer is performed
automatically.
Deploy a new SonicOS 7 NSv instance with the desired model and platform.

Register the SonicOS 7 NSv using the Secure Upgrade serial number. When prompted to select either
Classic mode or Policy mode, select Classic mode. Classic mode supports configuration settings
imported from a SonicOS 6.5.4.v NSv.

Registration initiates a 60-day countdown at the end of which the SonicOS 6.5.4.v NSv is deregistered,
completing the Secure Upgrade Transfer.

Log into the SonicOS 6.5.4.v NSv and export the configuration settings to a file on your management
computer.

Using the migration tool (https://migratetool.global.sonicwall.com/), migrate the SonicOS 6 NSv
preferences to SonicOS 7 NSv model.

Log into SonicOS 7 NSv and import the configuration settings file.
The upgrade is now complete and the SonicOS 7 NSv is ready for use.

Upgrading to a Higher Capacity NSv Model

Itis possible to move up to a higher capacity NSv model, but not down to a lower capacity model. Refer to the
knowledgebase article: https://www.sonicwall.com/support/knowledge-base/how-do-i-upgrade-from-one-nsv-
model-to-another/190503165228828/

For additional details, go to https://www.sonicwall.com/support/technical-documentation/ and search for
SonicOS 7 updates and upgrades.
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For details on the number of process and memory to allocate to the virtual machine to upgrade, refer to Product
Matrix and Requirements.

Creating a MySonicWall Account

A MySonicWall account is required to obtain the OVA file for initial installation of the NSv virtual machine, for
product registration to enable full functionality of SonicOS features, and for access to licensed security services.
For a High Availability configuration, MySonicWall provides a way to associate a secondary NSv that can share
security service licenses with your primary virtual machine.

MySonicWall registration information is not sold or shared with any other company.

To create a MySonicWall account:

1. Inyour web browser, navigate to https://www.mysonicwall.com.

2. Inthelogin screen, click the Sign Up link.

Username or Email address

3. Complete the account information, including email and password.
4. Enable two-factor authentication if desired.
5. If you enabled two-factor authentication, select one of the following authentication methods:

* Email (one-time passcode) where an email with a one-time passcode is sent each time you log
into your MySonicWall account.

SonicOS 7 Getting Started Guide for AWS 11
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¢ Microsoft/Google Authentication App where you use a Microsoft or Google authenticator
application to scan the code provided. If you are unable to scan the code, you can click on a link for
a secret code. After the code is scanned, you need only click a button.

Click Continue to go to the COMPANY page.

Complete the company information and click Continue.

On the YOUR INFO page, select whether you want to receive security renewal emails.
Identify whether you are interested in beta testing of new products.

Click Continue to go to the EXTRAS page.

Select whether you want to add additional contacts to be notified for contract renewals.
If you opted for additional contacts, input the information and click Add Contact.

Click Finish.

Check your email for a verification code and enter it in the Verification Code field. If you did not receive a
code, contact Customer Support by clicking on the link.

Click Done. You are returned to the login window so you can login into MySonicWall with your new
account.
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Installing SonicOS on the NSv Series

Topics:

¢ Supported NSv Models

e Resizing NSv Virtual Machine

e Task List for NSv Instance Setup

« Deploying AWS from Console

¢ Deploying AWS from Cloud Template

» Accessing the SonicWall NSv Web Interface

e Forwarding Traffic to your NSv

¢ Configuring Internet/Public Access Through the NSv
e SonicWall NSv Firewall on AWS GovCloud

« Troubleshooting Installation Configuration

Supported NSv Models

Determine the NSv instance type required before starting installation.
CURRENTLY SUPPORTED AWS SIZE MODELS (VIRTUAL MACHINE SIZES)

SonicWall NSv Model AWS Instance Type Size Core Count p-vimum Network Interfaces Count1

NSv 270 cb.large 2 3
NSv 470 c5.xlarge 4 4
NSv 870 c5.2xlarge 8 4
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NEWLY SUPPORTED SIZES (VIRTUAL MACHINE SIZES)
SonicWall NSv Model AWS Instance Type Size Core Count Maximum Network Interfaces Count
NSv 270 c5n.large 2 3

c5d.large

mb.large

mbn.large
NSv 470 cbn.xlarge 4 4

c5d.xlarge
mb5.xlarge

mbn.2xlarge
NSv 870 c5n.2xlarge 8 4

c5d.2xlarge
mb.2xlarge

mbn.2xlarge

@ | NOTE: The maximum number of NICs supported by SonicWall NSv is always eight for all models. But the

total number of interfaces in an NSv instance could be constrained by the selected Azure size model.

®

NOTE: Standard_B server size serves only lab firewall so should be deployed with caution for production
networks.

1

The maximum number of interfaces supported on an NSv instance is defined by the type of AWS virtual machine.
For example, if more than two interfaces are required for an NSv 270, then use the NSv options with an AWS
virtual machine supporting a higher number of interfaces.

The maximum number of NICs supported by SonicWall NSv is always eight for all models. But the total number of
interfaces in an AWS instance maybe constrained by the AWS virtual machine. Do select the instance size
accordingly.

Resizing NSv Virtual Machine

The process of resizing a NSv AWS virtual machine is summarized in the below steps:

1. Loginto AWS console https://aws.amazon.com/console/ .

2. Click Sign In to the console.
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Contact Us Support* English* My Account+ Sign In Create an AWS Account

3. Fillin the details for successful sign in.

adWs

Sign in as |AM user

Account ID (12 digits) or account alias

IAM user name

Password

[C] Remember this account

Sign in using root user email

Forgot password?

4. Clickon EC2.
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Console Home

Recently visited info

EC2

1AM

Under Instances, click on Instances. It will display all the running/poweroff instances.
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e Services

aws

Q |

@ New EC2 Experience W
Tell us what yvou think

EC2 Dashboard
EC2 Global View
Events

Tags

Limits

¥ Instances
Instances

Instance Types

Launch Templates

Select the instance and then click on Instance state > Stop instance.

Instances (1/94) wfo

Q
-]

Name

v

Instance ID

L

Instance state ¥

Instance type ¥ Status check

Stop instance

Alarm status

Reboot instance

WAFv

© Rumning @Q

cSxlarge

Noalarms  +

. After the Instance state displays Stopped, click on Actions > Instance settings > Change instance

type.

Instances (90) iafo
Q

Name

WAFY

Instance st

ate

-

v Instancetype ¥  Status check

I © Stopped IQEA cSxlarge

Alarm status Availability Zone ¥ Public IP|

Noalarms + ap-south-1c
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Connect Instance state ¥ H Actions A |

Connect 2
View details
ck Alarm status Availability Zone F
Manage instance state r
M alarmme . an racth 10 —
— Attach to Auto Scaling Group Instance settings >
cks 1
Change termination protection Networking 3
Change shutdown behavior Security »
Change instance type Image and templates 3
cks 3
Change Nitro Enclaves Monitor and troubleshoot [ 2
Change credit specification - -
cks . . €
Change resource based naming options
cks . 1

Modify instance placement
Modify Capacity Reservation settings

Edit user data

Allow tags in instance metadata '

Manage tags

8. Select the instance type and click on Apply.

A
EC2 > Instances > i-0095fe5aa10bdf030 > Change instance type

Change instance type info

You can change the instance type only if the current instance type and the instance type that you want are compatible.

Instance ID

(WAFv)
Current instance type
c5.xlarge

Instance type

c5.xlarge A

c5.xlarge

c5a.12xlarge

" c5a.16xlarge

c5a.24xlarge Cancel m

@ | NOTE: Resizing of NSv is only required if user already has an existing NSv running on previous instance
sizes. For new deployments, user can select the required instance size from AWS marketplace directly.
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Task List for NSv Instance Setup

1. Deploy a new VPC with NSv from the AWS Console
e Deploying AWS from Console
OR:
1. Deploy NSv to an existing VPC with AWS Cloud Formation Templates
¢ Deploying AWS from Cloud Template
THEN:
2. Register the NSv on MySonicWall

e Licensing and Registering Your NSv
3. Configure Traffic Forwarding to the NSv

e Forwarding Traffic to Your NSv

Deploying AWS from Console

To deploy NSv from the console, follow these steps:

1. Loginto the AWS Console.

a. Gotothe AWS management console at https://aws.amazon.com.

b. Log into the AWS management console.

c. From the Services menu select EC2.

« = C @ https://us-east-2.console.aws.amazon.com/ec?/v2,
P

Resource Groups ~ *

History [

EC2

vpPe @ Compute

Consaole Home EC2

53 Lightsail &I

CloudF i £os
oudFormation EKS

1AM Lambda

Batch
Elastic Beanstalk
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d. Selectthe AWS region into which you want to deploy.

Shane O'Hanlon ~

Support -

' Account Att

Supported Platfg
VPC

Default VPC
vpc-123f5695

Resource ID leng
Console experim

Additional Ir

Getting Started (
Documentation
All EC2 Resourc|
Forums

Pricing

Contact s

., AWS Marke_

| US East (N. Virginia)

U5 East (Ohio)

US West (N. California)
US West (Oregon)
Asia Pacific (Mumbai)
Asia Pacific (Seoul)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Tokyo)
Canada (Central)

EU (Frankfurt)

EU {Ireland)

EU (London)

EU (Paris)

South America (S0 Paulo)

Find free software trial products n the AWS Marketplace from the

Configure a VPC

The virtual machine can be deployed on a new or existing VPC. Refer to the AWS documentation on how

to create a VPC at: https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html.

Follow these steps to launch the SonicWall NSv:

a. From the EC2 Dashboard select Launch Instance.

= INSTANCES

Instances

Launch Templates
Spot Requests
Reserved Instances
Dedicated Hosts

Scheduled Instances

Capacity
Reservations

AMis
Bundle Tasks

10 Key Pairs
0 Placement Groups

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instang

Note: Your instances will launch in the US East (N. Virginia) region

Service Health ¢ Sc
Service Status: us
@ US East (N. Virginia) N

b. From the menu click AWS Marketplace and enter sonicwall Nsvintothe Search box.

c. Click Select next to the SonicWall NSv (Firewall/Security/VPM/Router).
©) | NOTE: This procedure applies to both BYOL and PAYG installations.

d. Selectthe Instance Type corresponding to the SonicWall NSv model you require.

SonicOS 7 Getting Started Guide for AWS
Installing SonicOS on the NSv Series

20


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

For guidance, refer to Product Matrix and Requirements and Supported NSv Series Models on
AWS. Choose instance size from the table displayed:

S : : e - yoanea -
NSV MODELS AND IMAGE TYPES
SonicWall NSv Model NSv EC2 Instance Type
NSv 270 c5.large
NSv 470 c5.xlarge
NSv 870 c5.2xlarge

e. Click Configure Instance Details. From the Network drop-down menu select a VPC to deploy
the virtual machine on. Select the subnet that is to be the public or WAN interface (X1) of the virtual
machine.
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aws Services ~ Resource Groups ~ %

1. Choose AMI 2. Choose Inst; Type T o Inst: 4. Add Storage 5. Add Tags 6. Configure Security Group T

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take

Number of instances  (j) [ | Launch into Auto Scaling Group (1)
Purchasing option (i) 7 Request Spot instances
Network (i) (ypc0ba06600ddab58c09 | example v] C Create new VPC
Subnet (7) [subnet-072c2649082850e4 [ XTWAN [us—eastZa v | Create new subnet
243 |P Addresses available
Auto-assign PublicIP (] | Use subnet setting (Disable) v
Placement group (i) [ Add instance to placement group.
Capacity Reservation (j) [Open v| C Create new Capacity
IAM role () None ] C Create new 1AM rold]
CPU options (1) [Z Specify CPL options
Shutdown behavior (i) [Stop ¥
Enable termination protection () [ Protect against accidental termination
Monitoring (1) [J Enable CloudWatch detailed monitoring
Additional charges apply.
EBS-optimized instance (j) # Launch as EBS-optimized instance
Tenancy (i)  [Shared - Run a shared hardware instance ]
Additional charges will apply for dedicated tenancy.
* Network interfaces (1
Device | Network Interface Subnet Primary IP Secondary IP addresses
eth( [New network interface v | [subnet-072c2e6Z v| | Auto-assign AddIP

Add Device

To add additional Elastic Network Interfaces click Add Device. The virtual machine MUST at
minimum have two ENI attached. The ENI interfaces MUST be on separate subnets and both
subnets must be in the same Availability Zone. If these subnets are not in the same Availability
Zone you will not see the subnet you have planned to use for ENI eth1 in the Subnet drop-down
menu. The ethO ENI device is connected to the SonicWall NSv X1 interface that is the public
interface. The eth? ENI device is connected to the SonicWall NSv X0 interface that is the private
interface.
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~ Network interfaces 1/

Device = Network Interface Subnet

Primary IP
ethl New network inferface ¥ subnet-072c2e6Z v Auto-assign
ethl New network interface v | [subnet-06321bdE v) | Auto-assign

Secondary IP addresses

Add IP

Add IP

IPv6 IPs

Add IP

@  We can no longer assign a public |P address to your instance

The auto-assign public IP address feature for this instance is disabled because you specified multiple netwerk interfaces. Public IPs can only be assigned to
instances with one network interface. To re-enable the auto-assign public IP address feature, please specify only the ethQ network interface.

» Advanced Details

g. Accept the default storage options by clicking Add Storage.

Click Add tags. Add metadata to the instance configuration to assist in identifying the SonicWall

NSv instance.

1 Chooss AMI 2 Chioose Instance Type

Click Configure Security Group. At minimum, allow SSH and HTTPS from a predefined source.

3 Congwestarcs 4 AddSkage 5 AddTage

Step 6: Configure Security Group
A security

Assign & security group: ®Craate & new securéy group

‘Seloct an existing secuity group

Security group name: launch-wizard 5

Description: launch-wizard-5 created 2018-11-15T18 08.10 944+00 00

Type (i Protocol [
SSH [ce
Cusiom ICHP + Echo Reply +
Cusiom UDP | » uoe
Cusiom UDP [+ uoP
(L — ce
Add Rule

Source (|

Cosom v (07 A TE S
Cuson v (1071547550
Custom v 107154 75 5032
Cusiom v) [107 154.75 5032
Custom | [107.154 75 50032

group is a set of firewal rules that control the traffc for your instance. On this page. you can add rules to allow specific raffic to reach your instance. For example. If you wani 1o set up a web server and allow Intemet tralfic 10 reach your instance, add rules that allow unvestricied access 1o the HTTP
create & i security Qroup of select rom an existing ene below Learm more abott Amazon EC2 securlty groups

Description (|

S5H

8.9 55H for Admin Deskiop
ipsec-natd

ISAKMP

HTTPS management

j. Click Review and Launch. Review the instance details.

k. Click Launch. You are prompted to select either Key-Pair or Create a new key pair. Ensure you

have access to the key pair.
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Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMlz, the private key file allows you to
securely SSH into your instance.

MNote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Create a new key pair v
Key pair name
[Sonic\Wall-NSv-example

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

Cancel [EETTGELTIFE]TES

I. Click Launch Instances to deploy the SonicWall NSv instance. Deployment takes between 5 to 8
minutes. You can monitor the progress by viewing the instance in the EC2 Dashboard.

4. Disable source/destination checking:
a. Select Network interfaces on the Networking tab.
b. Choose the interface ID to go to the network interfaces page.
c. Select Choose Actions, Networking, Change source/destination check.
d. Clearthe Enable, and click Save.
5. Change Routing Tables:

a. Change your LAN routing table to add a route with Destination 0.0.0.0/0 with Target to NSv's
LAN Interface. This routes all your LAN traffic to the NSv X0 interface.
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Route Tables |V

amazen.com

Set As Main Table L ']

1 t0 6 of & Route Tables

Routs Table ID Exphicitly Associa

ib-060aZbESSE8A1 T eC | existing-vpe-nib-lan
Summary Routes Subnet Associations | Route Propagation

Destination Stais  Propagated  Remove
0.0.0.0i0

Add another route

& Feedback @ English (US)

b. Change your WAN routing table to add a route with Destination 0.0.0.0/0 with Target to your
Internet Gateway (igw-xxxxx). This route's NSv WAN traffic to the Internet Gateway (IGW).

VPC Dashboard TR TN Delete Aoute Table  Set As Main Table 2 @
Fiker by WP

Q

4 110 8 of & Raute Tabbes

= FoulsTebie ID - Explicilly Associai-  Mun -

rib-Deagizede1645ad2% | existing vpo.rth-vwan

Rouies Subnet Associaions | Ficube Propagaion

Stwss  Propagaied  Remove

Aeldd ancther raute

® Feedback Q) English {us)

6. To assign an Elastic IP, follow these steps:

SonicOS 7 Getting Started Guide for AWS 25
Installing SonicOS on the NSv Series



a. From the EC2 Dashboard left menu select Elastic IPs.

b. Right-click on a free Elastic IP and select Associate. If no Elastic IPs are available, then click
Allocate new address.

aws Services Resource Groups *

Dedicated Hosts = Allocate new address JFYHTERG
4

Capacity
Heservalions Q Filter by tags and atiributes or search by keyword
L Namea = HElasticIP ~  Allocation ID * Instance
AMis
Bundle Tasks a S Sipsiioc SRS Release addresses
eipalloc- L
- "_;7" e » eipalloc-i=
Volumes S M b0 eipalloc- i Skt
Snapshots ¥ eipalloc e

Lifecycle Manager

NETWOR
RITY

Security Groups
| Elastic IPs

c. Choose the Resource type and Network Interface. From the Network Interface drop-down
menu, choose the first ENI (eth0) connected to the SonicWall NSv Instance. That is the ENI
connected to the public subnet. Refer to Instance details page to help identify the ENI.

Addresses > Associate address
Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (13 5851 54)

Resource type Instance [i]
®  Network inferface

Network interface | eni-06cbbd5af8laaldee *- C
Private IP | Seloct a privats IP ~Cceo

Reassoclation © Alow Elastic IP to be reassociated i already attached @

A Waming

If you associate an Elastic IP address with your instance. your current public IP address Is released. Leam more

d. Click Associate. This IP address can now be used to connect to the SonicWall NSv web
management interface.

7. Connect to the virtual machine web management interface:

a. Now that you have associated an Elastic IP to the SonicWall NSv instance, you are able to connect
to the web management interface by entering the IP address into your browser.
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SONICWALL

Mebwork Security Virtual

Usarname

Password

LOHS IN

b. Enter the username admin and the password, which is the AWS instance ID of the newly created
SonicWall NSv instance such as i-02axxxxxxxxxxxxxx given by your SonicWall representative.

After logging in you should proceed to registering your SonicWall NSv virtual machine, see Licensing and
Registering Your NSv.

Deploying AWS from Cloud Template

This section describes how to deploy NSv to an existing VPC using AWS Cloud Formation Templates. This is
referred to as a Launch Stack deployment.

Prerequisites include:
* AMIID of NSv
e Akey pair
* AVPC with:
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1. Two subnets:
¢ WAN subnet.
¢ LAN subnet.

2. Two routing tables (in addition to main routing table - main routing table is automatically created

when you created your VPC):

¢ WAN routing table (with WAN subnet associated with it).
¢ LAN routing table (with LAN subnet associated with it).

3. An Internet Gateway attached to the VPC.

Populate the routing tables after the stack has been deployed successfully.

Steps:

1. Go to: https://github.com/sonicwall/sonicwall-nsv-aws-cf-templates

2. Click Launch Stack following the Deploy SonicWall NSv to an existing VPC.

hittps:fithub.com/sonicwallfsoricwall-nsy-aws-of-templates

BB onint-ciits Updete escna e

W single-ami upioad ksunch page and templates first revision
& READMEmMd Update readms file
HE README.md

sonicwall-nsv-aws-cf-templates
SanicWal NSy - AWS doud formatian lemplates
httpsi/fwww.sonicwal.com/

Deploying

Marketplace deployment

Cloud Formation Template deployment

Degloy SonicWall NSy to an existing VPC

Press the "Launch Instance™ button 1o deplay the Sonicwal NS to an existing VPC

Deploy SonicWall N5 1o a new VPC

Press the “Launch Instance™ button to deplay the SaniciVal NSy to a new VPC.

templates/

Lokt commmmit scaesse 74 sconds sgo

Find the SonicWall N5v product in AWS Marietplace: hitps://aws.amazon.com/marketplace/search /resultsTsearch Terms= SonicWal

Te find out mare about Cloud Formation templates refer to hitpsy//aws.amazon.comydoudformation /aws-doudformation

2 minutes aga

24 seconds aga

7

3. To select a Region, identify the region into which you wish to deploy NSv.

@® | NOTE: You must copy the AMI to the chosen region and have its ID ready.

4. Click Launch Stack under Deploy NSv in existing VPC.
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5.

aws

Create stack

| Select Terplate
Specifty Detalls
Opbons

Revew

@ CloudFormation

Stacks > Create Stack

Select Template

Seect the template thal descrbes the stack that you want to creste. A Z'ack ia 4 group of relsted resources that you maEnage a8 & single unit.

Dasign a tamplats | isa WS CisorFrmmasion Dasigrar tn reate o minddy an sesting tempdats. | ase moes

Design terplate

Choose a template A terrplate it a JSON/YAML -formatted taxt file that describes your sTack's esowrces and their poperties. Leam mom.
Select a sampla tempiale
Upioad a templabe 1o Amazon 53
Browse. o file selected.
© Specify ay Armauon S3 lemplre UAL

hittps:/fad amaroniws. com/nev-sin-dewc-axsting-vpc.template ew/Edt tampate in Desigrar

Click Next.

@ CloudFormation v

Create stack

‘Sesact Template

| Specity Datails
Options
Haview

® Foodback

@ English (US)

Resourca Groups

Stacks > Create Stack

Specify Details

Specity a stack name and paramster values. You can use o change the default parameter vaiues, which are dafined In the AWS CloudFonmation tsmpiate. Leam more.

Stack name Sonicval-NSv
Parameters
Project
Project Name  SonicWWall NSy This wil bo in AWS rescurces tag
Location
Avallabillty Zone  ap-south-1a -
Selact the AWS Avulabiity Zore
Instance

AMI | Bmi-0303bbc2ZB0807EE1 Sankciial NSv AMI IO

Instance Name  SonicWal NSy New NS Insiance Nama
Instance Type  <5.wge =] saiect e ypa ot matance
Key Pair  smadugula-aws-mumbsi =

Inseance Kay Pa fiame
Allow management 103.19.168.11/32
(ssh/http/hitps] from this

CioR

Specify the CIDA from which management acosss (hp, s, ssh) is slrwed on YN interfice. Must be in B GIDR natition: x 3¢k

WAN Subnet D subnet-044034Be025¢ 18528 (182.168.0... ~

Enter WAN Subnet ID

#05 (182.168.1.... =

(Optional) Existing Elastic
1P Addreas (E1PF)  yocaton o an e c 1P E1P), Tha EIP s assacisted 10 he WAN infsrisos of the NS A new EIP wil be slocaiad e blank
VPC
Vpcid 9206051311 (182.168.0.01... =

Entor uisting VRC 10 Gapaoy NSV
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6. Specify Stack Name: Name for your stack. The name helps you find a particular stack from a list of
stacks.

7. Setthe following parameters:
¢ Project Name: A name that is added to the resources tag.

* Location
Availability Zone: Select the Availability Zone into which NSv is launched.

* Instance
AMI: AMI ID of SonicWall NSv.
Instance Name: A descriptive name for the NSv instance.
Instance Type: Select the type of the instance from the drop-down menu.

Key Pair: Select the key pair. This is the key pair available in AWS that can be used to SSH to the
SonicWall NSv management console. See:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html.

Allow management (ssh/http/https) from this CIDR: Specify the IP address from which
management access is allowed on the WAN interface. Must be in IPv4 CIDR notation x.x.x.x/x.
Open HTTP, HTTPS, and SSH ports for this address in the Ingress Security Group.

WAN Interface Subnet ID: Select the subnet id for your WAN interface.
LAN Interface Subnet ID: Select the subnet id for your LAN interface.
Optional Existing Elastic IP Address (EIP): You can specify Allocation ID of an existing Elastic
IP address. This EIP can connect to the WAN interface of the NSv. If this field is left blank, the
system allocates a new EIP.

e VPC
Vpcld: Select existing VPC to which to deploy NSv.

8. Click Next.
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@ CloudFormation v  Stacks » Create Stack

Create stack

Selact Template Options
Speciy Details

| options Tags
Review

You can spscty tags (key-valus pairs) for rescurces in your stack. You can add up t 50 unique key-valus pains for sach stack. Lsam more.

1 €2

Permissions
You can choosa an LAM s that GloudFormation Uses to creats, modify, o delets resourcas.in the stack. If you don't choose a rie, CloudFarmation uses the permizsions defined in

your account. Lisam more.

1AM Fole | Chooss & rle foptional) j
Enter roé am

+ Rollback Triggers

Ralback triggens enabls you to have AWS CloudFormation mondor the stats of your spplication during stack creation nd updating, and to rollback that aperation If the appication
braaches the threshold of any of the alarms you've specified. Leam morne

Monltoring Time & : Minutes

Minimum valus of 0. Maximum value of ‘80

Available triggers remaining: 5
Type ARMN (Amazon Resource Name)

1 AWS:CloudWatch::Aarm

¥ Advanced

ou can st addtional options for your stack, ike notication options and a stack policy. Leam mare.

e | rrevs

English (US)

Click Next.
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10.

M CloudFormation v Stacks » Create Stack

Create stack

RpS://53, BMBZENGWS. COM/Nav-cln-devw/-exsting-vpe.template
Saniciwall NS CloudFormation Tempiate to dapioy NSV In Bn axsting VPG

SonicWall-NSv

SanicWall NSv

ap-aoLn-1a

am-03030bcZ 280807861
SonicWall NSy

chlams
smadugula-aws-mumbai
106.18.168.11/32

Seisct Template F‘E‘View
Specify Datails
Options Template
| Roview
Tempiate UAL
Description
Estimate cost
Detalls
Stack name:
Project
Projectiame
Location
AvailabiiityZete
Instanca
Amid
InstanceName
InstanceTyoe
KayPairNama
ManagementWhitelistCiar
L
ExistingElpAliocationid
VPG
Vipcld
Options
Tags

Na tags provided
Rollback Triggars
Mo manitoring time providsd

MNo miiback triggers provoed

Advanced
Notfication
Termination Protectian
Timecut

Roliback on failLre

Quick Greate Stack (Gioats

vpe-00ccaTca2aB05631 1

cuod | o

Review details and click Create.

@ CloudFormation v  Stacks

v Rl s cle
Fiftar: Active « Sxowing 2 stacks
Stack rame Gramea Time swns Description
SonicWallNSv-1 20%8-10-04 23:57:32 UTG+0550 Saniciall NSv CloudFormation Tempéate to depicy NSw in an existing VPC
SonicwWalk NSy 2018-10-04 23:44:18 LUTC+0S50 GFEATE_COMPLETE Sanicall NSv CloudFormation Tempéate to depicy NSV in & new VPG
Overview  Outputs  Fesources Events Tomplate Parameters Tags  Stack Policy Change Sets  Rollback Triggers [_R-=]

Select a stack
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11. Status changes to CREATE_COMPLETE.

Services ~

Aesource Groups ~ %

@ CloudFormation ~

-

Fitter: Active «

Stacks

Design template

STacK Name Gremea Time suws vescrpTon

8 SonicWalNSv-1 2018-10-04 2357132 UTC+0550 CREATE_COMPLETE

SonlcWallHSv 2018-10-04 23:44:18 UTC+0S50 CREATE_COMPLETE

Overview  Qutputs  Flesources

Events Tomplate Parameters Tags Stack Polioy  Change Sets  Rollback Triggers

Key Value

35 < smachiguia-aws-mumba pem managementd
13.127.118.174 usermame: management, password  Management Consols (S5H) to manags NSv
: HO8MBBTCAOMbEateR

Description
ManagementSeh
ManagementUd

hitpai13.127.118.174/ Management URL to manags NSv

@ Feedback (3 English US]

SonicWall NSv CloudFormation Tempéate to depioy NS in an existing VPC

Saniciall NSv CloudFormation Tempiate to depicy NS in 2 new VPG

_R_]=]

12. When the stack creation is complete (Status changes to CREATE_COMPLETE). You can get the

management and access details in the Outputs section.

13. Wait at EC2 Dashboard for Instance State — running, AND Status checks — 2/2 checks passed.

@ Feedback (3 English (US]

— —
Evonts b
Tags Q y . -
Fleports
@ Name - Instanct D = Instance Tyge -  Avaitability Zone -  Instance State - Status Chechs -
Limita
B ScricWaiNSv  -Dofbi2adbI026420  clame ap-souh-1a @ runrirg O 22 ehecks ..
| Instances
Launch Templates
Spot Requests
Feserved Instances.
Dedicated Hosts
- Instance: | -0c8032ead63026420 (SonicWall NSv)  Elastic IP: 13.232.196.249
ANl Ty
Deseription Status Chacks Monitaring Tags
Bundie Tasks.
instance D -De6b3PeadBIN26420 Putdic DNS (IPW] -
v‘;l Instance stata  nunning Pud PusiiciP
Instance type  cHlamge P -
Snapshots BasticIFs 13232100248 Private DHS
Lifscycie Manager Aviiaity 2o ap-saut-la Frvaie 1%
Security grougs  SonicWak-NSu-NSvSecGroWan-7J2PUASWHKES Sacondary privata 1%
i TR 4 rudes. view cutbound nies
Sacuity Groups Scheduled sverts avants weiD
Blastic IPs AMI D D14E4 (ami-0303bbc2 260807 B 1) Subret D
Placemant Grours Pation - Network intertaces

Lo 8@
a 1o 1oft
Alarm Status Public ONS (1P} = 1PV Public IP
HNooe ] 13.232.108.249
_N_Nal
13.232.198.249
i5-182-168-0-4.80-50uh-1 compute.nterna
192.168.0,4, 1527681721
vpe-000ca Tea2 B0 1
subnet-D4403480025¢ 1632e
o
ot

Privacy Polcy  Terms of Uiss

14. Change Routing Tables:

a. Change Your LAN routing table to add a route with Destination 0.0.0.0/0 with Target to NSv's

LAN Interface. This routes all your LAN traffic to the NSv X0 interface.
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Route Tebles | VPC W

VPC Dashboard . & @

Filler by VPC
1106 of 6 Route Tables

rib-060a2b8556881Tlec | exk

Destination Stms  Propagated  Removs

0.0.0.00

Add another route

® recaback @ English (US)

b. Change your WAN routing table to add a route with Destination 0.0.0.0/0 with Target to your
Internet Gateway (igw-xxxxx). This routes NSv WAN traffic to the Internet Gateway (IGW).

AoweTables [vecras x [ETNES

PG Dashboard TR o Ceictc Route Table | Sct Az M Table L
Fiee iy VPC
X 110 8 of & Route Talles

- Pouts Tusés 10 Explicily Assaciar-

rib-Deagt2ede164Bad2S | existingvpc.rth wan

Er— Rostes Sutmet Aszociasuns

@ Feedback @ English (Us)

15. Your NSv should now be operational. Next, register your NSv as described in Licensing and Registering
Your NSv. The following section details how to set up access to the NSv from the public Internet.

Accessing the SonicWall NSv Web Interface

To access the SonicWall NSv web interface, you need to assign an Elastic IP (EIP) to the NSv management
interface. For this, you need to use the management Elastic Network Interface (ENI).
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To locate the management ENI:

1.

o~ @ N

In your browser, navigate to EC2 > Instances.

EC2 Cashboard
Events

Tags.

Reports

Limits

Spal Regqussts
Rezerved instances
Dedicated Hosts

AMis
Bunifis Tasks

Vikamas

Snapshots.

Sacurty Groups
Elastic Px
Placament Groups
Kay Pais.

Hetwork Imarfaces

Load Bafancers

Targel Groups

Launch

diai <:| 1
Lannch Temgpdat

B R

Hom e

Higg

oot ol B

Istance: | i-0a

Descrigtion

St Checks

Insance D i

nstance statn
Instance type
Elastic IFs
Furmlateity 2one
Sacusty groups

Schiduled v
AMID

Avntahisty Zose -

ws-995h-23
us-aasl-23
k]
]
w2052

us-aasl 2

(RIGESS)  Privatn 1P: 10—

Monioring | Tags

No schaduiad avests
RGEam-15

Piatlem -

s i

imsiance State -

@ om0
@ sepped
@ swopped
@ shepred
@ oo
@ seppad
@ spped
& spted
& epmd
& naning

jone . - z
© 22 chacks pasad Z
Matwork Bitailnce 80

o 0N TS, i uboune

= Alarm Status Publc ONS(IPvd) - v Publc P - iPveiPs = ey Hame

Sacondary privie IF5
VFCED

Subnet 1

Matwark tortaces i)

Souraiest check

Select the SonicWall NSv instance.

Select eth0 in the lower pane.

Copy the Interface ID value into your clipboard (eni-xxxxxxxxxxxxxxxxx). This is the management ENI.

Paste the value into a temporary file, so you can refer to it during the next procedure.
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To locate or create the Elastic IP (EIP) and associate it with

1. Inthe left navigation pane, click Elastic IPs.

the management interface:

Taes €, Fiftor by lags and afiriulus of sadch by kepwid

Karns “  Eatc® +  Alacatios T

ns
-2E> S
"

Limits
Irstmnees
Launch Tarvglaias
Eqai Awcuasts

Feasarvad Inslances
Dabezkad Hasls

aawiai

= maczs
A
Bundie Tasks

Enapmbats

A
&ml%ﬁ:] 1
—r— N

Ky Paim
HMabodk ntrfacss.

S LOAD SALANCING
Loat Balancors
Tonget Growps

Addreen: 1350 127 341

Description | Tage
BesicP 15
s -
Sooge e
Pabkc DS -
Metmork Iroeriace owner -

Launch
Configurations
Aun Scaling Groups

Avwnrighon 10 Nestwork inferiace [
pavnH — LY a
epeEoca T -l bl
epaEnC T— L ' e
Adocation 1D expadoc A
Pewals P BM -

Associgbon 1D -
Wetwork narfeca ID -

2. Selectan IP address that is “free,” or if no addresses are available, click Allocate new address at the top

of the screen.

3. Right-click on the address row and select Associate Address from the right-click menu. The Associate

address screen displays.

Addresses > Assoclate address

Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (13.59. 1)

SRk

- Cce

! Instance

(1]
. Nehvorkimerface@ 1

Network interface  enj-06a

Resource type

—

Private IP | Select a private IP

Reassoclation = Allow Elastic IP to ba reassociated if already attached €

A Waming
If you associate an Elastic IP address with your instance, your current public IP address is released. Leam more.

» AWS Command Line Interface command

4. For Resource type, select Network interface.

5. Inthe Network interface drop-down menu, select the ENI of the management interface that you located

SonicOS 7 Getting Started Guide for AWS
Installing SonicOS on the NSv Series

36



in the previous procedure.

6. Click Associate.

At this point, you can point your browser to the Elastic IP (EIP) address that you just associated to the ENI of the
NSv management interface, by typing in the URL consisting of the IPv4 EIP address (for example:

https://xx.xxX.XXX.XXX).
To locate the EIP address, see Step 1.

The SonicWall NSv login page is displayed. Log in using the default credentials (admin / password where the
password is the AWS instance ID of the newly created SonicWall NSv instance such as i-02aaxxxxxxxxxxxxx.

SONICWALL

etwork Security Virtual

Username

‘admln

Password

If you have not already registered, register your NSv virtual machine with MySonicWall. See Registering the NSv
Appliance as PAYG.

Forwarding Traffic to your NSv

After installing and registering the NSv, the next step is to configure routing of the LAN subnet so that the traffic is
forwarded through the NSv.
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To configure routing:

1. Navigate to the VPC Dashboard and click Route Tables in the left navigation pane.

wpc-oba NN | vpc-shane

VPC Dashboard Create Route Table Delete Route Table
4
Filter by VPC:
Tabi
Q selecta VPC Q, Search Route Tables and thei >
Name -~ RouteTablelD -~ Explicitly Associal- Main ~ WPC

Virtual Private Cloud

rib-a 7! 0 Subnets Yes vpc-e18 14
Your VPCs

a AC-OCENNN. . 0 Subnets Yes
Subnets
1 np-52: 0 Subnets Yes vpe-t1
|| Route Taties -5 — 2 Subnets No vpe-G6 |

Internet Gateways rb-c7" 1 Submnet Yes vpe-49 i |
Egress Only Intemet rib-98 1 Subnet No wpc-49 |
Gateways

[0, I 2 Submats No vpe-0blk
DHIGE: Cyllons St rtb-a3) 0 Subnats Vs - G5 M |
Elastic IPs
Endpoints
Endpoint Services
NAT Gateways
Peering Connections.
Security
Network ACLs rib-0c37d885d0907 cB2f
Security Groups —

Summal Routes Subnet Associations Route Propagation Tags

VPN Connections 3
Customer Galeways View: | Al ules v
Virtual Private Gateways Destination Target Status  Propagated
VPN Connactions 10.99.0.0/16 Tocal Adive  No

vpc

= ﬁ
st

et 2

| vpe-shane

2. Select the row for which the Main column displays Yes and the VPC column displays the VPC where the

NSv instance is configured.
3. Select the Routes tab in the lower pane.
4. Click Edit. The lower pane display changes.

5. Click Add another route. A new row is displayed in the table.

rtb-Oc I

Summary tes Subnet Associations

Cancel m 3

View: Al rules

Route Propagation Tags

Destination Target

10.99.0.0/16 local Active No
2 [0-0.0.010 [en-090E—— | No (]
Add another route
ﬁ 1

6. For Destination, enter 0.0.0.0/0 to match all traffic.

Status  Propagated  Remove

7. ForTarget, type eni- todisplay a drop-down menu with available ENIs and then select the eth1 ENI for

your NSv.
8. Click Save.

Proceed to Configuring Internet/Public Access Through the NSv.
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Configuring Internet/Public Access Through
the NSv

The X1 interface typically needs egress/ingress access to the public internet. To allow access, the X1 interface
must be configured with an Elastic IP (EIP). Otherwise, traffic from the X1 interface is directed to a NAT Instance.

To assign an EIP to the NSv X1 interface, you need to use the Elastic Network Interface (ENI).

To locate the ENI:

1. Inyour browser, navigate to EC2 > Instances.

Instence | -dactt (RiDE)  Elessc P 1155 S0

Desciipion | | Sum Checks | Monlarng | Tagm

In the top pane, select the NSv instance.
In the lower pane, click eth2 to display the Network Interface eth2 pop-up menu.

Copy the Interface ID from the pop-up menu. This is the X1 ENI.

o r N

Paste the value into a temporary file, so you can refer to it during the next procedure.
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To locate or create the Elastic IP (EIP) and associate it with the X1 interface:

1. Inthe left navigation pane, click Elastic IPs.

o (IR
Everts | N
Toge € it by g 4
Roports M Elmslic iF = Amocation i - malance = Private 1P sodress - Scope
Limits
ase el 1058 e
s 1350 1 Ao i 1000 L]
[
Il P anatoc-— o441 100 L
ok e 52 o e B e
Spol Reguests s 216 WD
Resorved Instances
Dodicatod Hasts
Az
Erunle Tamkss
Volames
Snapshats
T
Saculy Grougs
| ElasticiPs 1
Placsment
Ky Pairs
Nadivudt it Aderess; 5215
Loac Balamcers Description || Tags
Targsl G
o ElmsticIF 5215
msuncs -
Linch Leope  wpe
Corfigurstios Public DNS.
Autn Scaling Groups Watwork inturtace owner -

Ansocisnon I Hoetwork nterface 10

‘simazo e -

sigained e ane o 06

‘sipaznc enese
— nid5e

Allocaton 1D eipaloc mE—

2. Selectan IP address that is “free,” or if no addresses are available, then click Allocate new address at

the top of the screen.

3. Right-click on the address row and select Associate Address from the right-click menu. The Associate

address screen displays.

Addresses > Assoclate address

Associate address

Select the instance OR network interface to which you want to associate this Elastic IP address (13.59. 1)

e <:|2

~-Cce

Instance

i)
. Nehvmkimerface@ 1

Network interface  eni-06a’

Resource type

Private IP | Select a private IP

Reassociation = Allow Elastic IP to be reassociated if already attached €@

A Waming
If you associate an Elastic IP address with your instance, your current pubdic IP address is released. Leam more.

» AWS Command Line Interface command

4. For Resource type, select Network interface.

5. Inthe Network interface drop-down menu, select the ENI of the X1 interface that you located in the
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previous procedure.

6. Click Associate.

SonicWall NSv Firewall on AWS GovCloud

The AWS Govt Region is an isolated AWS region that meets the regulatory and compliance requirements of the
US government agencies and customers.

To secure the workloads that contain all categories of Controlled Unclassified Information (CUI) data and
government-oriented, publicly available data in the AWS GovCloud (US) Region, the NSv-Series firewall
provides the same robust security features in the standard AWS region cloud servers and on AWS GovCloud
servers.

@ | NOTE: The AWS GovCloud (US) Regions are maintained by U.S. citizens only and provide customers with
the ability to access the regions through service endpoints. If you are not deploying from AWS GovCloud,
you can skip this section.

Topics:

* Deploying NSv from AWS GovCloud Console

e Creating a Security Policy for Outbound

* Applying Security Services on Policies in NSv for Outbound Traffic

¢ Deploying Windows 10 from Console

¢ Creating a Security Policy and NAT Policy for Inbound RDP to the VM

Deploying NSv from AWS GovCloud Console

To deploy NSv from the console, follow these steps:
1. Loginto the AWS GovCloud console.
a. Gotothe AWS management console at https://aws.amazon.com.

b. Log into the AWS management console.
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c. From the Services menu select EC2.

AWS Management Console

AWS services Explore AWS
Find Services What's New in AWS GovCloud (US)
You can enter names, keywords or acronyms.

Read about all of the new services and features recently
made available in AWS GovCloud (US). Learn more [

Q

v .
Recently visited services AWS GovCloud (US) Services in Scope

{#} EC2 & Ve View a complete list of compliance authorization for each
AWS service in AWS GovCloud (US). Learn more [
» All services
AWS Marketplace for AWS GovCloud (US)

Find, buy, and deploy software products and services in
AWS GovCloud (US). There are 950+ products to choose
from, and hourly, monthly, annually, and multi-year
contract terms are available. Learn more [4

Build a solution
Get started with simple wizards and automated workflows.

Create a VPC
The virtual machine can be deployed on a new or existing VPC.

In the navigation pane, choose Your VPCs, Create VPC.

Under Resources to create, choose VPC and more.Refer to the AWS documentation on how to create
a VPC at: https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html.

Follow these steps to launch the SonicWall NSv:

a. From the EC2 Dashboard select Launch Instance.

&« G ] httpsy//console.amazonaws-us-gov.com/ec2//

@O New EC2 Experience % - Instances (9) info
Tell us whet you think
Q Find instance by attribute or tag (case-sensitive) 1 (o]

FC2 Dashboard Name v | Instancestate ¥ | Instancetype ¥ Status check | Alarm status Av
Fuents DL NSV 870 @FRuming @@ cS.2darge @ 2/2checkspassed Noalarms + s
Tags - Win10 VM on X0 LAN NSv 870 @Running RQ c5.large @ 2/2checks passed  Noalarms 4+ us
Limits Win10 VM on 2nd LAN NSv 870 Q@FRuming @@  <Sxlarge © 2/2checkspassed Noalarms +  us

¥ Instances 0 Shane NSv-270 @FRunning RQ 5.large @ 2/2 checks passed  Noalarms < us
Instances M soh-test-vm-new-vpe @Running @@ ¢S.2darge @ 2/2checkspassed Noalarms +  us
Instance Types Win10 VM Shane NSv 270 @FRunning @Q  cSxlarge @ 2/2checkspassed Noalarms 4+ us
Launch Templates 0 Win10 VM2 Shane NSv 270 @Rumning  @Q c5.4xlarge @ 2/2checks passed  Noalarms <+ us
Spot Requests jdl-NSv-470-2022-1116 @Running @Q cS.xlarge @ 2/2checks passed  Noalarms < us
s ket ] VM1NSv.470-2022.1116 @FRuming @@ cSxlarge @ 2/2checkspassed  Noalarms +  us
Dedicated Hosts D
Capacity Reservations

b. From the menu click AWS Marketplace and enter sonicwall Nsvinto the Search box.
c. Click Select next to the SonicWall NSv (Firewall/Security/VPM/Router)-BYOL.

d. Selectthe Instance Type corresponding to the SonicWall NSv model you require.

For guidance, refer to Product Matrix and Requirements and Supported NSv Series Models on
AWS. Choose instance size from the table displayed:
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. Cempuns spnizsd S H 1 EES mh en Upta 10 Gigot o
Compuin sgimized c5rlage 4 5 EES unhy s U 10 Gigat es
Compung egiminea of 2rbarge [ EBS noky m U 10 Gigate e
Compus spimized o5 deargs ® z EBS any s s 10 et e

NSV MODELS AND IMAGE TYPES

SonicWall NSv Model NSv EC2 Instance Type

NSv 270 c5.large
NSv 470 cS.xlarge
NSv 870 c5.2xlarge

e. Click Configure Instance Details. From the Network drop-down menu select a VPC to deploy
the virtual machine on. Select the subnet that is to be the public or WAN interface (X1) of the virtual
machine.

avws

Services ~ Resource Groups v %

1. Choose AMI Z. Choose Inst;

Type 3C fal Inst: 4. Add Storage 5. Add Tags 6. Configure Security Group T

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take

Number of instances  (j) [1

| Launch into Auto Scaling Group (1)

Purchasing option (i) 7 Request Spet instances

Network (i) (y5c0baJ6600ddab50¢c09 | example v] C Create new VPC
Subnet (7) [subnet-072c2e645082850e4 | XTWAN [us-eastZa_ v | Create new subnet

243 |P Addresses available

Auto-assign PublicIP () | Use subnet setting (Disable) v

Placement group (1) 2 Add instance to placement group.

Capacity Reservation (i) [Cpen v| C Create new Capacity
IAM role (i) [MNone v] C Create new 1AM role]
CPU options (1) [Z Specify CPL options
Shutdown behavior () | Stop v

Enable termination protection

Monitoring

EBS.optimized instance

Tenancy

[ Protect against accidental termination

2 Enable Cloud\Watch detailed monitoring
Additional charges apply.

# Launch as EBS-optimized instance

v]

Additional charges will apply for dedicated tenancy.

v Network interfaces [

Device | Network Interface Subnet Primary IP Secondary IP addresses
ethl [New network interface v | [subnet-072cZeb< v | Auto-assign Add 1P
Add Device
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f. Toadd additional Elastic Network Interfaces click Add Device.
New row appears for ENI eth1 select the Subnet drop-down menu.

Step 3: Configure Instance Details

Tonancy (i) [Shared- Run a shared hardware ns
Adtonal charges vill 3ppy for deci

Flesysoms © agafiesystom | © Grstenew e sysem

~ Network interfaces

Device Networknterace  Subnet primary P Secondary  IPvb P vt Preies 196 Profces
0 [Nownatwork ieriace~]  subnel0abedctl

Auto-assion

dsip The selected subnet does notsupport IPY6 [None ] The seected subnet does not ¢
because it does ot have an IPY6 CIDR. because it does ot have an P

o [Nownetwork eracev]
Subnet05asbcbact o

The selected subet does not support P46 [None <] e seected subnet does nt
23 a)

because it does ot have an P

@ We can no longer assign a public IP address to your instance

~ Advanced Details

concor_provous  ([ERRTRRTIRRY | at: A storage

g. Accept the default storage options by clicking Add Storage.

Click Add tags. Add metadata to the instance configuration to assist in identifying the SonicWall
NSv instance.

Click Configure Security Group. At minimum, allow SSH and HTTPS from a predefined source.

1 Chocse AMI 3 Chooseinstarce Type 3 Congure Msimnce 4 Add Storage

5 AddTags 6 Configure Secusty Group 7 Revew

Step 6: Configure Security Group
A security group Is a set of firewall rules that control the traflic for your instance. On this page. you can add rules o allow specific traffic to reach your instance For example. If you want 1o set up a web server and allow Intemet traffic 1o reach your instance. add rules that allow unvestricted ccess to the HTTP
create a new sscurity group or select from an existing one below Leam mors about Amazen EC2 security groups.
Assign a security group: ®Craate a new securly group
Select an existing security group.

Securlty group name:  launch-wizard 5
Description: launch-wizard-5 created 2016-11-15T18 08.10 944+00 00
Type (1 Protocol (] Port Range (| Source (| Description (|
SSH 3 L= 2 Custom . 107 154 75 5032 SSH
Cisiom ICHP ¥ Echo Reply + NA Cisiom v] [107.154.76 5032 @ S5 for Admin Deskiop
Custom UDP | + P 500 Cusiom +] [107.154755032 ipsec-natt
Custom UDP | » upP 500 Custom v 107.154 75 50032 1SAKMP
HTPS v TP 5} Cusiom _v] [107.154755002 HTTPS management
Add Rule

j. Click Review and Launch. Review the instance details.

k. Click Launch. You are prompted to select either Key-Pair or Create a new key pair. Ensure you
have access to the key pair.
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores. and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMls, the private key file allows you to
securely S5H into your instance

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Create a new key pair |

Key pair name

[SonicWall-NSv-example

Download Key Pair

‘You have to download the private key file (* pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created

Click Launch Instances to deploy the SonicWall NSv instance. Deployment takes few minutes.

[e:L1C 0 | aunch Instances

You can monitor the progress by viewing the instance in the EC2 Dashboard.

6. Disable source/destination checking:

a.
b.
C.

d.

Select Network interfaces on the Networking tab.

Choose the interface ID to go to the network interfaces page.

Select Choose Actions, Networking, Change source/destination check.

Clear the Enable , and click Save.

7. Toassign an Elastic IP, follow these steps:

a.

b. Right-click on a free Elastic IP and select Associate Elastic IPs. If no Elastic IPs are available,

C.

From the EC2 Dashboard left menu select Elastic IPs.

then click Allocate new address.

Services v  Resource Groups v %

Dedicated Hosts & Allocate new address [ECTIERG
“

Capacity
Heservations Q Fille by tags and atribules of search by keyword

T Name. - HasticlP - Allocation ID
AMis
Bundle Tasks L] B sipalloc-s S
u eipaloc i
s eipalog-re sne
Volumes P prRrp— AJGEG Tags
Snapshots . cipaloc s

Lifecycle Manager

o
ty Groups
| Elastic IPs

Choose the Resource type and Network Interface.

From the Network Interface drop-down menu, choose the first ENI (ethO) connected to the
SonicWall NSv Instance. That is the ENI connected to the public subnet. Refer to Instance details

page to help identify the ENI.
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Associate Elastic IP address

Choose the instance or network interface to associate to this Elastic IP address (15 G

Elastic IP address: 15. S

Resource type
Choose the type of resource with which to assoclate the Elastic IP address.

Instance
O Network interface

account. Learn more[4

address.
‘eni-0 M . S 4 70 Jan23 WAN)
[ s muipm— x| ©

Private IP address

The private IP address with which to aseociate the Elastic IP addrese.

Q

Reassociation
Specify whether the Elastic IP address can be reassociated with a different resource if it already associated with a resource.

Allow this Elastic IP address to be reassociated

A I you assaciate an Elastic IP address with an instance that already has an Elastic IP address associated, the
previously associated Elastic IP address will be disassociated, but the address will still be allocated to your

If no private IP address is specified, the Elastic IP address will be associated with the primary private IP

Cancel

d. Click Associate. This IP address can now be used to connect to the SonicWall NSv web

management interface.

8. Connect to the virtual machine web management interface:

a. Now that you have associated an Elastic IP to the SonicWall NSv instance, you are able to connect
to the web management interface by entering the IP address into your browser.

SONICWALL

Network Security Virtual

Usarname

Password

LOG IN

b. Enter the username admin and the password.

After installing and configuring the network settings for your NSv Series virtual machine, you can log into
SonicOS management and register it in your MySonicWall account. See Registering the NSv Virtual Machine as

BYOL from SonicOS.

Creating a Security Policy for Outbound

After registering of your SonicWall NSv Series, you can create security policy and apply security services such as
SonicWall Gateway Anti-Virus (GAV), Intrusion Prevention, Anti-Spyware Security, Botnet Filtering and Content

Filtering.
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To configure a Security Policy:

1.

© ©® N o o »

1.

12.

Navigate to Policy > Rules and Policies > Security Policy.
The Security Policy page is displayed.

Choose LAN to WAN in Zone Matrix Selector.

From the bottom of the Security Policy table, click Add.
The Adding Rule page is displayed.

SONICWALL _—
@ ooso1(ENER/ Foiicy

Adding Rule
Name allow LANZWAN any LAN Subnets to any Jan 2023 Securi ity Action X Deny @ Discard
e ) oo @ Pva () P
Schedule | Aways v 7
Descrpion
Security Rule Action rs ®
Source / Destination User & Country App/URL/Custom Match
SOURCE DESTINATION
Zone/Interface LAN - Zone/Interface ‘WAN A d
Address LAN Subnets v 70 Address  Any v /0
Port/Services Any v /70 Port/Services Any vy /70

Enter the policy Name and any identifying Tags you would like to enter to help sort your policies.
Enter a Description of the policy and its intent.

Select an Action, whether to Allow, Deny, or Discard access.

Specify the IP version in Type, IPv4 or IPv6.

Set your Security Policy's Priority.

Specify when the rule is applied by selecting a schedule or Schedule Group from the Schedule drop-
down menu.
Click Enable to activate the policy schedule and enable logging.

In the Source/Destination view, select the Source and Destination zones, and network address objects,
and Port/Services for each from the drop-down menus.

There are no default zones. Any is supported for both zone fields.

Source Destination
Zone/Interface LAN WAN
Address LAN Subnets (custom subnet) Any
Port/Services Any Any

Under Users, specify if this rule applies to all users or to an individual user or group in the Include drop-
down menu. You can exclude users as well using the Exclude drop-down menu.
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13. Under GEO Country, indicate a (From/To) Country from the drop-down menu.
14. Click Save, and continue with App/URL/Custom Match and Action Profile.

After creating security policy, apply security services. See Applying Security Services on Policies in NSv for
Outbound Traffic.

Applying Security Services on Policies in NSv for
Outbound Traffic

Security Rules define how the Security Rule Action policies react to matching events. You can create a custom
Security Rule Action object or select the predefined, default action.

To add the Security Action Profiles:

1. Navigate to Object > Action Profiles > Security Action Profile.
The Security Rule table is displayed.

a + Q ©
o
e ° 3 -
e
¢ ° -
I
° o s B
e PR |
e
o
o
o
O L EBME =3 ¢ -
[
(3
[
(3
7ReEe o [ -

2. Click +Add to add security action profile.
Or

Hover the mouse over the existing security profile, you can, Edit, Clone, or Delete Security Rule Action
policies. You can also configure Column elements.

SONICWALL —

i\ Match Objects

-+ Add

] # NAME PROPERTIES REFERENCES
b1 0 Security Profile Q@
b2 0 Botnet Profile Q

Hover over icons within the columns for additional information about the profile configuration, including
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enabled and disabled services, policy properties, referenced or associated policies, and so on.

Edit Security Action Profile

Action Profile Name | Jan 2023 Securty

¢ BudwdhQoS  AtVius  IntusonProventon  AnSpyware  BotnetFitor | ComtentFiter | BlockPage and Logging )
CONTENT FILTER PROFILE
enable Comtent iterng. @)
Content Filter Action | Nane v o
General Passphrase Confirm Consent Custom Header
Enable YouTube Restrict Mode ()
Enable e Search Enforcemant ® -

-
Enable Google Force Safe Search (). whecosies (I @

Deploying Windows 10 from Console

Create a Windows 10 Virtual Machine (VM) similar to the NSv on the AWS VPC, and configure the settings to
send the Windows 10 VM's outbound traffic to the NSv LAN interface, instead of using the AWS routing
infrastructure.
To deploy Windows 10 from the console, follow these steps:
1. Loginto the AWS GovCloud console.
a. Go tothe AWS management console at https://aws.amazon.com.
b. Log intothe AWS management console.

c. From the Services menu select EC2.

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms,

Q

¥ Recently visited services

{u} EC2 & vec

» All services

Build a solution
Get started with simple wizards and automated workflows,

Explore AWS

What's New in AWS GovCloud (US)

Read about all of the new services and features recently
made available in AWS GovCloud (US). Learn more [3

AWS GovCloud (US) Services in Scope

View a complete list of compliance authorization for each
AWS service in AWS GovCloud (US). Learn more [

AWS Marketplace for AWS GovCloud (US)

Find, buy, and deploy software products and services in
AWS GovCloud (US). There are 950+ products to choose
from, and hourly, manthly, annually, and multi-year
cantract terms are available. Learn more [

2. CreateaVPC

The virtual machine can be deployed on a new or existing VPC.

3. Inthe navigation pane, choose Your VPCs, Create VPC.
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4. Under Resources to create, choose VPC and more.Refer to the AWS documentation on how to create
a VPC at: https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html.

5. Follow these steps to launch the SonicWall NSv:

a. From the EC2 Dashboard select Launch Instance.

& C O hips

‘console.amazonaws-us-gov.com/ec2/home?region=us-gov-west- 1#Instances:

© NewEQ2Eperience o Instances (9) info
Telus whityou ik
Q Find instance by attribute or tag (case-sensitive)
£C2 bashboard D) Name v | Instance state
Event
e JDLNSv 870 © Running
Tags -
Win10 VM on X0 LAN NSv 870 ©Running
Limits
Win10 VM on 2nd LAN NSv 870 © Running
¥ instances 7] ShaneNsv-270 @ Running
Instances ] soh-testum-new-vpc @Running
Instance Types 0 Win10 VM Shane NSv 270 @ Running
Launch Templates []  Win10VM2 Shane NSv 270 @ Running
Spot Requests Jol-NSv-470-2022-1116 @ Running
I
feserved Instances 0] VMINSv-470-20221116 @ Running
Dedicated Hosts ‘
Capacity Reservations

v |
Qa
QQ
@a
@Q
L
@Q
!
@Q
@Q

1 ]
Instancetype v | Status check | Alarm status A
c5.2xlarge @2/2checkspassed Noalarms =+ us
c5large @ 2/2checks passed  Noalarms = us
c5.xlarge ©2/2checkspassed Noalarms - us
cslarge @2/2checks passed Noalarms 4 us
c5.2xarge © 2/2checks passed  Noalarms < us
¢5.xlarge @2/2checks passed  Noalarms 4 us
c5.4xiarge © 2/2 checks passed  Noalarms = us
¢5.xlarge @2/2checks passed  Noalarms 4 us
€5 xlarge @2/2checkspassed Noalarms 4 us

b. From the menu click AWS Marketplace and enter windows 10 into the Search box.

c. Selectthe Instance Type and select c5.2xlarge.

For guidance, refer to Product Matrix and Requirements and Supported NSv Series Models on

AWS.

1t

2. Choosa Instance Type S
Step 2: Choose an Instance Type

Amazon ECZ provdes 2 wide selection of inst s cptimized 1o fit different use c3ses. Instances are virtual servers that
networking capacily, give you the flexibility wse the aporopriate mix of resources for your applications. Leam more st

e by
Fiterby: | €5 ~ | Gurrentgeneration ~ ShowrHide Columns

Currently selected: ¢6.2xlaige {- ECUs, 6 vCPUs. 3.4 GHe, -, 16 GiB rmemory, EBS only)

INote: The venzor r2commends USng a 13.medium inst:

2 (or Kager) 10F IN@ DEst EXPEence Wt IS progucs,

run appicaticns. They have varying comainations of CPU, memery, storage, and
s and how they can meel your computing noeds.

Family e - vePus (0 Memary (BB} nstance Starsge (68) (i < FESOPHIIAGIERE ooy pectormance (i mx :
s c.iage 2 4 £85 anly Yes Up 1o 10 Gigabit Yes
o5 5 xiarge 4 8 EBS only Yes Up to 10 Gigabtt Yes
. o cs2darge 5 % EES anly Yea Up 16 10 Gigabit Yes
3 ©5.A%arge 16 2 EBS only Yes Up 10 10 Gigatit Yes
& S ouarge * 7 £85 cnly Yos 10GigabT Yes
= o5 12umege % o EBS caly Yos 12 Gigatit Yos

cancel  Previous [LEVEVTURIEIUEIN  Next: Configure Instance Detsils

d. Click Configure Instance Details.
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awo Services v  Resource Groups v %

1.Choose AMI  Z Chooselnstance Type 3. Configure Instance 4 Add Storage 5. /Add Tags 6 Configure Security Group 7.

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take
i | Launch into Auto Sealing Group (1)

[ Request Spot instances

Number of instances | ]w
Purchasing option (i)

Network (1)

[vpc-0bag96600ddab58c09 | example

v] C Create new VPC

Create new subnet

Auto-assign Public IP |

Placement group (1

Subnet (i)

[subnet-072c2649082850e4 | XTWAN | us-east-2a v |

243 IP Addresses available

[Use subnet sefting (Disable)

) Add instance to placement group

Capacity R

+ Network interfaces (¥

Device | Network Interface

Add Device

Monitoring |

EBS-optimized instance |

Tenancy |

Enable termination protection (j)

Subnet

[Open v] C Create new Capacity
IAMrole (00 [None 7] C Create new IAM role|
CPUoptions (1) [ Specify CPL options
Shutdown behavior (1) [Stop v

[ Protect against accidental termination

) Enable Cloud\Watch detailed monitoring
Addtional charges apply.

# Launch as EBS-optimized instance

| Shared - Run a shared hardware instance

Additional charges will apply for dedicated tenancy.

Primary IP

ethd [New network interface v | [subnet-072c2e82 v| | Auto-assign

Secondary IP addresses

Add IP

1. From the Network drop-down menu select a VPC to deploy the virtual machine on.

2. Select the subnet that is to be the public or WAN interface (X1) of the virtual machine.

To add additional Elastic Network Interfaces click Add Device.
New row appears for ENI eth1.

Select the Subnet drop-down menu.

Accept the default storage options by clicking Add Storage.

Click Add tags. Add metadata to the instance configuration to assist in identifying the SonicWall
NSv instance.

Step 3: Configure Instance Details
e

2 C create newdirectory

$) C create newlAM o

cor oo (CTEIIIRY o s sron

Click Configure Security Group. Leave the default settings, which allow SSH & RDP from any

source IP, as VM has no public IP.

SonicOS 7 Getting Started Guide for AWS
Installing SonicOS on the NSv Series

51



B & @ Usconwesty jase

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 6: Configure Security Group

Asecurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server ~
and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more
about Amazon EG2 security groups.

Assign a security group: ® Create a new security group.

O select an existing security group

Security group name:  [Microsoft Windows 10 Pro Desktop for Intel CPU - Critical Updates-Version 1-Aul|
Description: [This security group was generated by AWS Marketplace and is based on recomn |
Type (i Protocol (i Port Range (i Source (| Description (i
[ROP vl TCcP 3389 [Custom v [0.0.0.000 | [e.g. SSH for Admin Desktop Q
SSH ~ TCP 22 Custom __+[0.0.0.00 | [e.g. SSH for Admin Desktop [x]

Add Rule

Cancel  Previous [UETEVENCIET] S

j. Click Review and Launch. Review the instance details.

Click Launch. You are prompted to select Create a new key pair and choose RSA as key type

Click Launch Instances to deploy the SonicWall NSv instance. Deployment takes few minutes.
You can monitor the progress by viewing the instance in the EC2 Dashboard.

6. Change Routing Tables:

a. Change your LAN routing table to add a route with Destinationo.0.0.0/0 with Target to Network
Interface. This routes all your outbound traffic to the NSv X0 interface.

VPC > Routetables > rb-0e711a211cb4sS08 > Editroutes
Edit routes
Destination Target status propagated
presaseon Vpee.05T15e758727502 @hie No
172080724 Q al x| @ No
o
Gateway Load Balr int
Add route stance
ot
cancet [ rreien | I
AT Gatevay
Networkntert

Creating a Security Policy and NAT Policy for Inbound
RDP to the VM

To add address object for Windows 10 VM:

1. Navigate to the Object > Match Objects > Addresses page .
2. Click +Add at the top of the page.
The Address Object Settings dialog displays.
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4
5.
6
7

r gy |

Address Object Settings d
Name [ WinlO-VM-A—l ®

Zone Assignment LAN v

Type Host v

IP Address 172 Q.

Enter a friendly description such as win10-vM-A 172.x.y.z for the server’s private IP address in the
Name field.

Select the LAN to the server from the Zone Assignment drop-down menu.
Choose Host from the Type drop-down menu.
Enterthe 172.x.y.z IP address in the IP Address field.

Click Save.

To add Security policy:

1.

Navigate to Policy > Rules and Policies > Security Policy.
The Security Policy page is displayed.
Choose WAN to LAN in Zone Matrix Selector.

From the bottom of the Security Policy table, click Add.
The Adding Rule page is displayed.
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1.

12.

SONICWALL =
@ 00401 0NNEES/ Folic

A

Adding Rule

e Allow WAN2LAN ROP from Any to X1 IP Default Profile
Schedule  Amways

enabie (@0

Security Rule Action  Default Profile

SOURCE DESTINATION

Zonefinterface  WAN Zonefinterface  LAN

Enter the policy Name and any identifying Tags you would like to enter to help sort your policies.
Enter a Description of the policy and its intent.

Select an Action, whether to Allow, Deny, or Discard access.

Specify the IP version in Type, IPv4 or IPv6.

Set your Security Policy's Priority.

Specify when the rule is applied by selecting a schedule or Schedule Group from the Schedule drop-
down menu.

Click Enable to activate the policy schedule and enable logging.

In the Source/Destination select the following:

Source Destination
Zone/lnterface WAN LAN
Address Any X11P

Port/Services Any Terminal Services

Click Save.

To add NAT Policy:

1.

Navigate to Policy > Rules and Policies > Security Policy.
The NAT Policy page is displayed.

From the bottom of the Security Policy table, click Add.
The Adding Rule page is displayed.
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Adding NAT Rule ¢

Name | RDP to Winl0-VM-A Type @ 1Pva () IPv6 () NAT64

Enable ()

Tags add upto 3 tags, use comma as separator.

Comment provide a short description of your NAT Rule.

QOriginal / Translated Advanced / Actions High Availability

ORIGINAL TRANSLATED

Source | Any v /70 Source Original v| /0
Destination X11IP v /0 Destination Win10-VM-A 172 xyz v| /70
Service Terminal Services v /70 Service Original v /0

Inbound Interface X1 -

QOutbound Interface Any v

3. Enter the policy Name and any identifying Tags you would like to enter to help sort your policies.
4. Enter a Comment of the policy and its intent.
5. Setyour Original/ Translated.

a. Under Original select the following:

Source Any

Destination X11P

Service Terminal Services
Inbound Interface X1

Outbound Interface Any

b. Under Translated select the following:

Source Original
Destination Win10-VM-A 172.x.y.z
Service Original

6. Click Save.

In Remote Desktop Connection, run the VM using the same Elastic public IP used for logging into the NSv web
interface, and the VM can get to the internet through the NSv firewall.
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& 15. 8P Remote Desktop Connection

Subnet
Defaul

Troubleshooting Installation Configuration

If the NSv fails to come up, follow the instruction in to go to the NSv
Management Console window or the SonicOS CLI window. Check the boot messages:

® | NOTE: The error messages that follow indicate that the virtual machine cannot boot.

Insufficient Memory Assignment

The following messages appear when the virtual machine has insufficient memory. This might occur when doing
an NSy installation or an NSv product upgrade.

SonicOS boot message:

Insufficient memory 4 GB, minimum memory required 10 GB for NSv model: “NSv 800 Beta” Power

off the Network Security virtual machine and assign 10 GB to this virtual machine.

This message can also appear in the Management Console logs as shown in the following images.
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localhost Initializing SonicWall support services

ystem Info :10: localhost Completed configuring the operating environment for SonicOS
|Hanagement Hetwork :10: localhost
| Test Managenent Network 110: localhost
iDiagmostics 110: localhost Total memory installed 4160884 Kb
INTP Server :10: localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge
| Lockdouwn Mode :10:97 localhost CPU count: Z, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
iSystem Update =10: localhost Configuring the operating environment for SonicOS
Reboot | Shutdoun e
| About 106: localhost Initializing SomicWall support seruices

I localhost Completed configuring the operating environment for SonicDS
localhost
localhost Total memory installed 4160884 Kb
localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge
localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 0 1.90GHz"
ocalhos

—— Reboot
Mar 30 15:05: localhost Unconfigure the operating enwvironment for SonicD3

Mar 30 15:02: localhost Initializing SomicWall support services

Mar 30 15:02: localhost Completed configuring the operating enuvironment for SonicOS

Mar 30 15:02: localhost

Mar 30 15:02: localhost Total memory installed 4160884 Kb

Mar 02: localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge

Mar 102 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU ES-Z2420 0 @ 1.90GHz"
Mar 02 localhost Configuring the operating environment for SonicOS

—— Reboot

Mar 30 15:01: localhost Unconfigure the operating enuvironment for SonicO3S

Mar 30 14:59: localhost Initializing SonicWall support services

HMar 30 14:59: localhost Completed configuring the operating environment for SonicOS
Mar 30 14:59: localhost

Mar 30 14:59: localhost Total memory installed 4160864 Kb

Mar 30 14:59: localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge
Mar 30 14:59: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 14:59: localhost Configuring the operating environment for SonicD3

—— Reboot

Mar 30 14:59: localhost Unconfigure the operating environment for SonicD3

Mar 30 14:54: localhost Initializing Somiclall support services

Mar 30 14:54: localhost Completed configuring the operating environment for SonicOS
Mar 30 14:54: localhost

Mar 30 14:54: localhost Total memory installed 4160884 Kb

Mar 30 14:54: localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge
Mar 30 14:54: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 14:54: localhost Configuring the operating enuvironment for Sonic03

—— Reboot

Mar 30 14 5 localhost Unconfigure the operating environment for Sonic03

Mar 30 14 8 localhost Initializing SonicWall support services

Memory might be insufficient without an insufficient memory log entry:
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fer localhost Initializing SonicWall support services
System Info i b localhost Completed configuring the operating enviromment for Soni
Management Network 2
Test Managerent Network NSu model supports 8 Cl current count is
Diagnostics
NTP Server Mar 30 14:44: localhost CPU Flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
Lockdown Mode Har 30 14:44: localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
8ystem Update Har 30 14:44: localhost Configuring the operating environment for SonicOS
Reboot | Shutdown — Reboot
About Mar 30 14:43: localhost Unconfigure the operating environment for SonicOS
Lo Mar 30 14:39: localhost
Mar 30 14:35: localhost Initializing SonicWall support services
Mar 30 14:35: localhost Completed configuring the operating environment for SonicOS
Mar 30 14:35: localhost Mo system information file available
Mar 30 14:35: localhost Total memory installed 8172916 Kb
Mar 30 14:35: localhost CPU Flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
Mar 30 14:35:17 localhost CPU count: Z, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Har 30 14:35: localhost Configuring the operating environment for SonicOS

PAYG Installation Errors

Insufficient Interfaces

When less than two network interfaces are assigned to the EC2 instance the following error message appears on
the console:

R R R S R S R R R R I I I I I I I I I I i I I I I S I S

NSv requires at minimum 2 ENI, power down and add addition ENI

KA A A A AR AR A A A A A A AR A A A A A A KA I A A AA KR A A A AAA AR AR AFAAA AR AR A A AR A AR A AR K * K

Unable to Contact Provisioning Service

When the EC2 instance cannot contact the provisioning service, the following error message appears on the
console.

KA A AR A A A AR A A A A A A AR A A A AR A A A AR A A A A A A AR A AR A A A A A A AR AR A A A A AR A AR AR AR A A I A A ARk A kK
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Cannot contact provisioning service, check that internet access is provided

R R I R R I R I e S R R I S R R S R e S I I I I S S e I I S S

To resolve this error, check:
» Does the EC2 instance have a public IP (Elastic IP) assigned?
* Ifnot, is it configured to access the internet by way of an internet gateway?

« If the virtual machine is not configured to access the internet on initialization, then it is not able to
acquire a serial number.

 Afterinitialization the EC2 instance can be isolated again.
» Check that the security group is not blocking access to internet.
 Ifitis, then the customer should enable access temporarily.

 Ifthey wish to restrict it, then use the IP address associated with

instanceregister.soniccore.cloud.eng.sonicwall.com.
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Licensing and Registering Your NSv

You can choose to prepay for a fixed license period, or pay a recurring fee. You make this choice when selecting
the subscription type in the AWS marketplace. Installation procedures for these two options are identical, but
registration steps differ.

@ | IMPORTANT: There is no migration path between BYOL and PAYG options, so if you choose to change the
licensing model, it is necessary to first export the configuration data from the NSv instance and then disable
it. You can then import the configuration data into a new NSv instance with the preferred licensing model.

The following topics describe how to deploy your NSv using these two approaches: BYOL (Bring Your Own
License) and PAYG (Pay As You Go).
Topics:

« Registering the NSv Appliance as BYOL from SonicOS
e Registering the NSv Appliance as PAYG

Registering the NSv Virtual Machine as BYOL
from SonicOS

This section describes how to register an NSv when it is being deployed as “Bring Your Own License” (BYOL).

After you have installed and configured network settings for your NSv Series virtual machine, you can log into
SonicOS management and register it in your MySonicWall account. Registration of your SonicWall NSv Series
follows the same process as for SonicWall hardware-based appliances.

@ | NOTE: System functionality is extremely limited if registration is not completed. See Using System
Diagnostics for more information.

To register your NSv virtual machine:
1. Point your browser to your NSv Series WAN or LAN IP address and log in as the administrator.

2. Onthe HOME | Dashboard > System > Summary page, click Register Device.
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SO N ICWA‘LL- 4= NSv Unlicensed 2 HOME

(& 000000000000 / Home

= Dashboard
—  System O

Legal Information TRAFFIC DISTRIBUTION

Summary

TOP USERS

@ AP

Device Registration needed

( Register Device )

OBSERVED THREATS SERVICES SUMMARY

3. Atthis point you can log into MySonicWall and name the NSy installation while providing the serial number
and authorization code to complete registration. Or, if you are unable to reach MySonicWall, use the
Keyset, Serial Number, Authorization, and Registration codes provided by your SonicWall

representative.

(= NSv Unlicensed DEVICE

Configuration O ‘, N

Security Services Summary ‘ Settings

MANAGE SECURITY SERVICES ONLINE MANUAL UPGRADE
There are two methods to activate, upgrade or renew services.
1.Goto M NiC m , then come back and synchronize your changes Enter keyset
2. Make changes to the available Licenses on the
 Register
A e Serial
Number *
Auth Code *

Registration
Code *

4. After you are finished, log in to SonicOS and go to DEVICE | Settings > Licenses to check that the
licensing is complete.
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Registering the NSv Virtual Machine as PAYG

This section describes how to register an NSv when it is being deployed as “Pay As You Go” (PAYG). The choice

to use PAYG is made as you initiate subscription in the AWS Marketplace.

o aws marketplace

Categories v Delivery Methods Solutions v AWSIQ ¥ Your Saved List Partners  Sell In AWS Marketplace
+ ] - s
SonicWall NSv (Firewall/Security/VPN/Router) - PAYG | Continuet ]
SON| CWALL By: SonicWall ('  Latest Version: 7.0.0-1036
The SonicWall Network Security virtual (NSv) firewall series brings industry leading next-
generation firewall capabilities such as application control, IPS, TLS/SSL decryption and Tynical Tatal Price:
v Show more $0.655/hr
. . o . tance for services
Linux/Unix  #f&<sr 1 AWS review | 80 external reviews () East (N
Overview Pricing Usage Support Reviews

Product Overview

SonicWall Network Security virtual (NSv) firewall series brings industry leading
next-generation firewall (NGFW) capabilities such as application intelligence and .
control, real-time monitoring, IPS, TLS/SSL decryption and inspection, advanced S
threat protection (ATP), VPN and network segmentation capabilities to protect — |
your AWS environment. NSv virtual firewalls support the same security and
networking features in SonicWall physical NGFW appliances including our
patented Reassembly-Free Deep Packet Inspection (RFDPI) technology and
award-winning Capture ATP sandbox with Real-Time Deep Memory Inspection
(RTDMI) for advanced threat protection.

> 0:00/235
Centrally manage all your firewalls using the SenicWall Capture Security Center
(CSC) to maintain consistent security policies across cloud and on-premises
environments. The solution helps you implement security best practices and
meet compliance standards. °

After you have installed and configured network settings for the NSv as described in Installing SonicOS on the

NSv Series, log in to the web management interface. To find the IPv4 address for the web management interface,

log into the Management Console as described in Connecting to the Management Console with SSH.

@ | NOTE: To ensure access to SonicWall Technical Support, creating a MySonicWall account is
recommended. You can create an account at https://www.mysonicwall.com/muir/signup. An account at
MySonicWall offers advantages:

 |tallows you send diagnostics from your virtual machine directly to SonicWall Technical Support.
e |t supports easy initiation of support cases online. See: https://www.sonicwall.com/support/knowledge-
base/?sol_id=170814110235888
To link your NSv Series virtual machine to MySonicWall:

1. Enter the username and password and log into SonicOS on the NSv .
@® | NOTE: Ensure to use the new password if you have updated the default password.

Navigate to HOME | Dashboard > System.
On the Devices screen, locate the Assign Token under the General section.

Copy the Assign Token value into your clipboard. For example, this is a string such as “fkqQp5vD.”

o > 0 DN

Log into MySonicWall at https://www.mysonicwall.com/muir/login.
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6.
7.

Navigate to Register Products, and start by selecting a Tenant.

Under the tenant name, enter the Assign Token value and type in a Friendly Name for the NSv.

SONICWALL' = MySonicWall

Register Products

rd

1t Products
2 CHOOSE A TENANT PRODUCT REGISTRATION DETAILS
Register Products
User Groups
TechPubs
Product Management
JEe fkqQpEVD N [ My NSv PAYG| Firewall

=+ Register another serial number
Reports

UTILITIES

’}ﬁ Tools

< Download CSV. template < Upload .CSV for bulk registration Cancel Choose management options

Click Choose management options and make your management selection in the next screen. Select
Cloud to manage the NSv from SonicWall Network Security Manager (NSM), or select On-Box to
manage it from the SonicOS web management interface.

Click Done.

In SonicOS, navigate to DEVICE | Settings > Licenses to check that licensing is complete.
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SonicOS Management

Topics:

e Managing SonicOS on the NSv Series

¢ Using System Diagnostics

Managing SonicOS on the NSv Series

The X1 interface is the default WAN Interface and is set to use DHCP addressing by default, with HTTPS
management enabled. To ease testing, you can utilize a DHCP server on the X1 connected network. If DHCP is
not available, use the console to access the CLI and configure a static IP address.

The X0 interface is the default LAN interface, and also has HTTPS management enabled. Its IP address is set to
192.168.168.168 by default. You can map this interface to your own network during initial deployment of the
OVF template. After deployment, you can reconfigure the IP address to an address in your network.

To log into SonicOS for management of the NSv:

1. Point your browser to either the LAN or WAN IP address. The login screen is displayed.
When the X1 WAN interface is using DHCP addressing, DNS is also enabled. You can generally access
the WAN address from any machine in your network.
If you have an existing network on 192.168.168.0/24 in your environment, you can access the default IP
address of the X0 LAN interface of your NSv Series from a computer on that network for SonicOS
management. The NSv Series X0 IP addressis 192.168.168.168 by default.

2. Enter the administrator credentials.
Your default password must be changed at first time while logging in after upgrade. Create a password
that meets the security requirements. A password should have at least one uppercase letter, one
lowercase letter, one number, and one special character. For example, MyP@sswOrd.
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SONICWALL

Network Security Appliance

Your default password must be changed at first time login

Please enter a new password:

Old Password
MNew Password

Confirm New Password

a. Inthe Old Password text box, enter your default password.
b. Inthe New Password text box, enter your new password.
c. Inthe Confirm Password text box, re-enter the new password.

3. Click Change Password.
The SonicOS management interface is displayed. You can navigate and update the configuration just as
you would with any SonicWall network security virtual machine

Using System Diagnostics

Check Network Settings, at DEVICE | Diagnostics > Check Network Settings. is a diagnostic tool that
automatically checks the network connectivity and service availability of several predefined functional areas of
the NSv Series, returns the results, and attempts to describe the causes if any exceptions are detected. This tool
helps you locate the problem area when users encounter a network problem.
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{= NSv Unlicensed DEVICE N ( U (
* — A Y \ -
SONICWALL .
( 004010388524 / Device / Diagnostics / Check Network Settings Configuration () Nd|
(
IPv4 IPv6
| GENERAL NETWORK CONNECTION
& Test All Selec
D SERVER IP ADDRESS TEST RESULTS NOTES TIMESTAMP PROGRESS
g . Ping responded Ping sent 3 pkts, received
nd Settings 4
() Default Gateway (X1) = 10203261 coceneetaly Iokte average <5 me | 08232020 175450
() DNsserver1 - 1050129148
plolaarabity () oNsSemer2 2 1050.120.149
= Total: 3 item(s)
< AppFlow
I SECURITY MANAGEMENT
& Test All Selec

D SERVER IP ADDRESS TEST RESULTS NOTES TIMESTAMP PROGRESS
m My SonicWall >

Specifically, Check Network Settings automatically tests the following functions:
e Default Gateway settings
e DNS settings
e MySonicWall server connectivity
e License Manager server connectivity
e Content Filter server connectivity

To use the Check Network Settings tool, first select it in the Diagnostics drop-down menu and then click the
check box in the row for the item that you want to test. The results are displayed in the same row. A green check
mark signifies a successful test, and a red X indicates that there is a problem.

To test multiple items at the same time, select the Server checkbox at the top of the table to select all items or
select the checkbox for each desired item and then click TEST ALL SELECTED.

If the probes fail, you can click the arrow to the left of the IP Address field of the failed item to jump to the
configuration page to investigate the root cause.
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Using the Virtual Console and SafeMode

Topics:

¢ Connecting to the Management Console with SSH
* Navigating the NSv Management Console

¢ Using SafeMode on the NSv

e Using the SafeMode Web Interface

Connecting to the Management Console with
SSH

SSH is used to connect to the virtual console of an NSv.

Logging in by way of SSH is only possible through the certificate file configured during the NSv deployment.

To connect from Linux, refer to the AWS documentation on how to connect to the SonicWall NSv EC2 instance:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessinglnstancesLinux.html

To connect from Windows, refer to AWS documentation:

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

To connect to the management console from the command line:

1. Survey the AWS documentation referenced previously.

2. Navigate to the AWS EC2 Management Console and view the Instances page for your NSv.
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Copy and paste the Instance ID and IPv4 address into a temporary file.

Refer to the instructions in the AWS documentation referenced previously.

When ready to connect using the ssh command from Linux or with Putty from Windows, use management
as the SSH username.

For example, from Linux:

ssh -1 /path/my-key-pair.pem management@ec2-198-51-100-1.compute-1.amazonaws.com

From Windows, with PuTTY: in the Host Name box, enter management@<public dns name>.

The .pem (on Linux) or .ppk (on Windows) file created from the key pair for your NSv instance is used to
authenticate the SSH session, as explained in the AWS documentation.

The orange NSv Management Console displays.

@® | NOTE: The address to log into the web interface is given in the lower right of the display.
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You can switch to the black SonicOS CLI window by pressing Ctrl+s and then the spacebar. If you are
prompted to log in at the User prompt,

7. Enter the SonicOS administrator credentials (default: admin / password where password is the Instance
ID given by your SonicWall representative).

lSonicWall (e} 2018 | Uptime 21 hours, 13 minutes = ar] to switch consolej

See for more information about the options in the NSv management
console.

Navigating the NSv Management Console

The NSv management console provides options for viewing and changing system and network settings, running
diagnostics, rebooting SonicOS, and other functions.

You can connect to the NSv management console by using PuTTY or a similar application to SSH to the public IP
address of an NSv.

To navigate and use the management console:

1. Press Ctrl+s and then press the spacebar to toggle between the SSH virtual console or NSv remote
console and the NSv management console. That is, press the Ctrl key and ‘s’ key together, then release
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and press the spacebar. The NSv management console has an orange background.

mént.Hetuork

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

Systen Update

Reboot | Shutdown

About

Logs

The main menu is displayed in the side menu (left pane). Use the up/down arrow keys to move the focus
between menu items. As the focus shifts, the right pane displays the options and information for that menu
item. The currently selected item is highlighted in black.

Press the Tab key to move the focus from side menu to the main view (right pane), or vice versa.

In the main view, use the up/down arrow keys to move the focus between options. Items shown inside
square brackets denote actionable items.

To select an option for editing or to choose the associated action, use the up/down arrow keys to move the
focus to the editable/actionable items and press the Enter key.

An edit/selection dialog is displayed in the middle of the main view following the option list. Some dialogs
have selectable actions and some are information only:

Some dialogs are for input:
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6. Use the arrow keys as needed to move between selections in the dialog. To change a value, press
Backspace to erase each character, then type in the new value. When ready, press Enter to commit the
change or perform the selected action. You can dismiss the dialog by pressing Esc.

The NSv management menu choices are described in the following sections:
e System Info
¢ Management Network or Network Interfaces
* Test Management Network
» Diagnostics
e NTP Server
* Lockdown Mode
e System Update
¢ Reboot | Shutdown
* About
* Logs

System Info

ﬁ; I Ent.Netunrk
Test Management Network

Diagnostics

NTP Seruer
Lockdown Mode
System Update
Reboot | Shutdoun
About

Logs

Some of the information in the System Info screen is dynamic. The following information is displayed:
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Model — This is the model of the NSv virtual machine.
Product code — This is the product code of the NSv virtual machine.

Serial Number — The serial number for the virtual machine; this is a number unique to every NSv instance
deployed. This number can be used to identify the NSv virtual machine on MySonicWall.

Model Name — This is the model name of the NSv virtual machine.

SonicOS Version — This is the currently running SonicOS version of the NSv virtual machine.
GUID - Every NSv instance has a GUID that is displayed here.

System Time — This is the current system time on the NSv virtual machine.

Up Time — This is the total time that the NSv virtual machine has been running.

Average Load — This shows the average CPU load for the last 1 minute, 5 minutes and 10 minutes. You
can change the Average load time durations to view the CPU load over longer or shorter time periods.

SonicOS - This presents the current state of the SonicOS service on the NSv. Operational is displayed
here when the SonicOS service is running normally, Not Operational when there is a problem with the
service and Operational (debug) if the service is currently running in debug mode.

Management Network or Network Interfaces

NETWORK INTERFACES SCREEN

24070 40 W1 - PuUTTY - o X

In this screen, the network settings are read-only except when the management console is in SafeMode. In
SafeMode, you can configure these settings.

Management Interface — This is the current interface serving as the management interface. This defaults
to X1.

IPv4 Address — This is the IPv4 address currently assigned to the management interface.
Netmask — This is the netmask currently assigned to the management interface.
Mac Address — This is the MAC address of the management interface.

IPv6 address — This is the IPv6 address currently assigned to the management interface.
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e Gateway — This is the default gateway currently in use by the NSv virtual machine.

 DNS —This is a list of the DNS servers currently being used by the NSv virtual machine.

Test Management Network

The Test Management Network screen is displayed for an NSv, but not for an NSv. In an NSy, the Ping and
Nslookup commands are available on the Diagnostics screen.

System Info

Management Network

Test Management Network
Diaymuslics

NTP Seruver

Lockdoun Mode

System Update

Reboot | Shutdown

About

Logs

The Test Management Network screen provides the Ping and Nslookup tools to test connectivity between the
management interface and the local network. Ping is used to test whether hosts in the network are reachable.
Nslookup is available for sending DNS queries from the NSv virtual machine.

To use Ping:

1. Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.

2. Select Ping to highlight it and then press Enter to display the Enter IP address dialog.

3. Navigate into the dialog, press Backspace to clear the current value, and then type in the IP address that
you want to ping.

4. Press Enter.
The ping output is displayed in the Ping host dialog.
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5. Pressthe Esc key to close the dialog.

To use Nslookup:

1. Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.

2. Select Nslookup to highlight it and press Enter to display the Enter hostname dialog.

Systen Info

Hanagement Network

Test Management Network
Diagnostics

NTP Server

Lockdown Hode

Systen Update

Reboot | Shutdoun
fibout

Logs

3. Navigate into the dialog, press Backspace to clear the current value, and then type in the hostname that
you want to look up with a DNS query.

4. Press Enter.
The Nslookup query results are displayed in an information dialog. You can scroll up and down within the
dialog by using the up/down arrow keys.

5. Pressthe Esc key to close the dialog.

SonicOS 7 Getting Started Guide for AWS 74
Using the Virtual Console and SafeMode



Diagnostics

Sgstém Info
Management Network
Test Management Network

NTFP Server
Lockdoun Mode
Reboot | Shutdown
About

Logs

In the Diagnostics screen, you can send diagnostics to SonicWall Technical Support. This has the same
functionality as clicking SEND DIAGNOSTIC REPORTS TO SUPPORT in the INVESTIGATE | Tools | System
Diagnostics page of the SonicOS web management interface.

@ | NOTE: Your NSv virtual machine must have internet access to send the diagnostics report to SonicWall
Support.

To send the diagnostics report, select Send in the main view to highlight it, then press Enter. A dialog box
showing the diagnostics send output is displayed. The last message indicates success or failure.

Systen Info

Hanagement Netuwork
Test Management Network
Diagnostics

NTP Seruver

Lockdoun Hode

System Update

Reboot | Shutdoun
fibout

Logs

Press the Esc key to close the dialog.

Any errors during the Send process are displayed in the Send diagnostics dialog box.
Common reasons for the report failing to send include:

e Misconfigured/missing default gateway

* Misconfigured/missing DNS servers

* Inline proxy

® | NOTE: The Send Diagnostics tool does not currently work through HTTP proxies.
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NTP Server

Systen Info

Management Network

Test Management Netuwork
Diagnostics

Lockdown Mode
Reboot 1 Shutdown
About

Logs

In the NTP Server screen, you can synchronize with an NTP server. For complete NTP Server configuration
options, log into the SonicOS management interface and navigate to the MANAGE | Appliance > System Time
page.

The NTP Server screen displays the following information:

* Sync with NTP server — This button forces the NSv virtual machine’s NTP client to perform a sync with
the configured NTP server(s).

¢ Current time — The current time on the NSv virtual machine.

¢ Network time enabled — A Yes/No value determining whether the NTP client is currently configured to
keep in sync with an NTP server.

e NTP synchronized — A Yes/No value determining if the NSv virtual machine is currently synchronized
with the configured NTP server(s).

Lockdown Mode

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Reboot | Shutdoun
About
Logs

In the Lockdown Mode screen, you can enable Strict Lockdown mode. When enabled, the management
console is effectively disabled. A dialog box that cannot be closed is permanently displayed on the management
console. This prevents any person from accessing the management console.

To enable Strict Lockdown mode, select Enable and then press Enter.

/\ | CAUTION: Be careful about enabling Strict Lockdown mode. Strict Lockdown mode cannot be
disabled.
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Temporary Lockdown Mode

A temporary lockdown mode can be enabled and disabled in SonicOS on the MANAGE | Appliance > Base
Settings page. You can enable lockdown mode by clearing the Enable management console checkbox under
the Advanced Management section, and can disable lockdown mode by selecting the checkbox. Click ACCEPT
after each change.

The management console is automatically enabled/disabled a few seconds after it has been enabled/disabled in
the SonicOS web interface page.

System Update

The System Update screen is available on NSv.

S240% @ w -puTTY - o 4

Reboot | Shutdown

System Info

Management Network

Test Management Network
Diagnostics

NTP Server
Lockdown Mode

About
Logs
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The Reboot | Shutdown screen provides functions for rebooting the NSv virtual machine, enabling debug mode,

and enabling SafeMode. To perform an action, position the focus and then press Enter to select the desired
action. Select Yes in the confirmation dialog, then press Enter again.

The actions available on the Reboot | Shutdown screen are:
* Reboot SonicWall — Restarts the NSv Series virtual machine with current configuration settings.
e Shutdown SonicWall — Powers off the NSv Series virtual machine.

e Boot with factory default settings — Restarts the NSv Series virtual machine using factory default
settings. All configuration settings are erased.

¢ Boot SonicWall into debug — Restarts the NSv Series virtual machine into debug mode. Normally this

operation is performed under the guidance of SonicWall Technical Support.

¢ Boot SonicWall into safemode — Puts the NSv Series virtual machine into SafeMode. For more
information, see Using SafeMode on the NSv.

About

Sgstén Info
Management Network
Test Management Network

Diagmostics

NTP Server
Lockdoun Hode
Reboot | Shutdown

The About screen provides information about the software version and build.

The Logs screen displays log events for the NSv virtual machine.

25 H localhost Automatic secure crash analysis reporting is enabled
Systen Info 25 localhost Periodic secure diagnostic reporting for support purposes is enabled
Managenent Network 25 localhost Initializing SonicWall support services
Test Management Network 25 20: localhost Completed configuring the operating environment for Sonic0S
Diagnostics 25 localhost Completed configuring the operating environment for Sonic0S
NTP Server 25 localhost Model: "NSu 800" supports 8 CPU, current CPU count is only 2, for im
Lockdoun Mode 25 localhost Total memory installed 10237296 Kb
Systen Update 25 localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge nca
Reboot | Shutdoun 25 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2690 u3 @ 2.60GHz"
About pr 25 localhost Configuring the operating environment for SonicOS
y —— Reboot

fpr 25 H localhost Unconfigure the operating environment for SonicOS

Apr 25 localhost Automatic secure crash analysis reporting is enabled

Apr 25 localhost Periodic secure diagnostic reporting for support purposes is enabled

fApr 25 localhost Initializing SonicWall support services

fApr 25 localhost Completed configuring the operating environment for Sonic0S

Apr 25 localhost No system information file available

Apr 25 localhost Total memory installed 10237296 Kb

Apr 25 localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge mca

Apr 25 20:04:25 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2690 u3 @ 2.60GHz"
Apr 25 20:04:24 localhost Configuring the operating environment for SonicOS
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Using SafeMode on the NSv

The NSv virtual machine enters SafeMode when SonicOS restarts three times unexpectedly within 200 seconds.
When the NSv virtual machine is in SafeMode, the virtual machine starts with a very limited set of services and
features enabled. This is useful when trying to troubleshoot issues. The NSv virtual machine can also be
configured to boot into SafeMode by using the Reboot | Shutdown screen in the NSv management console.

Topics:

¢ How Management Console Differs in SafeMode

e Entering SafeMode

How Management Console Differs in SafeMode

In SafeMode, some of the features the management console provides are different in the following ways:

e Configurable interfaces
e Configurable default gateway

e Configurable DNS servers
@® | NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

When the NSv is in SafeMode, the SonicOS service is one of the services that is not enabled and is shown as Not
operational on the SafeMode System Info screen.

Entering SafeMode

After booting into SafeMode, the Management Console always starts with the System Info screen.

Management Network

Test Management Network
Diagnostics

NIP Server

System Update

Reboot | Shutdown

About

Logs
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@ | NOTE: To exit SafeMode, disable it on the Reboot | Shutdown screen or deploy a new firmware image. See
Disabling SafeMode and Installing a New SonicOS Version in SafeMode for more information.

Topics:

e Enabling SafeMode
» Disabling SafeMode

» Configuring the Management Network in SafeMode

Enabling SafeMode

SafeMode can be enabled from the management console.

To enable SafeMode:

1. Access the NSv management console as described in one of:
e For NSy, see: Connecting to the Console with SSH
2. Inthe console, select the Reboot | Shutdown option and then press Enter.

3. Navigate down to the Boot SonicWall into safemode option to highlight Enable, and then press Enter.

Systen Info
Ha nt Network
ment Network

Systen Update
Reboot | Shutdoun
About

Logs

4. Select Yes in the confirmation dialog.

5. Press Enter.
The NSv immediately reboots and comes back up in SafeMode.

@ | NOTE: In SafeMode, the web interface is served from an HTTP server. The HTTPS server is not
started in SafeMode.
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Disabling SafeMode

To disable SafeMode:

1.

3.
4.

In the SafeMode menu in the NSv management console, select the Reboot | Shutdown option and press

Enter.

In the Reboot | Shutdown screen, navigate down to the Boot SonicWall into safemode option to
highlight Disable, and then press Enter.

Sgétem fnfn
Managenent Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot 1 Shutdown

About

Logs

Select Yes in the confirmation dialog.

Press Enter.
The NSv immediately reboots and boots up in normal mode.

Configuring the Management Network in SafeMode

When the Management Console is in SafeMode, the Management Network screen in the NSv management
console provides features to configure the NSv virtual machine interfaces:

Management Interface — This is the currently selected interface. This defaults to X1. Use this to select
any of the NSv virtual machine interfaces.

IPv4 Address — The current IPv4 address currently assigned to the Management Interface.
Netmask — The current Netmask assigned to the Management Interface.

Mac Address — The MAC address of the Management Interface.

IPv6 Address — The currently assigned IPv6 address of the Management Interface.
Gateway — The current Default Gateway currently in use by the NSv virtual machine.

DNS — A list of the current DNS servers currently being used by the NSv virtual machine.

Changes made to interfaces in SafeMode are not persistent between reboots.
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Topics:

¢ Configuring Interface Settings

¢ Disabling an Interface

Configuring Interface Settings

In SafeMode, the Management Network screen includes editable and actionable items that are read-only when
the management console is in normal mode.

NTP Server
System Update
Reboot | Shutdoun
About

Logs

To edit an interface:

1. Inthe SafeMode Management Network screen, select the Management interface option and then
press Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.
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Diagnustiég
NTP Seruer
Systen Update

Reboot | Shutdown
About
Logs

2. Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

3. Toeditthe IPv4 address, select IPv4 Address on the screen and press Enter.
The on-screen dialog displays the current IP address.

4. Navigate into the dialog and make the desired changes, then press Enter to close the dialog or press Esc
to cancel and close the dialog.

5. Two new buttons appear on the screen after you make changes to an interface setting: Save changes or
Cancel. You can use the Tab key to navigate to these buttons.

System Info

Management Network
Test Management Network
Diagnostics

NTP Server

Systen Update

Reboot | Shutdoun
About

Logs

@ | NOTE: You cannot navigate to the left navigation pane until you either save changes or cancel using
these buttons.

Do one of the following:
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« To make changes to other settings for this interface, navigate to the desired setting, press Enter, make

the changes in the dialog, then press Enter to close the dialog for that setting. Repeat for other settings,

as needed.

« |[ffinished making changes to the settings for this interface, press Tab to navigate to the Save changes

button and then press Enter to save your changes.

* Press Tab to navigate to the Cancel button and then press Enter to cancel all changes to the settings for

this interface.

Disabling an Interface

You can disable an interface while in SafeMode.

To disable an interface:

1. Inthe SafeMode Management Network screen, select the Management interface option.
2. Press Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.
3. Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed
previously on the interface selection dialog.

4. SelectIPv4 Address and press Enter.
The onscreen dialog displays the current IP address.

5. Navigate into the dialog and change the IP addressto 0.0.0.0, then press Enter.

System Info

Management Network

Test Management Network
Diagnostics

NIP Server

System Update

Reboot | Shutdown
fibout
Logs

Save changes displays.

6. Press Tab to navigate to Save changes and then press Enter.
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The interface is disabled.

Using the SafeMode Web Interface

In addition to SafeMode in the NSv management console, there is also a SafeMode web interface that provides
image upgrade and log download functions. You can also lock or unlock the NSv management console from the
SafeMode web interface.

Topics:

* Accessing the SafeMode Web Interface

* Entering/Exiting SafeMode

¢ Locking and Unlocking the Management Console
¢ Downloading the SafeMode Logs

¢ Uploading a New Image in SafeMode
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Accessing the SafeMode Web Interface

To access the SafeMode web interface:

1. Navigate to the AWS E2C Management Console page and view the Instances page for your NSv.
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2. Inthe Instances page, locate the public IP address assigned to the NSv and the Instance ID for your NSv.

You can access the SafeMode web interface at the public IP address of the NSv, and you must
authenticate to gain access.

@® | NOTE: In SafeMode, the web management interface is only available by way of http (not https).

The web interface address is also given on the management console screen as shown in the following
image.
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3. Gointo the management console and boot into SafeMode. See Entering SafeMode under Using
SafeMode on the NSv.

4. Inaweb browser, navigate to http://<NSv public IP address>, using the applicable IP address. The
SafeMode authentication screen displays.

= -
O Sorsoned N T MDA X[ Coraowsd ) Nmerrk S X Coniewl - Mbestcstion M | 4
€ & C @ novsoowe] 13.56.1 080 # 000 &« & @ :

SONICWALL  tistwork Secunmy Vi

AWS FC 2 Entaica 10

5. Inthe AWS EC2 Instance ID field, enter the Instance ID for the NSv.
6. Click Authenticate. The SafeMode web interface displays.

SONICWALL"  network Security virual

SonicOS is running in Safe Mode

Safe Mode will allow you to do any of the following: SonicOS Product Info
2 Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team Model: NSv Unlicensed
> Upload new SonicOS application images Product Code: 70000
> Boot your choice of application image GUID: ~
> Restore the settings to their factory defaull values Serial Number:

Dewnload Safe Mode Logs

Image Management

Restat @ efresh ' Upload Image

Import Date Last Used Date Status Boot Image Actions

Current Image Version v
4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Neot Running: Safe Mode @ NIA
9 -

6.5.0.2-8v-sonicosv-
37--25793204

Entering/Exiting SafeMode

Enter SafeMode as described in Accessing the SafeMode Web Interface.
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Exit by either uploading a new SonicOS images or by going to the management console and rebooting into
normal mode (see Enabling SafeMode and Disabling SafeMode).

Locking and Unlocking the Management Console

From the management web interface, the management console can be locked an unlocked as shown in the
following image.
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Downloading the SafeMode Logs

You can download logs of SafeMode activity.

@® | NOTE: In SafeMode, the web management interface is only available by way ofhttp (not https).

To download logs from SafeMode:

1. Access the web interface in SafeMode as described. The SafeMode web management interface displays:

SO[\“CWALLv Metwork Security Virual

SonicOS is running in Safe Mode

Safa Mode will allow you to do any of the following: SonicOS Product Info
> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team Model: NSv Unlicensed
> Upload new SonicOS application images Product Cade: 70000
> Boat your choice of application image GUID: - - X - -
¥ Restore the settings to their factory default values Serfal Number:

Dewnload Safe Mode Logs

Image Management

Restart (&) Refresh  \® Upload Image

Current Image Version ~  Import Date Last Used Date Status Boot Image Actions
BE0 2 Beritoa 4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Not Running: Safe Mode @ N/A

.5.0. 0.
37--25793204
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2. Click Download Safe Mode Logs. A compressed file is downloaded that contains a number of files,
including a console logs file that contains detailed logging information.

Uploading a New Image in SafeMode

SWi files are used to upgrade SonicOS. You can download the latest SWI image file from MySonicWall.

For additional information on uploading a new image, refer to: https://www.sonicwall.com/support/knowledge-
base/?sol_id=180404172741874

In SafeMode, you can upload a new SonicOS SWI image and apply it to the NSv virtual machine. The SafeMode
web management interface is used to perform an upgrade, rather than SafeMode in the NSv management
console. When viewing the NSv management console in SafeMode, the URL for the SafeMode web interface is

displayed at the bottom of the screen.

® | NOTE: In SafeMode, the web management interface is only available by way of http (not https).

To install a new SonicOS from SafeMode:

1. Inthe SafeMode web interface, click Upload Image to select an SWI file and then click Upload to upload
the image to the virtual machine. A progress bar provides feedback on the file upload progress. After the
upload completes, the image is available in the Image Management list in the SafeMode web interface.

SO N | CWA LL Network Security Virtual

SonicOS is running in Safe Mode

Safe Mode will allow you to do any of the following: SonicOS Product Info
> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team Model: NSv Unlicensed
> Upload new SonicOS application images Product Code: 70000
> Boot your choice of application image GUID:
> Restore the settings to their factory default values Serial Number:

Download Safe Mode Logs

Image Management

Restart (& pefresh ¥/ Upload Image

Import Date Last Used Date Status Boot Image Actions

Current Image Version v
4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Not Running: Safe Mode o) N/A

6.5.0.2-8v-sonicosv-
37--25793204

2. Inthe row with the uploaded image file, click Boot and select one of the following:
¢ Boot Uploaded Image with Current Configuration

¢ Boot Uploaded Image with Factory Default Configuration
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Image Management

Restart @) efresh % pload Image

v Import Date

Current Image Version
411212018, 4:28:26 PM

6.5.0.2-8v-sonicosv-37-1207134d

Uploaded Image Version Load Date
6.5.0.2-BV-50NICOSV-37~12071340 411212018, 4:49:31 PM

Last Used Date
4/12/2018, 4:28:45PM

Build Date
4112/2018, 3:39:33 AM

Status Boot
Not Running: Safe Mode @,'
Boot
(O

Boot Uploaded Image (6.5.0.2-8v-sonicosv-37-12071344)
with Current Configuration

Boot Uploaded Image (55.0 2-6v-sonicosv-37—12071340)
vith Factory Default Configuration

Image Actions
@

Tmage Actions

® ®

The NSv virtual machine reboots with the new image.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

¢ View knowledge base articles and technical documentation

¢ View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

* View video tutorials

e Access https://mysonicwall.com

e Learn about SonicWall professional services

e Review SonicWall Support services and warranty information
e Register for training and certification

¢ Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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Copyright © 2023 SonicWall Inc. All rights reserved.

The information in this document is provided in connection with SonicWall and/or its affiliates’ products. No license, express or implied,

by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of products.
EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT
SHALL SONICWALL AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF
SONICWALL AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SonicWall and/or its
affiliates make no representations or warranties with respect to the accuracy or completeness of the contents of this document and
reserves the right to make changes to specifications and product descriptions at any time without notice. and/or its affiliates do not
make any commitment to update the information contained in this document.

For more information, visit https://www.sonicwall.com/legal.

End User Product Agreement

To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/legal/end-user-product-agreements/.

Open Source Code

SonicWall Inc. is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL
when applicable per license requirements. To obtain a complete machine-readable copy, send your written requests, along with
certified check or money order in the amount of USD 25.00 payable to “SonicWall Inc.”, to:

General Public License Source Code Request
Attn: Jennifer Anderson

1033 McCarthy Blvd

Milpitas, CA 95035
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