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About SD-WAN

SD-WAN (Software-Defined Wide Area Network) provides software-based control over wide area network
(WAN) connections. SonicOS SD-WAN offers these features:

o SD-WAN Interface Groups

« WAN and VPN
o Scalable from one to N interfaces
« Dynamic path selection based on:

o Latency, jitter, and/or packet loss
o User-defined thresholds for quality assessments
« Application-aware routing
o Path Performance Probes for metrics
« Connection-based traffic distribution
o Automatic connection failover over VPN
« Provisioning and management (GMS and Capture Security Center)

SD-WAN is best used for specific traffic types and/or applications requiring dynamically chosen optimal
destination interfaces depending on how the network paths are behaving. To operate well, each application
has a certain requirement from the network path. For example, the network quality for VolP to operate well
requires the optimal latency be 100 ms or less while a latency of 150 ms or higher results in choppy calls.
SD-WAN helps in such scenarios by first dynamically measuring the various network performance metrics,
such as latency, jitter and packet loss, on multiple network paths. SD-WAN then compares these metrics
with the performance threshold for a particular traffic flow and determines the optimal network that meets
the flow’s network quality accordingly.
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SD-WAN Groups

Topics:

o About SD-WAN Groups
« Configuring SD-WAN Groups

About SD-WAN Groups

SD-WAN supports physical and virtual WAN interface types as well as VPN Numbered and Unnumbered
Tunnel Interface instances, all choices provided while creating SD-WAN group.

Numbered Tunnel Interface groups are more evolved versions of the route-based implementations, and they
are also far more intuitive to work with. However, they do scale poorly as they borrow from other actual
entries in the interface table. Unnumbered Tunnel Interface configurations can meet the necessary
scalability requirements because they are not tied to an interface table entry.

SD-WAN Groups are logical groups of interfaces that can be used for load-balancing as well as dynamic path
selection based on the performance criterion through each interface path. You can create your own custom
groups. For a description of SonicOS SD-WAN and its features, see About SD-WAN.

The SD-WAN Groups page displays the custom pool of interfaces used for optimized and resilient traffic
flow.

P 2CBEEDE9468C / Network | SDWAN | Groups Configuration (_JJ) Nor-Config
Q, Seacn 4 add W Delete ) Retresh
e NAME 20ME IP ADDRESS LINK STATUS PRICRITY
O w o1
uo WAN 000D 1
x1 AN 10.20328.158 2
Name Name of the SD-WAN group.
Zone The zone of the interface member:
« WAN
« VPN
IP Address IP address of the interface.
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Link Status Indicates whether the link is:

« Link Up (green)
o Link Down (red)

Priority Priority of the interface in the group.

Configuring SD-WAN Groups

Topics:

o Creating an SD-WAN Group

« Editing an SD-WAN Group

o Deleting an SD-WAN Group

o Deleting Multiple SD-WAN Groups

Creating an SD-WAN Group

You can create multiple SD-WAN Groups to meet your requirements.

To add an SD-WAN group:

1. Navigate to Network | SDWAN > Groups. Note the Unnumbered Tunnel Interfaces included as an
interface configuration option in an SD-WAN group.

2. Click the Add icon.
The Add SD-WAN Group dialog displays.

Name

Notin Group 1 items In Group 0 items

X1

Selected: 0 of 1 items

Coe ) CHEED|

3. Enter a descriptive name in the Name field.
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Select one or more interfaces from the Not in Group list. Member interfaces can be only WAN,

Numbered or Unnumbered Tunnel Interfaces.

® | IMPORTANT: An interface cannot be a member of more than one SD-WAN group.
@ | IMPORTANT: The maximum number of interfaces that can be added in an SD-WAN group is

10.

Click the Right Arrow to move the selected interfaces to the In Group column.

To change the priority of the selected group members:

a. Select the interface.
b. Click the Up Arrow or Down Arrow.
Repeat Step 6 for each interface to prioritize.
Click Add.
If the group is created, a confirmation message is displayed.
Click Close.

Editing an SD-WAN Group

To edit an SonicOS/X group:

1.
2.

Navigate to Network | SDWAN > Groups.
Hover over an SD-WAN group, click the Edit icon of the group to edit.

Q, Search..

D # NAME ZONE IP ADDRESS LINK STATUS

[J1 » Groupl

The Edit SD-WAN group dialog is displayed.

Make required changes as described in Creating an SD-WAN Group.
Click Save.

Deleting an SD-WAN Group

To delete an SD-WAN group:

Navigate to Network | SDWAN > Groups.
Hover over an SD-WAN group, click the Delete icon.

Click Confirm.
The message confirming the deletion of SD-WAN group is displayed.
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Deleting Multiple SD-WAN Groups

To delete SD-WAN groups:

1. Navigate to Network | SDWAN > Groups.

2. Select the groups to delete.
@ | NOTE: To select all the groups, select the checkbox in the header row of the SD-WAN Groups
table.
3. Click Delete icon at the upper-right corner of the page.
4. Click Confirm.
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Topics:

Performance Probes

o About Performance Probes
« Configuring Performance Probes

About Performance Probes

Network path performance metrics are determined using SD-WAN performance probes, which are similar to
Network Monitor Probes. SonicOS supports ICMP and TCP probe types. An SD-WAN performance probe
can be used by multiple Path Selection profiles (for further information, see About Path Selection Profiles;
for a description of SonicOS SD-WAN and its features, see About SD-WAN.).

The Network| SD-WAN > SLA Probes page shows the dynamic performance data (latency/jitter/packet
loss) and probe status for each path (interface) in the SD-WAN group, in both tabular and graphic displays.

The display can sh

ow data for the last minute (default), last day, last week, or last month.

# NAME
| 1 v probel

Response Timeoute:
Failure Threshold:
Success Threshold:

RST in Failure:

Show:

60.00
50.00
40.00
30.00

Latency (ms)

20.00
10.00

0.00
09:55:15 09:55:30

Total: 1 item(s)

SD WAN GRO... PROBE TARG... PROBE TYPE PORT INTERVAL(S) LATENCY(MS) JITTER(MS) PACKET LOSS... ~ COMMENTS uuip
Ping-Explicit
Groupl google s 3 X2-%1 - Pl S - -
1secs
3
al
N/A
Last Minute v Q

50.00 100%
45.00 90%
40.00
35.00
30.00
25.00
20.00
15.00
10.00
5.00
0.00 feeecaae (e
09:55:45 09:56:00 09:55:15 09:55:30 09:55:45 09:56:00 09:55:15 09:55:30 09:55:45 09:56:00

80%
70%
60%
50%
40%
30%
20%
10%

Jitter (ms)
Packet Loss (%)

NAME
SD-WAN GROUP

PROBE TARGET

Number of the probe. The Collapse/Expand icon toggles the display of the
graphs.

Name of the SD-WAN performance probe.

Name of the SD-WAN group associated with the SD-WAN performance
probe. Mousing over the entry displays properties about the SD-WAN group.

Target address object of the SD-WAN performance probe. Mousing over the
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PROBE TYPE

PORT

INTERVAL (S)
LATENCY (MS)

JITTER (MS)

PACKET LOSS (%)

ADDITIONAL INFO

COMMENTS

entry displays the host address.
Type of performance probe:

« Ping-Explicit Route
o TCP-Explicit Route

@ | NOTE: When - TCP — Explicit Route is selected along with the RST

Response Counts as Miss field, the Port field also becomes available.

Port for the SD-WAN performance probe. The minimum/maximum values are
1to 65535.

@ | NOTE: Ports are displayed only for TCP - Explicit Route probe types. A

hyphen (—) displays for Ping - Explicit Route probe types.

Time between SD-WAN performance probes, in seconds.

Round trip delay for the probes sent through a particular path/interface to
reach the probe target and acknowledge back, in milliseconds. This is also
displayed as a graph below the probe’s entry in the Performance Probe
table.

Variation in the latency measurements for the probes through a particular
path/interface, in milliseconds. This is also displayed as a graph below the
probe’s entry in the Performance Probe table.

Percentage of probes that are missed of the probes sent through a particular
path/interface. This is also displayed as a graph below the probe’s entry in
the Performance Probe table.

When you hover over the icon, you can view the data for the following:
Response timeout, Success Threshold, Failure Threshold, & RST in
Failure.

Displays the comment entered when the performance probe was configured.

Configuring Performance Probes

Topics:

« Adding SD-WAN Performance Probes

« Editing an SD-WAN Performance Probe

« Deleting an SD-WAN Performance Probe

+ Deleting Multiple SD-WAN Performance Probes
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Adding SD-WAN Performance Probes

@ | IMPORTANT: A performance Probe is created automatically for an SD-WAN Group containing a VPN
numbered tunnel interface/unnumbered tunnel interface. You do not need to create an additional
performance probe.

To add a performance probe for non-VPN SD-WAN Groups:

1.
2.

R

10.

11.

12.

Navigate to Network | SDWAN > SLA Probes.
Click the Add icon.
The Add SD-WAN Performance Probe dialog is displayed.

Add SD-WAN Performance Probe ¢

Name | testl
SD-WAN Group  test v
Probe Target  XOP v
ProbeType  Ping-Explicit Route v

Port

Probe hosts every

missed intervals

3
Reply time out 1 seconds
Probe state is setto DOWN after 3

1

Probe state is set to UP after successful intervals

RST Response Couhits As Miss

Enter a meaningful name in the Name field.

Select an SD-WAN group from SD-WAN Group drop-down menu.
Select an address object from Probe Target.

From Probe Type, select:

« Ping (ICMP) - Explicit Route (default); go to Step 8.
o TCP - Explicit Route; the Port field becomes available.
Enter the port number of the explicit route in the Port field.

Enter the interval between probes in the Probe hosts every field. The minimum is 1 second, the
maximum is 3600 seconds, and the default is 3 seconds.

@ | TIP: The probe interval must be greater than the reply timeout.

Enter the maximum delay for a response in the Reply time out ... seconds field. The minimum is 1
second, the maximum is 60 seconds, and the default is 1 second.

Enter the maximum number of missed intervals before the performance probe is set to the DOWN
state inthe Probe state is set to DOWN after .. missed intervals field. The minimum
number is 1, the maximum is 100, and the default is 3.

Enter the maximum number of successful intervals before the performance probe is set to the UP
state inthe Probe state is set to UP after .. successful intervals field. The minimum
number is 1, the maximum is 100, and the default is 1.

If you selected TCP - Explicit Route for Probe Type, the RST Response Counts As Miss option
becomes available. Select the option to count RST responses as missed intervals. This option is not
selected by default.

SonicOS/X 7 SD-WAN Administration Guide
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13. Optionally, enter a comment in the Comment field.

14. Click Add.
A confirmation message is displayed.

Editing an SD-WAN Performance Probe

To edit an SD-WAN performance probe:

1. Navigate to Network | SDWAN > SLA Probes.
2. Hover over the SD-WAN performance probe and click the Edit icon that appears.

+ Ad

Q, Search

[j # NAME SD WAN GR..  PROBE TAR... PROBE TYPE PORT INTERVAL(S) LATENCY(MS)  JITTER(MS) PACI

Ping-Explicit
1 P probel Groupl google 3 X2-X1- X2 -X1- X2 -X1-
L iomie

3. The Edit SD-WAN Performance Probe dialog displays.
4. Make changes as described in Adding SD-WAN Performance Probes.

5. Click Save.

Deleting an SD-WAN Performance Probe

To delete an SD-WAN performance probe:

1. Navigate to Network | SD-WAN > SLA Probes.
2. Hover over the SD-WAN performance probe and click the Delete icon that appears.

Q search + Ad
O Name zone P ADDRESS LNk sTATUS
O1r > cow

A confirmation message is displayed.

3. Click Confirm.

SonicOS/X 7 SD-WAN Administration Guide
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Deleting Multiple SD-WAN Performance Probes

To delete multiple SD-WAN performance probes:

1. Navigate to Network | SDWAN > SLA Probes.
2. Select the performance probes to delete.
To delete all the performance probes, select the checkbox in the header row.
3. Click Delete icon above the table.
4. Click Confirm.

SonicOS/X 7 SD-WAN Administration Guide 13
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Performance Class Objects

Topics:

« About Performance Class Objects
« Adding an SD-WAN Performance Class object

About Performance Class Objects

A Performance Class specifies the performance criterion for selecting the optimal path. It could be the:

o Best latency/jitter/packet loss among the existing paths.
« Performance Class Object that defines the metric thresholds for latency, jitter and packet loss.

You use SD-WAN Performance Class Objects to configure the desired performance characteristics for the
application/traffic categories. These objects are used in the Path Selection Profile to automate the selection
of paths based on these metrics. (For a description of SonicOS SD-WAN and its features, see About SD-
WAN.)

These are the default Performance Class Objects:

« Lowest Jitter
« Lowest Latency
« Lowest Packet Loss

® | NOTE: These default Performance Class Objects cannot be edited or deleted.

You can configure custom performance thresholds that best meet the needs of your application/traffic
categories with custom Performance Class Objects. You can include or exclude the Latency, Jitter, or Packet
Loss attributes in your custom object, although you cannot exclude all three attributes in the same object.
When excluded, the value of that attribute is not used as a criterion or threshold when determining whether a
particular path is qualified or not. For example, if you want to evaluate a particular path only on the Latency
attribute but you don’t care about the other attributes, you can include Latency and exclude Jitter and Packet
Loss in your custom object.

@ | NOTE: When SonicOS is upgraded to 7.0 from a previous version, all existing custom performance
class objects are upgraded with the Include option enabled for Latency, Jitter, and Packet Loss.

SonicOS/X 7 SD-WAN Administration Guide 14
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 Filter Q

VIEW | Al
O = NAME
1 Lowest Latency

2 Lowest Jitter

3 Lowest Packet Loss

-+ Add  {j Delete  j Delete Al () Refresh

LATENCY (MS) JITTER (MS) LOSS (%) COMMENTS
LOWEST Auto-added Perf Class Obj

LOWEST - Auto-added Perf Class Obj

LOWEST Auto-added Perf Class Obj

NAME

LATENCY

(MS)

JITTER (MS)

LOSS (%)

COMMENT

Name of the Performance Class Object

Threshold time for the round trip delay for the probes sent through a particular
path/interface to reach the probe target and acknowledge back, in milliseconds, in
milliseconds. For the Lowest Latency Performance Class Object, the time is always
LOWEST; for the other default Performance Class Objects, a hyphen (-) displays.

Threshold variation in the latency measurements for the probes through a particular
path/interface, in milliseconds. For the Lowest Jitter Performance Class Object, the
time is always LOWEST,; for the other default Performance Class Objects, a hyphen (-)
displays.

Threshold percentage of probes that are missed of the probes sent through a particular
path/interface. For the Lowest Packet Loss Performance Class Object, the percentage
is always LOWEST:; for the other default Performance Class Objects, a hyphen (-)
displays.

Displays the comment entered when the Performance Class Object was configured.

Configuring SD-WAN Performance Class
Objects

Topics:

« Adding an SD-WAN Performance Class object

« Editing an SD-WAN Performance Class Object

+ Deleting an SD-WAN Performance Class Object

« Deleting Multiple SD-WAN Performance Class Objects

SonicOS/X 7 SD-WAN Administration Guide
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Adding an SD-WAN Performance Class object

To add a Performance Class Object:

1. Navigate to Network | SDWAN > SLA Class Objects.

2. Click the Add icon.
The Add Performance Class Object dialog appears.

Add Performance Class Object

Name FTP_per_class_obj

Include Latency O

Latency (ms) 0

Include Jitter O

Jitter (ms) 0

Include Loss O

Loss (%) (o]

Comment

CEHCE| -

3. Enter a meaningful name in the Name field.

4. Enable Include Latency to include the performance class latency attribute for this object, or clear
the checkbox to exclude the latency attribute. This option is selected by default.

5. If Include Latency is enabled, enter the acceptable latency, in milliseconds, in the Latency (ms)
field. The minimum is 0 milliseconds, the maximum is 1000 milliseconds, and the default is 0
milliseconds.

6. Enable Include Jitter to include the performance class jitter attribute for this object, or clear the
checkbox to exclude the jitter attribute. This option is selected by default.

7. If Include Jitter is enabled, enter the acceptable jitter, in milliseconds, in the Jitter (ms) field.
The minimum is 0 milliseconds, the maximum is 1000 milliseconds, and the default is O milliseconds.

8. Enable Include Loss to include the performance class packet loss attribute for this object, or clear
the checkbox to exclude the packet loss attribute. This option is selected by default.

9. IfIinclude Loss is enabled, enter the acceptable percentage of packet loss in the Loss (%) field.
The minimum is 0, the maximum is 100, and the default is 0.

@® | NOTE: You cannot exclude all three attributes (Latency, Jitter, Packet Loss) in the same object.
10. Optionally, enter a comment in the Comment field.

11. Click OK.

SonicOS/X 7 SD-WAN Administration Guide 16
Performance Class Objects



Editing an SD-WAN Performance Class Object

To edit an SD-WAN performance class object:

1.
2.

Navigate to Network | SDWAN > SLA Class Objects.

Hover over a performance class object, click the Edit icon. The Edit SD-WAN Performance Class
Object dialog appears, make required changes as described in Adding an SD-WAN Performance
Class object.

Click OK.

Deleting an SD-WAN Performance Class Object

To delete an SD-WAN Performance Class Object:

1.
2.

Navigate to Network | SDWAN > SLA Class Objects.
Hover over an object and click the Delete icon.

VIEW | Al
&  name LATENCY (MS) NTTER (MS) LOSS (%) COMMENTS
1 LowestLatency LOWEST - - Auto-added Perf Class Obj
Lowest Jitter - LOWEST - Autc
3 LowestPacketLoss - - LOWEST Aute
O« FPR 3 3 3

Click Confirm in the confirmation prompt that is displayed.

Deleting Multiple SD-WAN Performance Class
Objects

To delete multiple SD-WAN Performance Class Objects:

1.
2.
3.

Navigate to Network | SDWAN > SLA Class Objects.
Select the Performance Class Objects to delete.

Click Delete icon at the top of the Performance Class Object table. A confirmation message is
displayed.

® | NOTE: To delete all the performance class objects, click Delete All icon.

Click Confirm.
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Path Selection Profiles

Topics:

« About Path Selection Profiles
« Configuring Path Selection Profiles

About Path Selection Profiles

Path Selection Profiles (PSPs) are the settings that help to determine the network path or interface that
satisfies a specific network performance criteria, from a pool of available network paths/interfaces. A
qualified path or interface meets the performance class criteria.

The dynamic path selection mechanism is implemented using the PSP settings when associated with Policy-
based Routes (PBR). When more than one network path meets the criterion (as per the performance class in
the PSP), then traffic is load balanced among the qualified network paths/interfaces. When associated with

a policy-based routing policy, a path selection profile helps select the optimal path among the SD-WAN
interfaces for the application/service.

|} 2CBBEDGO46EC / Network / SDWAN / Path Selection Profiles Configuration () Men-Config
Q, searc + Add  f§ Delete ) Refresh
U & NAME 5D WAN CROUP INTERFACE STATUS SLA PROGE SLA CLASS ORIECT BACKUP INTERFACE 'PROGE DEFAILT UP
O: tost 1 uo x1 tost TEST Nona v
Totak: 1 itemis)
Name Name of the Path Selection Profile.
SD-WAN Group SD-WAN interface group to which the profile applies.
Interface Status Status of the members of the SD-WAN interface group:
o Qualified (green)
o Not Qualified (red)
Performance Probe Performance Probe used by the Path Selection Profile.

Performance Class Object Performance Class Object used by the Path Selection Profile:

+ Lowest Latency

+ Lowest Jitter

+ Lowest Packet Loss

o Custom Performance Class Object
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Backup Interface Indicates the interface chosen when none of the SD-WAN group
interfaces meet the performance criteria. If a backup interface was not
chosen, None displays.

Probe Default UP Indicates whether the default state of the performance probe is:

o UP (Checkmark icon)
« DOWN (Crossmark icon)

Configuring Path Selection Profiles

Topics:

« Adding Path Selection Profile

« Editing a Path Selection Profile

« Deleting a Path Selection Profile

« Deleting Multiple Path Selection Profiles

Adding Path Selection Profile

To add a Path Selection Profile:

1. Navigate to Network | SDWAN > Path Selection Profiles.
2. Clickthe Add icon above the table.
The Add SD-WAN Path Selection Profile dialog is displayed.

Add SD-WAN Path Selection Profile

Name
SD-WANGroup  --Select a Group--
Performance Probe  --Select a Probe--

Performance Class  --Select a Performanc.

4 4« d 4

Backup Interface  None

Performance Probe defautt stateis UP ()

3. Add a meaningful name in the Name field.

4. From SD-WAN Group, select the SD-WAN interface group to which the profile applies.
You have an option to create a new SD-WAN group from this dialog and then select the newly
created group.

5. From Performance Probe, select the probe to use in the profile.
A probe, if added for the SD wan group you selected, is displayed by default. Otherwise, select the
appropriate probe.

6. From Performance Class, select the Performance Class Object for the dynamic selection of the
optimal network path:

SonicOS/X 7 SD-WAN Administration Guide
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10.

o Lowest Latency

« Lowest Jitter

o Lowest Packet Loss

o Custom Performance Class Object
You have an option to create a New Performance Class Object from the drop-down menu.
From Backup Interface, select the interface to use when all the SD-WAN Group interfaces fail to
meet the performance criteria specified in Performance Class:

o None (default)

o Individual interface

o VPN Tunnel Interface (if any)
To specify whether the default state of the performance probe should be treated as DOWN, disable
SLA Probe default state is UP. This option is enabled by default and is treated as UP.
For path selection profiles with Non-VPN SD-WAN groups, if existing connections on the path should
be reset when the path does not meet the performance criteria any more, select Reset conditions if
path does not meet the performance criteria. This option is disabled by default.
Click Save.
A confirmation message is displayed.

Editing a Path Selection Profile

To edit a Path Selection Profile:

1.
2.

Navigate to Network | SDWAN > Path Selection Profiles.

Hover over a path selection profile, click the Edit icon. The Edit SD-WAN Path Selection Profile
dialog is displayed.

Make changes as described in Adding Path Selection Profile.

Click Save.

Deleting a Path Selection Profile

To delete an SD-WAN Path Selection Profile:

1.
2.
3.

Navigate to Network | SDWAN > Path Selection Profiles.
Hover over a path selection profile, click the Delete icon.
Click OK to confirm deletion.
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Deleting Multiple Path Selection Profiles

To delete multiple Path Selection Profiles:

1. Navigate to Network | SDWAN > Path Selection Profiles.

2. Select the profiles that you want to delete.

@ | NOTE: To select all the profiles, click the checkbox in the header row of the Path Selection
Profiles table.
3. Click the Delete icon above the Path Selection Profiles table.

Q Search... + Add Profile | Delete |{) Refresh
4 NAME SD WAN GROUP INTERFACE STATUS PERFORMANCE PROBE PERFORMANCE CLASS BACKUP INTERFACE PROBE DEFAULT UP
1 FIP test X1 Not Qualified testl Lowest Jitter Drop_Tunnellf
2 WANGroupl FTP_Paths test X1 Not Qualified testt Lowest Packet Loss Drop_Tunnellf
V) 3 test test X1 Not Qualified testt FTP None
Total: 3 item(s)

4. Click OK to confirm deletion.

SonicOS/X 7 SD-WAN Administration Guide
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SD-WAN Route Policies

Topics:

o About SD-WAN Route Policies
« Configuring SD-WAN Route Policies

About SD-WAN Route Policies

Dynamic Path selection for specific traffic flows uses Policy-based Routes. A SD-WAN Policy-based Route is
used to configure the route policy for the specific source/destination service/app combination, with a
corresponding Path Selection Profile that determines the outgoing path dynamically based on the Path
Selection Profile. If there is more than one path qualified by the Path Selection Profile, the traffic is
automatically load balanced among the qualified paths. If none of the paths are qualified by the path
selection profile and the backup interface in the profile is not configured or is down, the route is disabled. For
information about SonicOS SD-WAN, see About SD-WAN.

@ | TIP: SD-WAN routing can be configured from the Network | System > Dynamic Routing page. The
Network | SDWAN > Rules page, however, only shows the SD-WAN Routes and only allows
configuration of SD-WAN-type routes.

(] 2CBBEDEY468C / Network | SOWAN | Rules

rertace group. Outgoing trathic o
d paths. If none of the patns are

+ AddRoutePolicy | Delete () Refresh
arp Tos [ MASK PATH PROFILE INTERFACE METRIC PRIORITY COMMENT

- appname= AfarBloes
Jummpshare-+D0unbilock 0x00/0x00 test tunl EL] 1 (-]

NAME Name of the SD-WAN Route Policy. The IP version is shown by an icon
showing whether the Route Policy is for IPv4 and/or IPv6.

SOURCE Source address object for the SD-WAN route.

DESTINATION Destination address object for the SD-WAN route.

SERVICE Service object for the for the SD-WAN route. If App was selected instead of
Service for the type of route policy, N/A appears.

APP App object for the for the SD-WAN route. If Service was selected instead of
App for the type of route policy, N/A appears.

TOS/Mask Hexadecimal TOS and TOS Mask. If these options were not configured, you

will see this field as blank.
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PATH PROFILE Path Selection Profile for the SD-WAN route.

INTERFACE SD-WAN interface group associated with the SD-WAN route.

METRIC Metric used for the SD-WAN route.

PRIORITY Priority of the Route Policy.

COMMENT When you hover over the comment icon, the comment entered when the SD-

WAN route policy was configured is displayed.

Configuring SD-WAN Route Policies

Topics:

« Adding SD-WAN Route Policies

« Editing SD-WAN Route Policies

o Deleting SD-WAN Route Policies

« Deleting Multiple SD-WAN Route Policies
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Adding SD-WAN Route Policies

To add an SD-WAN route policy:

1. Navigate to Network | SDWAN > Rules.
2. Click the Add Route Policy icon. The Add Route Policy dialog is displayed.

Add Route Policy ]
J. Geners Advanesd

ROUTE POLICY SETTINGS

Hamae
Source Agvy -
Dlestination Arry -
Service 'il
app ()
Service Dbt Ay -

Path Prafile Select 2 Path Selscin,. W
Interface Celect an Interface
Metric
Comment

Disable route when the interface is
disconnected

Permit Acceleration ()

LY
Cancel |
r

@ | NOTE: The Interface and Disable route when the interface is disconnected options are dimmed
and cannot be edited. The Interface option is populated with the SD-WAN group name
associated with the Path Selection Profile (PSP) you select.

3. Enter a meaningful name in the Name field.

4. From Source, select the source address object for the static route or select Create new address
object to dynamically create a new address object. The default is Any.

5. From Destination, select the destination address object or select Create new address object to
dynamically create a new address object. The default is Any.

6. Choose the type of route policy:

« Service (default)

« App
@® | IMPORTANT: Application Control Licensing is required for application-based routing.
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7. If you selected Service, select a Service Object. For a generic static route that allows all traffic
types, simply select Any (the default).

8. If you selected App, select an App Object.
9. From Path Profile, select a Path Selection Profile.
10. Enterthe Metric (weighted cost) for the route. The minimum is 1, and the maximum is 254.
@ | TIP: Lower metrics are considered better and take precedence over higher metrics (costs).

11. Optionally, enter a comment for the route policy. This field allows you to enter a descriptive comment
for the new static route policy.

12. To permit acceleration on the route policy, enable Permit Acceleration.
13. Click Advanced.

14. Entera TOSvalueinthe TOs (Hex) field. The maximum value is FF. If the TOS and TOS Mask
fields are not configured, a value of 0 is used.

15. Enter the same value in the TOS Mask (Hex) field.
16. To manually specify an administration distance:
a. Deselect Auto. This option is selected by default.
The Admin Distance field becomes available.
b. Enterthe administration distance in the Admin Distance field.
17. Click Add.

Editing SD-WAN Route Policies

To edit a route policy:

1. Navigate to Network | SDWAN > Rules.
2. Hover over a policy and click the Edit icon.

Q search, <+ Add Route Policy | Delete  {) Refresh

O« NAME SOURCE DESTINATION  SERVICE APP TOS / MASK PATH PROFILE  INTERFACE METRIC PRIORITY COMMENT

O FTP.Test  Any Any HTTPShame  N/A test2/test test 3 [=]

3. The Update Route Policy dialog is displayed.
4. Make changes as described in Adding SD-WAN Route Policies.
5. Click Update.

Deleting SD-WAN Route Policies

To delete a route policy:

1. Navigate to Network | SDWAN > Rules.
2. Hover over a policy and click the Delete icon.
3. Click Confirm.
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Deleting Multiple SD-WAN Route Policies

To delete multiple SD-WAN Route Policies:

1. Navigate to Network | SDWAN > Rules.
2. Select the Path Selection Profiles to delete.

To select all the policies, click the checkbox in the header row of the SD-WAN Route Policies table.

3. Click Delete icon above the SD-WAN Rout Policies table.

Q Search..
" NAME SOURCE DESTINATION SERVICE APP
1 FTPTest  Any Any HTTPShame  N/A

Any HTTPiname NIA

: @ FIP  Any

TOS / MASK

PATHPROFILE  INTERFACE

test2/test

test3/test

test

test

=+ Add Route Policy ﬁ Delete | () Refresh

METRIC PRIORITY COMMENT uuiD
00000000~
0000-0003-

B - 0900-
00401035094
00000000~
0000-0004-

0 L 0900-

00401035094!

4. Click Confirm.
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Monitoring SD-WAN

@ | NOTE: A chart may be empty or blank if there are no recent data entries received within the viewing
range.
- - = o~ 8
L’, — o

To monitor SD-WAN performance:

1. Navigate to Monitor | SD-WAN > SDWAN Monitor.

2. From SD-WAN Probes drop-down box, select the performance probe you would like to use to
monitor.

3. Indicate the Refresh rate, in seconds, in the Refresh Every field.
4. Select a View Range:

o 60 seconds (default)

e 2 minutes

¢ 5 minutes

e 10 minutes
5. Choose an interface to track or select All Interfaces from the drop-down menu on the right side.
6. The two small icons on the right allow you to toggle between line and block displays.
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Viewing SD-WAN Route Policy
Connections

You can view the connections that have been associated with SD-WAN Route Policies on the Monitor |
SDWAN > SD-WAN Connections page.

« Toview the activities associated with IPv4 SD-WAN Route Policies, click IPv4.
o To view the activities associated with IPv4 SD-WAN Route Policies, click IPv6.

SD-WAN CONNECTION DETAILS

SRC MAC MAC address of the appliance that is the source of the connection.
SRC VENDOR Name of the vendor of the appliance that is the source of the connection.
SRC IP IP address of the appliance that is the source of the connection.
SRC PORT Port on the appliance that is the source of the connection.
DST MAC MAC address of the appliance that is the destination of the connection.
DST VENDOR Name of the vendor of the appliance that is the destination of the connection.
DST IP IP address of the appliance that is the destination of the connection.
DST PORT Port on the appliance that is the destination of the connection.
PROTOCOL Protocol used for the connection.
SRC IFACE Interface on the appliance that is the source of the connection.
DST IFACE Interface on the appliance that is the destination of the connection.
SRC ROUTE Source route of the connection.
DST ROUTE Destination route of the connection.
FLOW TYPE Type of data flow control, such as FTP Control.
IPS CATEGORY Internet Provider Security (IPS) category. If this information is not available or
relevant, the column displays N/A.
ABR APP ID App-Based Routing Application ID.
ABR CATEGORY ID App-Based Routing Category ID.
EXPIRY (SEC) Number of seconds until the connection expires.
TX BYTES Number of bytes transmitted on the connection.
RX BYTES Number of bytes received on the connection.
TX PKTS Number of packets transmitted on the connection.
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Rx PKTS Number of packets received on the connection.

Flush Displays the Flush icon. Clicking the icon flushes the connection.
Total Total number of entries on the page. This is displayed at the bottom of the
page.

You can perform the following actions on the SD-WAN Connections page:

« Tosearch alog, enter a keyword related to an activity in the search bar

o Tofilterthe logs, click Filter icon, select the appropriate filter options, and then click APPLY
FILTERS.

o Toclear the filters applied, click Clear Filter icon
o Toexport the logsin CSV or TEXT files, click Export icon and select the required format
« Torefresh the page, click Refresh icon
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid
maintenance contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24
hours a day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

« View knowledge base articles and technical documentation

« View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

« View video tutorials

« Access https://mysonicwall.com

o Learn about SonicWall professional services

+ Review SonicWall Support services and warranty information
o Register for training and certification

« Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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End User Product Agreement

To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/legal/end-user-product-agreements/.

Open Source Code

SonicWall Inc. is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL
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