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Introducing the NS,, Series

This SonicWall® NSv Series on AWS Getting Started Guide describes how to install SonicWall NSv on AWS and
provides basic configuration information.

To jump directly to the installation instructions, go to Installing NSv Series on AWS on page 10.

@ IMPORTANT: You may choose to operate NSv on a “pay-as-you-go” basis (PAYG) or on a fixed fee per
period basis — “bring your own license” (BYOL). This choice is made as you initiate subscription in the AWS
Marketplace. Regardless of the pricing model choice, you can go to Installing NSv Series on AWS to start.
Separate instructions for different pricing models are given in Deployment Options.

SonicWall NSv on AWS Marketplace

Delivery Methods + Solutions + AWSI1Q ~

SonicWall NSv (Firewall/Security/VPN/Router) - PAYG | Continieta Subseribe |

SONICWALL By Sonicwall@  Latest Version: 7.0.0-1036
The Sanicwall Metwork Security virtual (NSv) firewall series brings industry leading next-
generation firewall capabilities such as application control, IPS, TLS/S5L decryption and Typical Tatal Price
~ Show more $0.655/hr
Linux/Unix  rledeisss 1 AWS review | 80 external reviews (D)

Overview Pricing Usage Support Reviews

Product Overview

SonicWall Network Security virtual {NSv) firewall series brings industry leading
next-generation firewall [NGFW] ¢ ilities such dication intelli & and

control, real-time monitaring, IFS, TLS/S5L decryption and inspection, advanced = ‘i
threat protection (ATP), VPN and network ssgmentation capabilities to protect — I
your AWS environment. NS virtual firewalls support the same security and

networking features in SonicWall physical NGFW appliances including our ” I
patented Reassembly-Free Deap Packet Inspection (RFDPI) technology and 3-
award-winning Capture ATP sandbox with Real-Time Deep Memory Inspection Vel Floral
(RTDMI) for advanced threat protection.

Centrally manage all your firewalls using the SonicWall Capture Security Center
{C€5C) to maintain consistent security policies across cloud and on-premises
emironments. The solution helps you implement security best practices and

meet compliance standards. °

The SonicWall® Network Security Virtual Series (SonicWall® NSv Series) is SonicWall’s virtualized
next-generation firewall appliance that provides Deep Packet Inspection (DPI) security and segmentation in
virtual environments. SonicOS running on the NSv Series offers the feature functionality and security features of
a physical appliance, with comparable performance. SonicOS Virtual is a fully featured 64-bit SonicOS powered
by SonicCore.

Topics:
e Feature Support Information on page 5
e Node Counts Per Platform on page 6
e Product Matrix and Requirements on page 7
e Github Repository on page 7
e Backup and Recovery Information on page 7
e Exporting and Importing NSv Configurations on page 8
e Upgrading to a Higher Capacity NSv Model on page 8
e Creating a MySonicWall Account on page 8
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Feature Support Information

The SonicWall NSv has nearly all the features and functionality of a SonicWall hardware appliance running
SonicOS 6.5.4 firmware.

SonicWall Global Management System (GMS) 8.4 and higher versions are supported for management of
SonicWall NSv series virtual appliances.

For information about supported features, refer to the SonicOS 6.5 NSv Series administration documentation.
The SonicOS 6.5 NSv Series About SonicOS book contains the list of features not supported on NSv. This and
other documents for the SonicWall NSv Series are available by selecting NSv Series as the Product at:
https://www.sonicwall.com/support/technical-documentation.

NOTE: The AWS VPC does not support Layer 2 functionality. Therefore, the NSv interface to VPCs is

restricted to the layer 3 network level and above. Consequently, DHCP services and VLAN interfaces are
not supported on NSv appliances running in AWS.

The Key Feature Support of NSv for AWS table lists the key SonicOS features and whether they are supported or
unsupported on deployments of the NSv for AWS.

Feature Support List

Component Feature Status
Network Interfaces Override MAC Address Not supported
Network Interfaces DHCPv6 Prefix Delegation (PD)  Not supported
Network Interfaces IPv6 Management Supported
Network Interfaces 6rd Not supported
Network Portshield Groups Not supported
Network Interfaces L2 Bridge Mode Not supported
Network Interfaces Native Bridge Not supported
Network Interfaces Wire Mode v4 Not supported
Network Interfaces Wire Mode v6 Not supported
Network Interfaces PPPoE Not supported
Network Interfaces PPTP Not supported
Network Interfaces L2TP Not supported
Network Interfaces Tap Mode Not supported
Network Interfaces Link Aggregation Not supported
Network Interfaces Port Redundancy Not supported
Network Interfaces IP Unnumbered Not supported
Network Interfaces VLAN Translation Not supported
Network Interfaces Users IPv6 Supported
Network Interfaces DHCP Server Not Supported
Network Interfaces VLAN Interfaces Not Supported
Network Interfaces Jumbo Frames Not Supported
Firewall Settings Global BWM Not Supported
Firewall Settings QoS Mapping Not Supported
Firewall Settings Multicast Not Supported
Switching Not supported
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Feature Support List

Component Feature Status
Anti-spam Not supported
3G/4G Modem Not supported
Wireless Not supported
SonicPoints Not supported
Virtual Assist Not supported
High Availability Active/Passive Not supported
High Availability Stateful Sync Not supported
High Availability Firmware Sync Not supported
High Availability Active-Active DPI Not supported
WAN Acceleration Not supported
SSL VPN SSL VPN for IPv6 Supported
VolP H.323 Supported
VolP SIP Supported
Diag page Unsupported Options Partially supported
External Storage Sup- Not supported
port

Node Counts Per Platform

The supported node count varies by NSv platform. This is the maximum number of nodes/users that can
connect to the NSv at any one time, and is displayed on the System Status page in the MONITOR view. The
Maximum Node Counts Per Platform table shows this information.

Maximum Node Counts Per Platform

Platform Maximum Node Count
NSv 10 10

NSv 25 25

NSv 50 50

NSv 100 100

NSv 200 and higher Unlimited

Node counts are calculated by SonicOS as follows:
e Each unique IP address is counted.
e Only flow to the WAN side is counted.
e GVCand SSL VPN connections terminated to the WAN side are counted.
e Internal zone to zone is not counted.
e Guest users are not counted.

A log event is generated when the node count exceeds the limit.

SonicWall NSv Series AWS Getting Started Guide
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Product Matrix and Requirements

The following table shows the hardware resource requirements for the SonicWall NSv Series virtual appliances.

Product Models NSv NSv NSv NSv NSv NSv NSv NSv

10 25 50 100 200 400 800 1600
Maximum Cores® 2 2 2 2 2 4 8 16
Minimum Total Cores 2 2 2 9 2 2 2 2
Management Cores 1 1 1 1 1 1 1 1
Maximum Data Plane Cores 1 1 1 1 1 3 7 15
Minimum Data Plane Cores 1 1 1 1 1 1 1 1
Network Interfaces 2 2 2 2 2 4 8 8
Supported IP/Nodes 10 25 50 100 No limit No limit No limit No limit
Minimum Memory Required 4G 4G 4G 4G 6G 8G 10G 12G

Minimum Hard Disk/Storage  35G 35G 35G 35G 35G 35G 35G 35G

1. If the actual number of cores allocated exceeds the number of cores defined in the above table, extra cores
will be used as CPs. Multiple CP support is introduced in 6.5.4.v.

Github Repository

SonicWall NSv AWS templates are available in the github repository:

e https://github.com/sonicwall/sonicwall-nsv-aws-templates

Backup and Recovery Information

In certain situations, it might be necessary to contact SonicWall , use SafeMode, or de-activate the NSv
appliance:

e |f the splash screen remains displayed, this can indicate that the disk is corrupted. Please contact
SonicWall for assistance.

e |f the disk is not recoverable, then the NSv appliance needs to be de-activated. See De-activating Your
NSv on page 39 for information.

e |f SonicOS does not boot up, you can go into SafeMode and download the log files, upload a new SonicOS
image, or take other actions. For information about SafeMode, see Using the Management Console in
SafeMode.

e |f SonicOS fails three times during the boot process, it will boot into SafeMode. Verify that the minimum
required memory is available and allocated based on the NSv model. If it still cannot boot up, download
the logs while in SafeMode and contact SonicWall for assistance.

SonicWall NSv Series AWS Getting Started Guide
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Exporting and Importing NS,
Configurations

Moving configuration settings from SonicWall physical appliances to the NSv Series is not supported. However,
configuration settings may be moved from one NSv to another. See the SonicOS 6.5 NSv Series Updates
administration book and the SonicOS 6.5.4 NSv Series Upgrade Guide on the Technical Publications portal for
more information about exporting and importing configuration settings. Go to
https://www.sonicwall.com/support/technical-documentation/ and select “NSv Series” as the product.

Upgrading to a Higher Capacity NS, Model

It is possible to move up to a higher capacity NSv model, but not down to a lower capacity model. For
instructions refer to the SonicOS 6.5.4 NSv Series Upgrade Guide on the Technical Publications portal. Go to
https://www.sonicwall.com/support/technical-documentation/ and select “NSv Series” as the product.

For details on the number of processors and memory to allocate to the VM to upgrade, refer to Product Matrix
and Requirements on page 7.

Creating a MySonicWall Account

A MySonicWall account is required to obtain the image file for initial installation of the NSv Series virtual
firewall, for product registration to enable full functionality of SonicOS features, and for access to licensed
security services. For a High Availability configuration, MySonicWall provides a way to associate a secondary NSv
that can share security service licenses with your primary appliance.

@l NOTE: MySonicWall registration information is not sold or shared with any other company.

To create a MySonicWall account:

1 Inyour web browser, navigate to https://www.mysonicwall.com.

SonicWall NSv Series AWS Getting Started Guide
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2 Inthe login screen, click the SIGN UP link.

Username or Email address

3 Complete the account information, including email and password.

@l NOTE: Your password must be at least 8 characters, but no more than 30 characters.

4 Enable two-factor authentication if desired.
5 If you enabled two-factor authentication, select one of the following authentication methods:

e Email (one-time passcode) where an email with a one-time passcode is sent each time you log
into your MySonicWall account.

e Microsoft/Google Authentication App where you use a Microsoft or Google authenticator
application to scan the code provided. If you are unable to scan the code, you can click on a link
for a secret code. Once the code is scanned, you need only click on a button.

Click on CONTINUE to go to the Company page.
Complete the company information and click CONTINUE.

On the Your Info page, select whether you want to receive security renewal emails.

O 00 N O

Identify whether you are interested in beta testing new products.

10 Click CONTINUE to go to the Extras page.

11 Select whether you want to add additional contacts to be notified for contract renewals.
12 If you opted for additional contacts, input the information and click ADD CONTACT.

13 Click DONE.

14 Check your email for a verification code and enter it in the Verification Code* field. If you did not receive
a code, contact Customer Support by clicking on the link.

Click DONE. You are returned to the login window so you can login into MySonicWall with your new account.
Next Steps
e [nstalling NSv Series on AWS on page 10

e Deployment Options on page 34.

SonicWall NSv Series AWS Getting Started Guide
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Installing NS,, Series on AWS

Topics:
e Supported NSv Series Models on AWS on page 10
e Task List for NSv Series AWS Instance Setup on page 11
e Deploying NSv from Console on page 11
e Modify Routing Tables for NSv Access on page 18
e Change Routing Tables for NSv Access on page 25
e Deploying AWS from Cloud Template on page 20
e Accessing the SonicWall NSv Web Interface on page 26
e Configuring Internet/Public Access Through the NSv

e Troubleshooting Installation Configuration on page 30

Supported NS, Series Models on AWS

Determine the NSv instance type you will require before starting installation.

NSv Models (Instance Sizes) on AWS

AWS EC2 Instance

SonicWall NSv Model  Type CPU Cores Memory Miax Network
Gigabytes Interfaces®
NSv 10 c5.large 2 4.0 3
NSv 25 c5.large 2 4.0 3
NSv 50 c5.large 2 4.0 3
NSv 100 c5.large 2 4.0 3
NSv 200 c5.large 2 6.0 3
NSv 400 c5.xlarge 4 8.0 4
NSv 800 c5.2xlarge 8 16.0 4
NSv 1600 c5.4xlarge 16 32.0 8

1. The maximum number of interfaces supported on an NSv instance is defined by the type of AWS
VM. For example, if more than 2 interfaces are required for an NSv 200, use the NSv200 with an
AWS VM supporting a higher number of interfaces.

NOTE: The maximum number of NICs supported by SonicWall NSv is always eight for all models. But the
total number of interfaces in an AWS instance maybe constrained by the AWS VM.

Network Security Virtual Getting Started Guide
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Task List for NS,, Series AWS Instance

Setup

1 Deploy a new VPC with NSv from the AWS Console

o on page
o on page
OR:
1 Deploy NSv to an existing VPC with AWS Cloud Formation Templates
o on page
o on page
THEN:

2 Register the NSv on MySonicWall

° on page

Deploying NS, from Console

To deploy NSv from the AWS console, follow these steps:
1 Loginto the AWS Console.
a Goto the AWS management console at
b Loginto the AWS management console.

¢ From the Services menu select EC2.

# Favorites All services

@ Resource Groups & Tag Editor |

{8} Compute
EC2
EC2 Lightsail [

Lambda

Recently visited

h
c Beanstalk
ation Repository
AWS Outpos

EC2 Imag

2 Follow these steps to launch the SonicWall NSv:

a From the EC2 Dashboard, select Launch Instance.

¢ Robotics

AWS RoboMake

@ Customer Enablement
AWSI1Q [4

Support

Network Security Virtual Getting Started Guide
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Snaprshats

Launch instance

server in the doud.

Ta get started, launch an Amazon EC2 instance, which is a virtusl

(@ Easily size, configuee, and deplay Microsoft SOL Server Always

SQL Server, Le

Chsck Start

oy A

WS Markatpiace

Cormemiiny Al

~ Categories

IeT (120) Popular Software

¢ Click the Select button next to the SonicWall NSv (Firewall/Security/VPN/Router).

@ NOTE: This procedure applies to both BYOL and PAYG installations. You may choose to
operate NSv on a “pay-as-you-go” basis (PAYG) or on a fixed fee per period basis —
“bring your own license” (BYOL). This choice is made as you initiate subscription in the

AWS Marketplace.

by At (0}

HICWALL
WS Markatplace (2)
Conumutity Al (4) P—
* Catogerie
All Categories
& -

HICWALL

= Architecturs

E-tat (a) (2}

¥ Oparating System

SonicWall NSv (Firewall'Security VPN/Router] - PAYG

ScnicWall NSv [FirewallSecurity VPM/Router] - BYOL

5, TLSS5L decrypton and

n i ppicaton contrd, 15, TLSS5L decrypton and

d Based on your selection, the product details screen is displayed. For reference, BYOL option is

selected.

Network Security Virtual Getting Started Guide 12
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SonicWall NSv (Firewall/Security/VPN/Router) - BYOL m

SONICWALL Serewinlt GF

The SonkWail Network Security virtual (NS hrewall series brings indatry beasing nest

capabitaies s 195, TLS/S5L decryption and
« Show maee
e /Lnix O AWS fwviews | B0 wxternal resieves (1 e
Gverview Fricing Usage support Heviews

Product Overview

SoricWiail Neswork Secuity witiial (NSs) ol secies biings industry leading
et g Trwal NG il atecn wtelligener and
omirol, real-time marisoring. IP5, TLS/S5L deeryption and inspection, advanced
thesat p . WP 2 network

=

out WS et NSy et Avewalls Lopport the wime socuety and (]
etiorking eatunes n ScricWlt pysis st NGEW appliances inclding oue
patented Reasembly-Free Doep Racket Inspection SFG) tecmalogy sd -
wan-wering Capture AT sandbex with Reat-Time Dvep Memory Inspection

e Click Continue to Subscribe and accept the terms and conditions.

L —n

f On the next screen, click Continue to Configuration.

SOMICWALL  SonicWall NSv (Firewall/Security/VPN/Router) - _
BYOL

sy

Subscribe to this software

our're subrseribied to this software, Please sor the terms and pricing details below or click the buttan above ta
configure your software.

Terms and Conditions
SonicWall Offer

¥iou have subscribied 1o this software and agreed that your use of this saftware is subject to the pricing terms
3 (FULATCZ. You agroed that AWS may share information abaut this
with the respective welber, reveller of underlying provider, 45

. Yous utn of AWS strvices remains subject 1o th AWS
geverning your use of such services.

and the seller’s Erd User Licerso Agiesr
eramaction Daclisding your paym

iwacy Nt

SenicWall W (Fitewall fSecuntg VPN Riner] - BVOL V111972020 A v Show Detaln

g On the next screen, select the following based on your requirements:
e Delivery Method
e Software Version

e Region

SONICWALL SonicWall NSv (Firewall/Security/VPN/Router) -
BYOL

= Pre . bucrbe  Conbgue

Configure this software Prcing Informiation

Choose a fulfillment aption below to select how you wish to deploy the software, then enter the infermation
required to configure the deployment.

Delivery Method
L Sattware Pricing
Ba-bit (xB6) Amazon Machine knage AMI) -
SonkcWall NSy /e
(Forewall/Securit
Software Version VPN Router]
AYOL

7.0.0-1036 (Nov 06, 2020) -

Select a version
Infrastructure Pricim

7.0.0-1036 (Nov 06, 2020] 9
B2 1% eSisege
6.5.4.4-44v-21-987 (Sep 15, 2020)

i aliee oo il peing Manthly Extimate: $61.00 manth

Ami Id: ami-0a53547243126d7cd

Product codes 2y77hbheavioTjahg2cShpeed

Release notes (updated November 6, 2020)

h  Once you have made the selection, click Continue to Launch.

i Inthe Launch screen, select Launch through EC2 option from the Choose Action drop-down and
click Launch.

j  Select the Instance Type corresponding to the SonicWall NSv model you require.

Network Security Virtual Getting Started Guide
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For guidance, refer to Node Counts Per Platform on page 6 and Supported NSv Series Models on AWS on page
10. Choose instance size from the table displayed:

NSv Models and AWS Image Types

SonicWall NSv Model AWS EC2 Instance Type

NSv 10 c5.large
NSv 25 c5.large
NSv 50 c5.large
NSv 100 c5.large
NSv 200 c5.large
NSv 400 c5.xlarge
NSv 800 c5.2xlarge
NSv 1600 c5.4xlarge
- Jm— o : : xS - U 10 Gt v
S— o Z : - . . .

k Click on Configure Instance Details. From the Network drop down select a VPC to deploy the
firewall on. Select the subnet which is to be the public or WAN interface (X1) of the firewall.

Services Resource Groups *

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7.H

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AM, request Spot instances to take 4

Number of instances (i) [1

Launch inta Auto Scaling Group (1)

Purchasing option (i) [0 Request Spot instances

Network (j)

[vpc-0ba96600ddab58c09 | example v] C Create new VPC

Subnet (j) [subnet-072c2e649082850e4 | X1WAN | us-east-2a v

243 |P Addresses available

Create new subnet

Auto-assign Public IP () | Use subnet setting (Disable) v]

Placement group (i) [ Add instance to placement group.

Capacity Reservation () [Open v| C Create new Capacity

IAM role  (j)

[None v C Create new 1AM role

CPU options (i) [ Specify CPU options

Shutdown behavior (i) [Stop

Enable termination protection ()

Monitoring (i)

EBS-optimized instance (i)

Tenancy (i)

v Network interfaces (1

Device = Network Interface

Subnet

[ Protect against accidental termination

[ Enable CloudWatch detailed monitoring
Additional charges apply.

# Launch as EBS-optimized instance

Shared - Run a shared hardware instance A
Additional charges will apply for dedicated tenancy.

Primary IP

ethl [New network interface v| |[subnet-072c2ebs v |

Auto-assign AddIP

Add Device

Secondary IP addresses

Network Security Virtual Getting Started Guide

Installing NSv Series on AWS

14



To add additional Elastic Network Interfaces click Add Device. The firewall MUST at minimum
have 2 ENI attached. The ENI interfaces MUST be on separate subnets. The ethO ENI device will be
connected to the SonicWall NSv X1 interface that is the public interface. The eth1 ENI device will
be connected to the SonicWall NSv X0 interface that is the private interface.

@ NOTE: If you get a response from the system offering only two interfaces with the same

subnet, check all subnets in the VPC with the VPC availability board to ensure that they
are in the same availability zone.

* Network interfaces @

Device  Network Interface Subnet Primary IP Secondary IP addresses IPv6 IPs
eth0 Auto-assign Add 1P AddIP
st Autc-assign Add 1P

@  We can no longer assign a public |P address to your instance

The auto-assign public IP address feature for this instance is disabled because you specified multiple network interfaces. Public IPs can enly be assigned to
instances with one network interface. To re-enable the aute-assign public IP address feature, please specify only the eth0 network interface.

» Advanced Details

m Accept the default storage options by clicking the Add Storage button.

n Click the Add tags button. Add metadata to the instance configuration to assist in identifying the

SonicWall NSv instance.

Click the: Configure Security Group button. At minimum, allow SSH and HTTPS from a predefined
source.

D ——————

G LAMTas e iy Gy e
Step &: Configure Security Group
K bacur®y s 6 50t o8 el rben B £t P Wl b s i o o e 1 o B bt 0 e R Bl B reacS v ekancs o st o mard s ool 0 4 e e s bt ol 5 reach g Pabirce 834 rubes B sk rvaebicied sccads b B 1T
1M 4 o hncur®y (P o S o g e B L iy it At 3 saruety g
Antapn 0 oo wily gy Cinete o s oy e
e an warmnng sy s
ey g e et it

s ek casted 1811151 08 EMA0 50

Ty Prusd Pt B S () Bhwnaspuiem

L e -] Comtam_+| W 18 FRAG s

Cio U & Tt gy ™ Gt v (W 14 PSS T e (it
B U0 & s = Eoslom 4| (W% PRS0 et

L= ] s Coiem 4| 907 iS4 TR L

L e iy Comtion 9| WOV FEGHAY HTTF managuenarn

Ak ke

p Click the Review and Launch buttons. Review the instance details.
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g You will be prompted to select either Key-Pair or Create a new key pair. Ensure you have access
to the key pair.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

| Create a new key pair v
Key pair name
|Sonic\Wall-NSv-example |

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

e\ [N | aunch Instances

r Click the Launch Instances button to deploy the SonicWall NSv instance. Deployment will take
between 5 to 8 minutes. You can monitor the progress by viewing the instance in the EC2
Dashboard.

3 Disable source/destination checking:
a Select Network Interfaces from the left menu of the EC2 Dashboard.

b For each network interface connected to the new SonicWall NSv instance, disable the source and
destination check.
To do this, right click on the network interface and select Change Source/Dest Check.

¢ Select the Disabled checkbox and press Save.
4 To assign an Elastic IP, follow these steps:
a From the EC2 Dashboard left hand menu select Elastic IPs.
b Right click on a free Elastic IP and select Associate. If no Elastic IPs are available, then click on

Allocate new address.

Services ~ Resource Groups ~

Dedicated Hosts - Allocate new address [ ER
4

Capacity

Reservations Q) Filter by tags and aftiributes or search by keyword
= IMAGES Hame - ElasticIP «  Aliocation ID - Instance

AMIs

Bundle Tasks [ ] B ] eipalloc- s~

= * eipalloc-San H004db3eeq
= eipalloc- e s i-0dcf3gfed
- " Add/Edi Tags

Volumes # S . eipalloc 4 4 iH02aadics.

Snapshots W eipalloc- M

Lifecycle Manager

SECURITY
Security Groups
| Elastic IPs
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¢ Choose the Resource type and Network Interface. In the Network Interface drop down choose
the first ENI (eth0) connected to the SonicWall NSv Instance. That is the ENI connected to the
public subnet. Refer to Instance details page to help identify the ENI.

Addresses > Associate address
Aw.—; ciate d|-'-|rr;
550Clale address

Select the instance OR network interface to which you want to associate this Elastic IP address (13.58 51 54)

Resource type Instance [i]
®  Network interface
Network interface | eni-U5chbd5afs1aaidee - C
Private IP | Select a private IP -+ Co
Reassociation Allow Elastic IP to be reassociated if already attached €3

A Waming

If you assoclate an Elastic IP address with your instance, your current public IP address is released. Learn more

d Click Associate. This IP address can now be used to connect to the SonicWall NSv web
management interface.

5 Connect to the firewall web management interface:

a Now that you have associated an Elastic IP to the SonicWall NSv instance you will be able to
connect to the web management interface by entering the IP address into your browser.

SONICWALL

ark Security Virtual

Username

Password

LOG IN

b Enter the username "admin" and the password is the AWS instance ID of the newly created
SonicWall NSv instance such as i-02axXXXXXXXXXXXXX.

Now, connect the NSv with the internet and LAN by setting up routing tables as described in Modify Routing
Tables for NSv Access on page 18.
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Modify Routing Tables for NS, Access

1 Wait at EC2 Dashboard for Instance State — running, AND Status checks — 2/2 checks passed.

Resource Groups ~

Humbai *

o S
Evertts !
Tags Q
Reperts @ Name = Instance ID = Instance Type - Availability Zore -
Limits

B SomicWal NSv  i-DcBb32eadf3026d20  cSlarge ap-south-1a
Instances

Launch Templates
Spot Requests
Reserved Instances

Dedicated Hoats

Instance: | I-0c6b3Zeads3026d20 (SonicWall NSv) Elastic IP: 13.232.198.249

AMls
Dascription Status Checks Manitoring Tags
Buncle Tasks.
instance 1D -0cBb32eadB3026d20

Instance state  funning
Volumes

Instance type  cBlarge
Snapshots Blastic Ps  13.232.186.240°
Lifacycle Manager Awmilability 200 ap-south-1a

y groups  SonicWal-NSy-NS: 7. 58 .

Security Groups Scheduled everts
AMI 1D

Platform

Elastic IPs

Placement Groups

view inbound rues . view cutbound nies
No scheduled avents

D489 (armi-03030bc22B080TBE1)

Instance State - Status Checks - Alarm Status

@ running & 22 chacks ..

Public DNS (IPwg)
Pvd Public IP

IPvE IPs.

Privata DNS

Privata IPs
Secondary private IPg

VPCID
Subnet 1D
Hetwork interfaces

Neg ]

A O & 0
(2] Ttateott
Public DNS (IPv4} = IPvd Public IP

13.232.186.249

mEEA

13.232.198.240

ip-192-168-0-4.ap-south-1.compute.intermal
162.168.0.4, 182.168.1.121

vpo-00cc3Tca2db0sfa11
subnet-0449348e025¢ 16320
athD)

ath1

@ Feedback

@ English (US)

Tarrms of Use

2 Change Routing Tables:

a Change Your LAN routing table to add a route with Destination 0.0.0.0/0 with Target to NSv's LAN
Interface. This routes all your LAN traffic to the NSv X0 interface.

Route Tables | VPC Ma

VPC Dashboard o

[CERPESHIRS AN Delete Route Table et As Main Table
‘
Fier by VPC

a Q x

110 8 of 6 Route Tables

Hame - Route Table ID Expiicilly Associai~  Main

‘SoCWall NSvRouS Tatie WaN e 1Subnen

our WPCs -

nt-OMNNASEREAL | 1 Subret

1 Sunet

1ib-060a2bASEE881T ex | existing-vpe-rib-lan
Summary

- ..

Destination

Routes Subnet Assocarions | | Rouse Propagation

Swius  Propagaied  Remove

o
Add anothes roiite
Customes Gatewnys

Vinual Private Gateway

® Feedback @ English (US)
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b Change your WAN routing table to add a route with Destination 0.0.0.0/0 with Target to your
Internet Gateway (igw-xxxxx). This routes NSv WAN traffic to the Internet Gateway (IGW).

Acatte Tabiles | VPC M

VPC Dashboard L USSP Delete Route Table  Set As Main Table e @

Filiet by VP
Q - x 110 8 of & Routs Tabbkes

+ Routs Tabie 1D - Explcitly Associar

rib-Deadfzede16a5ad2% | sxsting wpc-rthwan

Submet Associasuns | Fouss Fropagasun

St Propagaies Aemoww

« @ English {US]

3 Your NSv should now be operational. Next, register your NSy, see: Deployment Options on page 34. The
following section details how to set up access to the NSv from the public internet.
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Deploying AWS from Cloud Template

This section describes how to deploy NSv to an existing VPC using AWS Cloud Formation Templates. This is
referred to as a Launch Stack deployment.

Pre-requisites include:
e AMIID of NSv
e Akey pair
e AVPCwith:
1) Two subnets:
e WAN subnet.
e LAN subnet.

2) Two routing tables (in addition to main routing table - main routing table is automatically
created when you created your VPC):

e WAN routing table (with WAN subnet associated with it).
e LAN routing table (with LAN subnet associated with it).
3) An Internet Gateway attached to the VPC.
Populate the routing tables after the stack has been deployed successfully.
Steps:
1 Goto:
https://github.com/sonicwall/sonicwall-nsv-aws-cf-templates

2 Click the Launch Stack button below the Deploy SonicWall NSv to an existing VPC.

https:/foithubenm Sonicwallsoricwall-isv-aws-df-templates

(B sorvcums gt Lpciate rendime fiie Latest coerirest ssmte 24 veccnch sgo

™ singie-ami upiaad leinch page and templates first revissan 2 mimtes aga

% READNMEMd Update readme file 24 secands aga

HE READMEmd s

sonicwall-nsv-aws-cf-templates

SanicWal NSy - AWS dowd farmation templates

httpefwww, sonicwal.comy
Deploying

Marketplace deployment

Find the SonicWall NSv product in AWS

Cloud Formation Template deployment

Deploy SonicWall NSy to an existing VPC

Press the "Launch Instance™ button to deploy the SanicWal NSy to an existing VPC.

Deploy SonicWall NSy 1o & new VPC

Press the "Launch Instance™ button to deploy the SonicWal NSv to a new VPC.

To find out mare about Cloud Formation templates refer to hit; amazon.com/d

templates/’

3 To select a Region, identify the region into which you wish to deploy NSv. Note: You must copy the AMI to
the chosen region and have its ID ready.
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4  Click on Launch Stack button under Deploy NSv to an existing VPC.

CloudFormation Stacks Create stack
A i Create stack

Prerequisite - Prepare template

Prepare template

© Template i ready ke a sample template Create temglate in Designer

e 4

Specify template

A temgitate iy 3 JS0N or YAML file tha o Etack's reaowTe

Template source

0 Amazon 53 URL Upload a template file
Amiazon 53 URL

https//s3 amazonavwes. com/nsv-cfin-dev/cf-existing-vpe template

53 URL: https//s3. amaronaws.com/nsv-cin-dev/ch-existing-vpe template View bn Designer

5 Click Next.

Clinrd ot -
el Specify stack details
S 2 Stack name
Specify stack deests
P

Sonicwall-riy

Ll
nseance
rarance Name
Sonicwall NS,
ritarce Type
5 Large -
-

Pty hEtpa) from this DR

6 Specify Stack Name: Name for your stack. The name helps you find a particular stack from a list of stacks.
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7 Set the following parameters:
e Project Name: A name which will be added to the resources tag.
e Location
Availability Zone: Select the Availability Zone into which NSv is launched.
e |nstance
AMI: AMI ID of SonicWall NSv.
Instance Name: A descriptive name for the NSv instance.
Instance Type: Select the type of the instance from the drop-down menu.

Key Pair: Select the key pair. This is the key pair available in AWS that can be used to SSH to the
SonicWall NSv management console. See:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html

Allow management (ssh/http/https) from this CIDR: Specify the IP address from which
management access is allowed on the WAN interface. Must be in IPv4 CIDR notation x.x.x.x/x.
Open HTTP, HTTPS, and SSH ports for this address in the Ingress Security Group.

WAN Interface Subnet ID: Select the subnet id for your WAN interface.
LAN Interface Subnet ID: Select the subnet id for your LAN interface.

Optional Existing Elastic IP Address (EIP). You can specify Allocation ID of an existing Elastic IP
address. This EIP can connect to the WAN interface of the NSv. If this field is left blank, the system
allocates a new EIP.

e VPC
Vpcld: Select existing VPC to which to deploy NSv.
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8 Click Next.

Confqure wtack optisn

Configure stack options

Tags

Permissions

AN foke - ooekona

Advanced options

* Stack policy

» Rellback configuratian

» Notification options

¥ Stack creation options

Cancel

Frevious
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9 Click Next.

Review SonicWall-NSv

Step 1: Specify template

Template

Step 2: Specify stack detals

Parametens |11

10 Review details and click Create Stack.

11 Status changes to CREATE_COMPLETE.

Services -

Resource Groups ~ *

@ CloudFormation v  Stacks

Actions = Design template [= A -
Filter: Active = Showing 2 stacks
Stack Name Craated Time Status Description
SonicWall-NSv-1 2018-10-04 23:57:32 UTC+0550 GREATE_COMPLETE SonicWall NSv CloudFormation Template to deploy NS in an existing VPG
SonicWall-NSv 2018-10-04 23:44:18 UTC+0550 CREATE_COMPLETE SonicWall NSv CloudFormation Tempiate to depioy NS in & new VPG
Overview  Outputs Resources Events Template Parameters Tags StackPolicy ChangeSets  Rollback Triggers _J=]=]
Key Value Description Export Name
sh -1 &0 g bai.pem
ManagementSsh 13.127.118.174 username: password Console (S5H) to manage NSv
+ H0G98ATc40MbbEates
ManagamentLir hitpsafi3.127.118.174/ Management LIAL to manage NSv
@ Feedback (@ English (US)

Tarrms of Use

12 When the stack creation is complete (Status changes to CREATE_COMPLETE). You can get the
management and access details in the Outputs section.
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Change Routing Tables for NS, Access

1 Wait at EC2 Dashboard for Instance State — running, AND Status checks — 2/2 checks passed.

Resource Groups ~

Humbai *

o S
Evertts !
Tags Q
Reperts @ Name = Instance ID = Instance Type - Availability Zore -
Limits

B SomicWal NSv  i-DcBb32eadf3026d20  cSlarge ap-south-1a
Instances

Launch Templates
Spot Requests
Reserved Instances

Dedicated Hoats

Instance: | I-0c6b3Zeads3026d20 (SonicWall NSv) Elastic IP: 13.232.198.249

AMls
Dascription Status Checks Manitoring Tags
Buncle Tasks.
instance 1D -0cBb32eadB3026d20

Instance state  funning
Volumes

Instance type  cBlarge
Snapshots Blastic Ps  13.232.186.240°
Lifacycle Manager Awmilability 200 ap-south-1a

y groups  SonicWal-NSy-NS: 7. 58 .

Security Groups Scheduled everts
AMI 1D

Platform

Elastic IPs

Placement Groups

view inbound rues . view cutbound nies
No scheduled avents

D489 (armi-03030bc22B080TBE1)

Instance State - Status Checks - Alarm Status

@ running & 22 chacks ..

Public DNS (IPwg)
Pvd Public IP

IPvE IPs.

Privata DNS

Privata IPs
Secondary private IPg

VPCID
Subnet 1D
Hetwork interfaces

Neg ]

A O & 0
(2] Ttateott
Public DNS (IPv4} = IPvd Public IP

13.232.186.249

mEEA

13.232.198.240

ip-192-168-0-4.ap-south-1.compute.intermal
162.168.0.4, 182.168.1.121

vpo-00cc3Tca2db0sfa11
subnet-0449348e025¢ 16320
athD)

ath1

@ Feedback

@ English (US)

Tarrms of Use

2 Change Routing Tables:

a Change Your LAN routing table to add a route with Destination 0.0.0.0/0 with Target to NSv's LAN
Interface. This routes all your LAN traffic to the NSv X0 interface.

Route Tables | VPC Ma

VPC Dashboard o

[CERPESHIRS AN Delete Route Table et As Main Table
‘
Fier by VPC

a Q x

110 8 of 6 Route Tables

Hame - Route Table ID Expiicilly Associai~  Main

‘SoCWall NSvRouS Tatie WaN e 1Subnen

our WPCs -

nt-OMNNASEREAL | 1 Subret

1 Sunet

1ib-060a2bASEE881T ex | existing-vpe-rib-lan
Summary

- ..

Destination

Routes Subnet Assocarions | | Rouse Propagation

Swius  Propagaied  Remove

o
Add anothes roiite
Customes Gatewnys

Vinual Private Gateway

® Feedback @ English (US)

Network Security Virtual Getting Started Guide

25
Installing NSv Series on AWS



b Change your WAN routing table to add a route with Destination 0.0.0.0/0 with Target to your
Internet Gateway (igw-xxxxx). This routes NSv WAN traffic to the Internet Gateway (IGW).

Apute Tables | VPC Ma

VPC Dashboard

Fiber by VPG

‘Set Az Main Table

Creste Aoute Table

Delete Route Table

= Roums Tasis 1D

Sutnet Associasuns

- Esplcitly Associai-  Maim -

Fouts Propagasn

St Propagaies Remew

Aedd anotlr raute

WFN Connecanns

ki@ English {us)

e @

110 8 of & Fouts Talies

3 Your NSv should now be operational. Next, register your NSy, see: Deployment Options on page 34. The
following section details how to set up access to the NSv from the public internet.

Accessing the SonicWall NS, Web Interface

To access the SonicWall NSv web interface, you need to assign an Elastic IP (EIP) to the NSv management
interface. For this, you need to use the management Elastic Network Interface (ENI).

To locate the management ENI:

1 Inyour browser, navigate to EC2 > Instances.

Instamce |0 = imstance Type

ol 2e

=amsida

u At e

Mersamncs | 00l (RYGE— Priva 1P 16,

Description

Load Batancers

Tuiget Growps

Launch

Awmbabiity Zome «

Irstance Siale - Staius Checks Alarm Statun

& sicoped Non

22 chacka passed <3«2

Nong

VY vy ey

e i B [ 10 Ky Naime

Fuitic DN (1wl
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2 Select the SonicWall NSv instance.

3 Select eth0 in the lower pane.

4  Copy the Interface ID value into your clipboard (eni-xxxxxxxxxxxxxxxxx). This is the management ENI.
5

Paste the value into a temporary file, so you can refer to it during the next procedure.

To locate or create the Elastic IP (EIP) and associate it with the management interface:

1 Inthe left nav pane, click Elastic IPs.

ey
Evasts .
Tags (4, Filr 0y g8 2m0 atvtas o6 cams by hapsesrz
T Werme. < EmscE « Atocasn T ‘sepe Busaciation I Pt irtace 1 Mot inertace Cwmer
Limks
au vaoc AT e e I s
el .2 p— [mpre— -
- = v a4 & A e Tr—
Launeh Tampianzs = e =
T e oz — L e momoc T wetn T—
Fasarved Inslances
Dadieatnd Hasts
S s
Al
Buribe Tasis
| 1
Addrmes; 1359 127 241
Descrgtion  Tage
BP0 Aancation I soskoct
nsmace - Provats ® aoaress.
Scmpe e Eawociation 10
P DN - Hetwork imartecs 10
5 Metmark intertace owner -

2 Select an IP address that is “free”, or if no addresses are available, then click the Allocate new address
button at the top of the screen.

3 Right-click on the address row and select Associate Address from the right-click menu. The Associate
address screen is displayed.

Addresses > Associate address

Associate address

Select the instance OR network intarface to which you want to associate this Elastic IP address (13.59 1)

S=t

Private IP | Salect & private IP - Co

Resource type ' Instance

(i}
® Network interfaca@ 1

Network interface  eni-08a’

Reassociation ©/ Allow Elastic IP to be reassodiated If already attached @

A Waming
If you associate an Elastic IP address with your instance, your current public IP address is released. Leam more

» AWSC Line

Cancel BT @ 3

4  For Resource type, select Network interface.
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5 Inthe Network interface drop-down list, select the ENI of the management interface that you located in
the previous procedure.

6 Click Associate.

At this point you can point your browser to the Elastic IP (EIP) address that you just associated to the ENI of the
NSv management interface, by typing in the URL consisting of the IPv4 EIP address (for example:
https://XX.XX.XXX.XXX).

To locate the EIP address, see Step 1 on page 27.

The SonicWall NSv login page is displayed. Log in using the default credentials (admin / password where the
password is the AWS instance ID of the newly created SonicWall NSv instance e.g. i-02aaxXXXXXXXXXXXX.

SONICWALL

Network Security Virtual

Username

|adm|n

Password

If you have not already registered, register your NSv virtual firewall MySonicWall. See Deployment Options on
page 34.

Configuring Internet/Public Access
Through the NS,

The X1 interface typically needs egress/ingress access to the public internet. To allow access, the X1 interface
must be configured with an Elastic IP (EIP). Otherwise, traffic from the X1 interface is directed to a NAT Instance.

Network Security Virtual Getting Started Guide

28
Installing NSv Series on AWS



To assign an EIP to the NSv X1 interface, you need to use the Elastic Network Interface (ENI).

To locate the ENI:

1

2
3
4
5

To locate or create the Elastic IP (EIP) and associate it with the X1 interface:

1

In your browser, navigate to EC2 > Instances.

Bundo Tasks.

Instence | i Qactt RIS Elassic IP: 11550000

Descripios | SunsChecks  Monderg | Tags

Load Balascers

Target Gesupn

Launch

Conbguratars _—

Auts Sralkag Grosps Koy par sarm  pstaie
Efitoptezat T

. view oo redes. e

Raports Hare Insnce D - nmtance Siake - Stahs Checks - Alarm Staivs.
Linit
pr— e @ mnng ® 2 checks posses [
= RS [Fpre— [,
; ."..m<“:| 1
HI @ deppe e
anarch Tarrypla
Lisech T S @ sucpen Nose
gt ngenatn = @ sroeed Nase
Fmsarend Instances —— e o @ sopped Nowy
Dedicatud Hosts By Hand -1 & depped N
5 1 B A P S e e @ nnweg & 2 chacia passed 2
A

VY yeyy

Pabiic DS (v

- Pk Pusic B

dsaties
amine
e
dsaniee
daine
e
e
[

a2
g 0
[
My 5, 701
L
g 13,

In the top pane, select the NSv instance.

In the lower pane, click on ethO to display the Network Interface ethO popup.

Copy the Interface ID from the popup. This is the X1 ENI.

Paste the value into a temporary file, so you can refer to it during the next procedure.

In the left nav pane, click Elastic IPs.

Everts

g L T Ve —

Fpite. e < Bl I « Mlocation il - ieslmce
Limis

158 i
It
Launch Tempiaizs
Spot Requests
Resarved instances

[ ] 6218 W apaioc @I

Dedcatad Hosts

Al
Eianefe Tasks

Viokomes

Snapshats

Secuty Grougs
Elastic IPx 1
Placsment Group)

Wy Fairs

Network Infierfaces Addireas; 5215

L nac Balmncers Description || Tags

Targsl Gicups iy
mstanca

Lmanch fcope i

Configration: Public DNS

#utn Scallng Groupe Watwark misrtacs ownar

Allocanon D

Privatn IP asgress -

Assicition |0

Metwork inertace |0

otk uimitace K
e e

s

palac-gs

2 Select an IP address that is “free”, or if no addresses are available, then click the Allocate new address

button at the top of the screen.
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3 Right-click on the address row and select Associate Address from the right-click menu. The Associate
address screen is displayed.

Addresses > Associate address

Associate address

Select the instance OR network intarface to which you want to associate this Elastic IP address (13.59 1)

Fe <:|2

Private IP | Sslect a private IP - Co

Resource type © Instance

(i}
® Network interfar.a@ 1

Network interface  eni-08a’

Reassociation ©/ Allow Elastic IP to be reassodiated If already attached @

A Waming
If you associate an Elastic IP address with your instance, your current public IP address is released. Leam more

» AWSC Line

Cancel BT @ 3

5 In the Network interface drop-down list, select the ENI of the X1 interface that you located in the
previous procedure.

4 For Resource type, select Network interface.

6 Click Associate.

Troubleshooting Installation Configuration

If the NSv fails to come up, follow the instruction in Navigating the NSv Management Console on page 50 to go
to the NSv Management Console window or the SonicOS CLI window. Check the boot messages:

@ | NOTE: The error messages shown below indicate that the virtual firewall cannot boot.

Insufficient Memory Assignment

The following messages will appear if the virtual machine has insufficient memory. This may occur when doing
an NSv installation or a NSv product upgrade.

SonicOS boot message:

Insufficient memory 4 GB, minimum memory required 10 GB for NSv model: “NSv 800 Beta”
Power off the Network Security virtual appliance and assign 10 GB to this virtual appliance.

This message can also appear in the Management Console logs as shown in the two following screen shots.
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localhost Initializing Soniclall support services
System Info :10: localhost Completed configuring the operating environment for Sonic0S
Management Network :10: localhost
Test Management Network :10: localhost
Diagnostics :10: localhost Total memory installed 41608841 Kb
NTP Server :10: localhost fpu ume de pse tsc msr pae mce cxB apic sep mirr pge
Lockdoun Mode :10:07 localhost 2, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
System Update 8 localhost i ng the operating environment for Sonic0S
Reboot | Shutdoun i
fAibout 8 localhost icall support services
localhost Completed configuring the operating environment for Sonic0S
localhost
localhost Total memory installed 41608841 Kb
localhost fpu ume de pse tsc msr pae mce cxB apic sep mirr pge
localhost 2, Nodel "Intel (R) Xeon(R) CPU ES-2420 0 @ 1.90GH="
oca lhos

—— Reboot
Mar 30 15:05: localhost Unconfigure the operating environment for SonicO3

Mar 30 15:02: localhost Initializing Soniclall support services

Mar 30 15:02: localhost Completed configuring the operating environment for Sonic0S
Mar 30 15:02: localhost

Mar 30 15:02: localhost y installed 4160884 Kb

Mar 30 15:02: localhost fpu ume de pse tsc msr pae mce cxB apic sep mirr pge

Mar 30 15:02:00 localhost 2, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 15:02: localhost i ng the operating environment for Sonic0S

—— Reboot

Mar 30 15:01: localhost Unconfigure the operating environment for SonicO3

Mar 30 14:59: localhost Initializing Soniclall support services

Mar 30 14:59: localhost Completed configuring the operating environment for Sonic0S
Mar 30 14:59: localhost

Mar 30 14:59: localhost Total memory installed 41608841 Kb

Mar 30 14:59: localhost fpu ume de pse tsc msr pae mce cxB apic sep mirr pge
Mar 30 14:59:24 localhost 2, Model "Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
Mar 30 14:59: localhost Configuring the operating environment for SonicO3

—— Reboot

Mar 30 14:59: localhost Unconfigure the operating environment for SonicO3

Mar 30 14:54: localhost Initializing Soniclall support services

Mar 30 14:54: localhost Completed configuring the operating environment for Sonic0S
Mar 30 14:54: localhost

Mar 30 14:54: localhost Total memory installed 41608841 Kb

Mar 30 14:54: localhost CPU flags: fpu wme de pse tsc msr pae mce cxB apic sep mtrr pge
Mar 30 14:54:26 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 © @ 1.90GHz"
Mar 30 14:54: localhost Configuring the operating environment for SonicO3

—— Reboot

Mar 30 14 8 localhost Unconfigure the operating environment for SonicO3

Mar 30 14 8 localhost Initializing Soniclall support services

@ NOTE: For details on navigating the NSv Management Console to troubleshoot the installation, see
Navigating the NSv Management Console on page 50.
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Memory may be insufficient without a insufficient memory log entry:

e localhost Initializing SonicWall support seruvices
System Info 144 localhost Completed configuring the operating environment for Somi
Management Network i i
Test Management Network localhost This NSu model supports 8 current count
Diagnostics
NIP Server localhost CPU flags: fpu ume de pse tsc msr pae mce cx8 apic sep mtrr pge mca
Lockdown Mode 144 localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
System Update 144 localhost Configuring the operating environment for Sonic0S
Reboot | Shutdoun
About 143 localhost Unconfigure the operating environment for Sonic0S
localhost
localhost Initializing SonicWall support seruvices
localhost Completed configuring the operating environment for Sonic0S
localhost No system information file available
localhost Total memory installed 8172916 Kb
localhost CPU flags: fpu ume de pse tsc msr pae mce cxB8 apic sep mtrr pge mca
localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz"
localhost Configuring the operating environment for Sonic0S

Incompatible CPU

If the CPU does not support AES instructions the following message will appear:

CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz is not supported by SonicWall Network
Security Virtual

CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz does not support the Advanced Encryption
Standard(AES) instructions

Refer to Getting Started Guide and install the SonicWall Network Virtual on a supported
platform

The message can also be seen in the logs provided by the management console:

enuw localhost Initializing SonicWall support seruices
stem Info localhost Completed configuring the operating enviromment for SonicOS
Hanagement Network 2 acalbo i padc 3 SaCh b a i

Test Management Network H localhost Total memory installed 8099184 Kb

Diagnostics localhost

NTP Seruver localhost

Lockdown Mode g [ ags: e de = = x = =
Systen Update localhost CPU count: 2, Model “Intel(R) Xeon(R) CPU E5-2420 0 @ 1.90GHz
Reboot | Shutdoun localhost Configuring the operating environment for Sonic0S

About —— Reboot

Mar 30 H localhost Unconfigure the operating environnent for Sonic0S
Har gg localhost Initializing Soniclall SllDBDl"t service:

Mar localhost This NSv model supports 8 CPU, cur-rentSCPLI count is only Z, for impr
Mar 30 localhost Total memory installed 8099184 Kb

Mar 30 localhost CPU flags: fpu ume de pse tsc msr pae mce cxB apic sep mtrr pge mca
Mar 30 localhost CPU count: Z, Model "Intel(R) Xeon(R) CPU E5-24Z0 0 @ 1.90GHz"

Mar 30 localhost Configuring the operating enviromment for SonicOS

—— Reboot ——

Mar 30 15:10: localhost Initializing SonicWall support services

If the CPU does not support SSE 4.1 or 4.2 instructions the following message will appear:

CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz is not supported by SonicWall Network
Security Virtual
CPU Model Intel(R) Xeon(R) CPU E5-2420 O @ 1.90GHz does support SSE 4.1 or 4.2 instructions

Refer to Getting Started Guide and install the SonicWall Network Virtual on a supported
platform

Network Security Virtual Getting Started Guide
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Incorrect CPU Configuration

All cores must be on the same socket. Customer needs to change the CPU configuration in settings.

The SonicWall Network Security requires all virtual CPU to reside on a single socket.
Power down the virtual machine and adjust the CPU configuration such that all CPU reside on the
same socket

Insufficient Resources at Time of Configuration

If the infrastructure where the NSv is being installed has poor performance the following message may appear
at time of installation:

Initializing services: IMPORTANT, DO NOT POWEROFF OR REBOOT
-- Warning --
This initialization is taking longer than expected.
Please ensure sufficient compute resources are available to the SonicWall Network Security
Virtual.

If the above message occurs during initialization, more information is available in the logs:
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Deployment Options

You may choose to pre-pay for a fixed license period, or pay a recurring fee. You make this choice when selecting
the subscription type in the AWS marketplace. Installation procedures for these two options are identical, but
completion steps differ.

The following subsections detail these two approaches: BYOL (Bring Your Own License) and PAYG (Pay As You
Go).

@ IMPORTANT: There is no migration path between BYOL and PAYG options, so if you choose to change the
licensing model, it will be necessary to first export the configuration data from the NSv instance and then
disable it. You can then import the configuration data into a new NSv instance with the preferred licensing
model.

Topics:
e Deploying the NSv as PAYG
e Deploying the NSv as BYOL

Deploying the NS, as PAYG

This section presents the steps to complete deployment of a PAYG or “Pay as you go” NSv instance.

SonicWall NSv (Firewall/Security/VPN/Router) - PAYG [ Eaninisiasase ]
SOMNICWALL® B SemicWall  Latest Version: §5.0.2.80-37.458

Tha SanicWall Hetwark Sacurity virtual {NSv) frewall caros brings Industry Loading nest-

firawall suchas control, IPS, TLS/S5L decryption and Typicat Total Prica
~ Show mare £0.655/hr
Linup/Linke it i) Frue Trial i iy shureig
“Virgprnal., Vs Dwtaby
Overview Pricing Usage Suppart ReEviews

Product Overview

“SonkcWiall Hetwork Seourty virtual (NS firewall seres brings indusiny |aading

next-generation firevwal (NEPA] capablities such as application inteligence and
conrad, real-time monitoring, IFS, TLS/S5L dorrygtion and inspection, advanced
Ehraat protection (ATP], VPN and netvwork segmientation capabilibies to protoct
woiw ANWS anwironimant. Moy virtual firewalls support the same seourity and
networking featunes in SonkcWall physical NGPW appliances induding our
patented Reassamidy-Fris Deop Packet Inspection (RFDPY technalogy and
aramrd-winning Capturs ATP mndbo with Real-Time Desp Mamory inspection
[RTIHI) For advanced threat protoction.

Cantrally maraga all your firesalls using the: SonicWall Capture Securty Centar
[25.C] bo mainkain consistent secwrity polides aooss dowd and on-premises

h 1 el s it Socurity Best practices and
mit comipliance stardards.

Hobe: SonicWall supports most IPsec VPN data canber and cdoud solutions
inclucing masdels from Cisoo, Fortinat, Falo Alto Notwarks, Saphos, Watdhguar,
Barmacuiia Netwarks, Chick Point, Netgoar, Zysal, Mo, Huswsl, Forcepoint,
Clirix Sysbernss, Hewlatt Fackard, D-Link, OpenSwan, piSense, Wyatta, plus best
aifort for amy IPse: dovice that Supports: IKEY1/2, AES 256/128, SHAT, MOS, and
HAT-Traversal standands *

Highlights

= Wixt-genaration security for public coud infrastructure:
and resources; Gain comiplete Webility inta your vintual
ernirgnmant for threat provention; implement propar
security zoning and ensum approprists placemant of
polides
= Detend against 2ene- day vulnembilities with Sonicivall
Capture ATF; Prevent any service disruption in the
Wirtual erEyStEm Gain centralized contral and visibiity
with single-pana-ot-gless maragamant wia tha C5C;
Inresss agility and soalability without parformanca
impact; improve security governance, complianoe and
risk MANIgement
Use Cases: Intarnet gateway for ingress,fegress traffic
protection; Lateral protoction of east-west traffic Sto-
bo-Slee VPN deployment; Seoun end-to-ond reamoto
access Multl-cloud seoun connacthdty
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To complete deployment:

1 Once you have installed and configured network settings for your NSv Series appliance, log into the
firewall management interface.
To find the IPv4 address for the firewall management interface, log into the Management Console as
described in Connecting to the Management Console with SSH.

Your SonicWall NSv series firewall is now enabled.

NOTE: To ensure access to SonicWall Technical Support, the procedure, Creating a MySonicWall Account,
is recommended. An account at MySonicWall offers advantages:

e |t allows you send diagnostics from you firewall directly to SonicWall Technical Support.

e |t supports easy initiation of support cases online. See:
https://www.sonicwall.com/support/knowledge-base/?sol_id=170814110235888

2 Take the following steps to link your virtual firewall to MySonicWall:

a Login into the NSv (see Step 1), and copy the Assign Token.

SONI CWA LL™  metwork Security Virtual MONITOR INVESTIGATE MANAGE QUICK CONFIGURATION
Dashboard )
Log messages cannot be sent because you have not specified an outbound SMTP server address.
Event Summaries (D Cloud backup not enabled - Click here to enable.
Threat Protection
Capture ATP
Appliance Health System Information Show Multi-Core Monitor
Overview Model: NSv 200 (AWS PAYG) (AGSS)
Live Monitor
Product Code: 74002
Bandwidth Monitor
Protocol Monitor GUID: EC290D39-3C02-D337-0665-88F 36954306F
Serial Mumber: 004010366570
Current Status Authentication Code: UI4ZKL3Z
Firmware Version: SonicOS Enhanced 6.5.0.2-8v-37-486-64cafdc3
b User Sessions Safemode Version: SafeMode 6.5.0.0
VoIP Call Status ROM Version: SonicROM 5.0.0.0
CPUs: 3.10% - 6.00 GHz (2 x 2993 MHz Intel(R) Xeon(R) Platinum 8124M CPU @ 3.00GHz)
Total Memory: 4GB RAM
System Time: 07/04/2018 07:33:16
Up Time: 0 Days 00:02:09
Connections: Peak: 12 Current: 13 Max: 125000 2
Connection Usage: 0.015%
L ast Modified By: Linmodified since reboot
Assign Token: fkgQpsvD

b Login into MySonicWall and go to My Products:

= maysoncwel "-80!0!

My Products

*q
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¢ Enter the Assign Token into the Quick Register box, then click on Register.

QUICK REGISTER | fhallp5vc| | QR oo motiple Poccior ket
Bt+-cte
REGESTERED ON TEMANT MAME FARMWMARE VE SUPPORT
Jul 08 7005 scmicweall Products 65032 Jul D FOFS .
Dl D 70719 scmnicall Products 6502 Jal D 05 l

d Enter a friendly name:

e Select a data center:
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f Registration is complete. The NSv AWS PAYG now appears in My Products on SonicWall:

SONICWALL = MySonicWall
My Products
® / Product Management
o

+Q
¥ RELEASE ST_ FRIENDLY HAME SERIAL MUMBER PRODUCT TYPE REGISTERED OM _
T acme [T SONBCUAIL 1y 700 A PATE Jotoa 2013
3 o R — SOnmCUALL sy 200 AV PTG s 23,
1 o ‘SONICWALL NS 200 AWS PAYG SOMICINALL P 200 WS PAYG 4 200
4 seme Coptire Clent Tenant . ovicwalProdacts (0000012081 Capture Chent Tenamt ot 7019
5 ACTVE e mallik 0 SONSCWALL NSy, 200 AWS PRYG Jul 03 2019

3 Navigate to Monitor > System Status page which reflects licensing of all available features after the

deployment process.

Deploying the NS, as BYOL

This section presents steps to complete deployment when the NSv is setup BYOL, or “Bring Your Own License.’

Once you have installed and configured network settings for your NSv Series appliance, you can log into
SonicOS management and link it in your MySonicWall account. To set up an account, see Creating a

MySonicWall Account..

’

@ NOTE: System functionality in a BYOL deployment is limited unless the NSv is linked to a MySonicWall

To link your NSv to MySonicWall:

1

account. For details refer to Using SonicOS on an Unregistered NSv on page 42.

Point your browser to your NSv WAN or LAN IP address and log in as the administrator (default admin /

password).

Click the Register link in the top banner or on the MONITOR | System > Status page.

%Qg[]ﬂelplmgnut

Mode: Configuration ¥

Show Al License Information

10 Hodes (0 in wse]
2 odes (0 in use)

SONICWALL'  tietwork Security irtua! (e Nagei 8 INVESTIGATE  MANAGE
- () The password hasn't been changed.
Current Status
m Log messages cannot be sent because you have not specified an outhound SMTF server address.
¥ (&) Cloud badkup not enabled - Click hers to snable

System Information Shaw Multi-Core Manitor Security Services
Model: NS Uinkcersed Modes Users:
Froduct Code: 70000 551 VPN Nodes/Users:
G - — ——— is not e
Frrrivare Version: SanicOS Enhanced 6.5.0.2-8v-sonicosy-37—4cfiach Click here to Register your SonicWall.
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3 Enter your MySonicWall credentials and click LOGIN to log into MySonicWall.
@ | NOTE: To create an account, refer to Creating a MySonicWall Account on page 41.

SON|CWALL" Network Security Virtual (lo]NigEel:@ INVESTIGATE  MANAGE

Current Status

System Status

} User Sessions

MySonicwall username/email

Password

LOGIN

Forgot your Username or Password?

Create MySonicwall account @

4 In the Serial Number and Authentication Code fields, enter the corresponding values you received after
purchasing your NSv Series virtual firewall from SonicWall.

Serial Number

Authentication Code

I What is this?

Friendly Name

SUBMIT

5 Type a descriptive name for the NSv into the Friendly Name field.
6 Click SUBMIT.

7 The licensing server acquires the necessary information from the NSv Series appliance and your
MySonicWall account.

8 Acknowledge the completion notification by clicking CONTINUE.
SonicOS automatically restarts and then displays the login page.
9 Log into SonicOS.
On the MANAGE view under Updates, the Licenses page now shows your NSv appliance as Licensed.

10 In the Licenses page, you can activate security service free trials, enable available services, and click to
purchase other services you want.

Your SonicWall NSv series firewall is now fully enabled.
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De-activating Your NS,

You can de-register your NSv directly from the SonicOS management interface. De-activation puts the virtual
appliance into a disabled state and deletes the binding between it and MySonicWall. Then you can use the serial
number to enable another NSv instance. Only one NSv instance is allowed per serial number.

To deregister a BYOL NSv:
1 Loginto the SonicOS management interface on your NSv virtual appliance.
2 Navigate to the Updates | Setting page in the MANAGE view.

3 Select Export Configuration from the Import/Export Configuration drop-down list to export your current
configuration settings before deactivating your NSv.

Import Configuration

Export Configuration {b id Date

This makes it possible to import the settings to another NSv instance.

A CAUTION: Be sure to export your configuration settings before deactivating your NSv. You cannot
recover them after deregistration.

4 Navigate to the Updates | Licenses page in the MANAGE view.
5 Under Manage Security Services Online, click the DEREGISTER button.

Manage Security Services Online

There are two methods to activate, upgrade or renew services.
1. Go to MySonicWall.com, then come back and synchronize your changes.

2. Provide your MySonicWall login and make all changes from here.

SYNCHRONIZE DEREGISTER

6 Click OK in the confirmation dialog.

This will deregister the unit and put it back to unregistered state.
Click "OK" to proceed?

o) (oo

If de-activation is successful, the virtual appliance will return become disabled. You can see the Register
link in the top banner of SonicOS and the message “Your SonicWall is not registered” on the MONITOR |
System > Status page.

If de-activation fails, an error message is displayed in the status bar at the bottom of the SonicOS
management interface.
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Converting a Free Trial License to Full License

A SonicWall NSv instance installed as a 30-day BYOL free trial can easily be converted to a full production
licensed NSv instance.
To convert your free trial to a production version:

1 Purchase a SonicWall NSv license from a distributor. You will receive a fulfillment email with the new
serial number and authentication code.

2 Log into SonicOS on your free trial instance.
3 Navigate to the Updates | Licenses page in the MANAGE view.
4 Under Manage Security Services Online, click the DEREGISTER button.
5 Click OK in the confirmation dialog. The virtual firewall returns to the unregistered state.
6 Click the Register link in the top banner or on the MONITOR | System > Status page.
SONICWALL'  retwork Sacurity virtuat INVESTIGATE ~ MANAGE %.M | Help | Logout
Current Status © Thu pessrard et e chomgad. o
Log outbound SMTF server address.
(© Cloud badkup not snabled - Click hers to enable
System Information Shaw Mult-Core Manitor Security Services Show All License Information
Modst: NEv Uniicersed. Modes [Users: 10 Hodes (0 in use)
Froduct Code: 70000 S50 VPN Nodes Users: 2 iodes (0 In wse)
- e T Cick her o Regisr your Somcal

7 Enter your MySonicWall credentials and then click LOGIN.

MySonicWall username/email

Password

LOGIN

8 Enter the Serial Number and Authentication Code you received after purchasing your NSv Series
instance.

9 Click SUBMIT.

10 The licensing server acquires the necessary information from the NSv Series appliance and your
MySonicWall account. If asked, you can specify a Friendly Name or Product Group for the NSv Series
appliance.

11 Acknowledge the registration completion notification by clicking CONTINUE.
SonicOS automatically restarts and then displays the login page.
12 Log into SonicOS.

In the MONITOR view, the System > Status page now shows your licensed security services, and the
Register link is no longer displayed.

13 In the MANAGE view on the Updates | Licenses page, you can activate security service free trials, enable
available services, and click to purchase other services you want.
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Creating a MySonicWall Account

For BYOL users, MySonicWall account is required for product registration to enable full functionality of SonicOS
features, and for access to licensed security services.

For PAYG users, MySonicWall registration ensures connection with, and updates from, SonicWall Technical
Support.

@l NOTE: MySonicWall registration information is not sold or shared with any other company.

To create a MySonicWall account:
1 Inyour web browser, navigate to https://www.mysonicwall.com.

2 Inthe login screen, click the Sign Up link.

Username or Email address

Complete the account information, including email and password.
Follow the prompts to finish creating your account.

Click Finish.

a b~ W

Check your email for a verification code and enter it in the Verification Code field. If you did not receive
a code, contact Customer Support by clicking on the link.

7 Click Done. You are returned to the login window so you can log into MySonicWall with your new
account.

For PAYG customers, go to Step 2 Take the following steps to link your virtual firewall to MySonicWall: on page
35.

For BYOL customers, go to To link your NSv to MySonicWall: on page 37.
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SonicOS Management

Topics:
e Managing SonicOS on the NSv Series on page 42
e Using SonicOS on an Unregistered NSv on page 42

e Using System Diagnostics in SonicOS on page 45

Managing SonicOS on the NS, Series

The X1 interface is the default WAN Interface and is set to use DHCP addressing by default, with HTTPS
management enabled. You can utilize a DHCP server on the X1 connected network. If DHCP is not available, use
the console to access the CLI and configure a static IP address.

The X0 interface is the default LAN interface. By default, the X0 interface has HTTPS management and DHCP
enabled. So the X0 IP address is acquired from the AWS provided DHCP server in the X0 subnet. After
deployment, you can reconfigure the IP address to an address in your network.

To log into SonicOS for management of the NSv:
1 Point your browser to either the LAN or WAN IP address. The login screen is displayed.

When the X1 WAN interface is using DHCP addressing, DNS is also enabled. You can generally access the
WAN address from any machine in your network.

You can access the DHCP-assigned IP address of the X0 LAN interface of your NSv through your AWS
instance for SonicOS management.

2 Enter the administrator credentials (default admin / instance-ID) and press Enter.

The SonicOS management interface is displayed. You can navigate and update the configuration just as
you would with any SonicWall network security appliance.
NOTE: To upgrade your release of NSy, either use the management interface as described in

SonicOS 6.5 for NSv Series Updates documentation available on the SonicWall portal, or use the
SafeMode web interface as described in Uploading a New Image in SafeMode on page 70.

Using SonicOS on an Unregistered NS,

The SonicOS management interface provides fewer features on an unregistered NSv Series appliance than on a
registered NSv. The Available SonicOS Pages on Unregistered NSv table provides a summary of the available
features on an unregistered NSv.
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Available SonicOS Pages on Unregistered NSv

Top Level View

Page Group

Page Within Group

Description

MONITOR

System Status

n/a

System information, Node license,
Alerts, Network interface settings

User Sessions

SSL-VPN Sessions

User sessions connected via SSL VPN

Active Users

Active user session information;
Logout button for users

Active Guest Users

Active guest user session information;
Logout button for guest users

User Monitor

Graph of logged in users over time for
client logins and web based logins

INVESTIGATE

Event Logs

n/a

Log event table, dynamically updated,
filterable, searchable, one-click details

Connection Logs

n/a

Connection log, source/destinations,
protocols, bytes transferred, filterable,
searchable, flush option

Appflow Logs

n/a

Requires App Visualization license,
which requires registration

System Diagnostics

n/a

TSR access and Diagnostic tools:

Check Network Settings
Ipv6 Check Network Settings
Connections Monitor
Multi-Core Monitor

Core Monitor

Link Monitor

Packet Size Monitor

DNS Name Lookup

Find Network Path

Ping

Core 0 Process Monitor
Real-time Black List Loockup
Reverse Name Resolution
Connection Limit TopX
TraceRoute

PMTU Discovery

Web Server Monitor

User Monitor

See Using System Diagnostics in
SonicOS on page 45 for information.

MANAGE

Licenses

n/a

Node license information,
MySonicWall access, Manual Upgrade

Settings

n/a

Firmware versions, Local Backup,
Settings import/export, Settings
options to send to SonicWall Support

Restart

n/a

Restarts the virtual firewall after
confirmation
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Available SonicOS Pages on Unregistered NSv

Top Level View Page Group Page Within Group Description
Appliance Base Settings Firewall name, Admin username and
password, Login security, Multiple
administrator, Web/SSH/GMS
management, Client certificate
checks, and Language settings
SNMP Enable SNMP
Certificates View and Import certificates,
Generate certificate signing requests,
SCEP for issuing certificates to
endpoint devices
System Time Time and time zone, NTP server
settings
System Schedules Schedule settings
Network Interfaces Interface settings, Traffic statistics

Failover & Load Balancing

Enable load balancing, LB Group
configuration, Statistics

Zones Zone settings

VLAN Translation VLAN Translation configuration

DNS IPv4 DNS settings

DNS Proxy Enable DNS Proxy, DNS proxy and
cache settings

Routing Route policies, OSPF, RIP

ARP Static ARP entries, ARP settings and

cache

Neighbor Discovery

Static NDP entries, NDP settings and
cache

MAC-IP Anti-spoof

Interface anti-spoof settings, cache,
detected list

Web Proxy Proxy forwarding, User proxy servers
Dynamic DNS DDNS Profile settings
Log Settings Base Setup Logging and alert levels, per-category
settings
SYSLOG Syslog settings, servers
Automation Email settings for sending logs and

alerts, Solera Capture Stack

Name Resolution

DNS and NetBios methods

Analyzer Requires Analyzer license, which
requires registration
Legal n/a End User Product Agreement
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Using System Diagnostics in SonicOS

The Tools | System Diagnostics page on the INVESTIGATE view provides several diagnostic tools that help
troubleshoot various kinds of network problems and process monitors to help you resolve many of the common
issues you might face. Each tool is different from the others so the display changes with the tool. However, some
of the data management functions are common among the tools.

Nearly all the tools have these buttons at the bottom of the window:

Button Function
ACCEPT Saves any changes you made to the diagnostic support report or diagnostic tool.
CANCEL Cancels any changes you initially made to the diagnostic support report or

diagnostic tool.

REFRESH Refreshes the data being displayed in the Diagnostic Tools section.

Some tools have management functions to help you manage lists of data. These operate much like the options
on the other logs and reports.

e Search
e Filter

e Toggling between views (IPv4 vs. IPv6, for example)

e Refresh
e Export
e (lear

Select the tool you want from the Diagnostic Tool drop-down menu in the Tools | System Diagnostics page.
The Check Network Settings tool is described below. See the SonicOS 6.5 NSv Series Investigate administration
documentation for complete information about the available diagnostic tools.
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Check Network Settings

Diagnostic Tools

Diagnostic Tool: Check Metwork Settings -

Check Network Settings

General Network Connection

Server IP Address  Test Results Notes Timestamp  Progress Test

Default Gateway (X1) 10.203.28.1
DNS Server 1 10.200.0.52
DNS Server 2 10.200.0.53

Security Management

Server IP Address Test Results MNotes Timestamp  Progress Test
My Sonicwal MfA
License Manager MfA

TEST ALL SELECTED

Check Network Settings is a diagnostic tool that automatically checks the network connectivity and service
availability of several pre-defined functional areas of the NSv Series, returns the results, and attempts to
describe the causes if any exceptions are detected. This tool helps you locate the problem area when users
encounter a network problem.

Specifically, Check Network Settings automatically tests the following functions:
e Default Gateway settings
e DNS settings
e MySonicWall server connectivity
e license Manager server connectivity
e Content Filter server connectivity
The return data consists of two parts:
e Test Results — Provides a summary of the test outcome
e Notes — Provides details to help determine the cause if any problems exist

The Check Network Settings tool is dependent on the Network Monitor feature available on the Tools |
Network Probes on the INVESTIGATE view. Whenever the Check Network Settings tool is being executed
(except during the Content Filter test), a corresponding Network Monitor Policy appears on the Tools | Network
Probes page, with a special diagnostic tool policy name in the form:

diagTestPolicyAuto <IP_address/Domain_name> 0
@ NOTE: Log messages show the up/down status of some of these special network objects. These objects,
however, live for only three seconds and then are deleted automatically.

To use the Check Network Settings tool, first select it in the Diagnostic Tools drop-down list and then click the
Test button in the row for the item that you want to test. The results are displayed in the same row. A green
check mark signifies a successful test, and a red X indicates that there is a problem.

To test multiple items at the same time, select the Server checkbox at the top of the table to select all items or
select the checkbox for each desired item and then click TEST ALL SELECTED.

If probes fail, you can click the blue arrow to the left of the IP Address field of the failed item to jump to the
configuration page to investigate the root cause.
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Upgrading the NSv

There are two ways to install the latest upgrade file (SWI) for your NSv:

e Inthe firewall GUI, navigate to MANAGE | Firmware Management & Backup > Upload Firmware.

e Use the Management Console in SafeMode. See Uploading a New Image in SafeMode.
The SWI file will be available via mysonicwall or from Technical Support.

For more information, see the SonicOS 6.5 NSv Series Upgrade Guide.
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Using the Virtual Console and
SafeMode

This chapter discusses two software interfaces supporting NSv:
e the NSv Management Console

e the NSv SafeMode web interface
NOTE: For information on using the SonicOS CLI and NSv management console to troubleshoot the
installation, see Troubleshooting Installation Configuration on page 30.
Topics:
e Connecting to the Management Console with SSH
e Navigating the NSv Management Console
e Using the Management Console in SafeMode

e Using the SafeMode Web Interface

Connecting to the Management Console
with SSH

SSH is used to connect to the virtual console of an NSv deployed on AWS.
@ | NOTE: Changing the SSH port to anything other than port 22 can prevent SSH access to SonicCore
management console and the SonicOS CLI console.
Logging in via SSH is only possible through the certificate file configured during the NSv deployment.
To connect from Linux, refer to the AWS documentation on how to connect to the SonicWall NSv EC2 instance:
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessinglnstancesLinux.html
To connect from Windows, refer to AWS documentation:

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html

To connect to the management console from the command line:
1 Survey the AWS documentation referenced above.

2 Navigate to the AWS EC2 Management Console and view the Instances page for your NSv.
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3 Copy and paste the Instance ID and IPv4 address into a temporary file.
4 Refer to the instructions in the AWS documentation referenced above.

5 When ready to connect using the ssh command from Linux or with Putty from Windows, use
management as the SSH username.

For example, from Linux:
ssh -1 /path/my-key-pair.pem management@ec2-198-51-100-1.compute-1.amazonaws.com
From Windows, with PuTTY: in the Host Name box, enter management@<public_dns_name>.

6 The .pem (on Linux) or .ppk (on Windows) file created from the key pair for your AWS NSv instance is
used to authenticate the SSH session, as explained in the AWS documentation.

The orange NSv Management Console displays.

@ | NOTE: The address to log into the web interface is given in the lower right of the display.

SonicWall NSv Series AWS Getting Started Guide

Using the Virtual Console and SafeMode 49



You can switch to the black SonicOS console window by pressing Ctrl+s and then the spacebar. If you are
prompted to log in at the User prompt, enter the SonicOS administrator credentials (default: admin /
password where password is the Instance ID).

SonicWall (c) 2018 | Uptime 21 hours, 13 minutes [Ctrl-s spacebar] to switch conso

See for information about the options in the NSv management
console.

Navigating the NS, Management Console

The NSv management console provides options for viewing and changing system and network settings, running
diagnostics, rebooting SonicOS, and other functions. To connect to the NSv Management Console, see

To navigate and use the management console:

1 Press Ctrl+s and then press the spacebar to toggle between the SSH virtual console or VMware remote

console and the NSv Management Console. That is, press the Ctrl key and ‘s’ key together, then release
and press the spacebar. The NSv management console has an orange background.

Eenu
System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown

fibout
Logs Smin 10nin

4 to select items
to move between vicws
to actionsedit an item To log into the SonicWall web interface visit:

[Ctrl-s spacebar] to switch console]

BonicWall (c) 2018 | Uptime 41 minutes
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6

The main menu is displayed in the side menu (left pane). Use the up/down arrow keys to move the focus
between menu items. As the focus shifts, the right pane displays the options and information for that
menu item. The currently selected item is highlighted in black.

Press the Tab key to move the focus from side menu to the main view (right pane), or vice versa.

In the main view, use the up/down arrow keys to move the focus between options. ltems shown inside
square brackets denote actionable items.

To select an option for editing or to choose the associated action, use the up/down arrow keys to move
the focus to the editable/actionable items and press the Enter key.

An edit/selection dialog is displayed in the middle of the main view below the option list. Some dialogs
have selectable actions and some are only for information:

Some dialogs are for input:

Use the arrow keys as needed to move between selections in the dialog. To change a value, press
Backspace to erase each character, then type in the new value. When ready, press Enter to commit the
change or perform the selected action. You can dismiss the dialog by pressing Esc.

The NSv management menu choices are described in the following sections:

System Info

Management Network or Network Interfaces
Test Management Network

Diagnostics

NTP Server

Lockdown Mode

System Update

Reboot | Shutdown

About

Logs
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System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown
Aibout

Logs

Some of the information in the System Info screen is dynamic. The following information is displayed:
e Model —This is the model of the NSv appliance.
e Product code — This is the product code of the NSv appliance.

e Serial Number — The serial number for the appliance; this is a number unique to every NSv instance
deployed. This number can be used to identify the NSv appliance on MySonicWall.

e Model Name — This is the model name of the NSv appliance.

e SonicOS Version — This is the currently running SonicOS version of the NSv appliance.
e GUID - Every NSv instance has a GUID which is displayed here.

e System Time — This is the current system time on the NSv appliance.

e Up Time —This is the total time that the NSv appliance has been running.

e Average Load — This shows the average CPU load for the last 1 minute, 5 minutes and 10 minutes. You
can change the Average load time durations to view the CPU load over longer or shorter time periods.

e SonicOS — This presents the current state of the SonicOS service on the NSv. Operational is displayed
here when the SonicOS service is running normally, Not Operational when there is a problem with the
service and Operational (debug) if the service is currently running in debug mode.
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Management Network or Network Interfaces

Network Interfaces screen

In this screen, the network settings are read-only except when the Management Console is in SafeMode. In
SafeMode, you can configure these settings.

e Management Interface — This is the current interface serving as the management interface. This defaults
to X1.

e |Pv4 Address — This is the IPv4 address currently assigned to the management interface.
e Netmask — This is the netmask currently assigned to the management interface.

e Mac Address — This is the MAC address of the management interface.

e |Pv6 address — This is the IPv6 address currently assigned to the management interface.
e Gateway — This is the default gateway currently in use by the NSv appliance.

e DNS - This is a list of the DNS servers currently being used by the NSv appliance.
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Test Management Network

The Test Management Network screen is displayed for an NSv on VMware ESXi, but not for an NSv on AWS. In
an AWS NSy, the Ping and Nslookup commands are available on the Diagnostics screen.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown

Aibout

Logs

The Test Management Network screen provides the Ping and Nslookup tools to test connectivity between the
management interface and the local network. Ping is used to test whether hosts in the network are reachable.
Nslookup is available for sending DNS queries from the NSv appliance.

To use Ping:

1 Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.

2 Select Ping to highlight it and then press Enter to display the Enter IP address dialog.

3 Navigate into the dialog, press Backspace to clear the current value, and then type in the IP address that
you want to ping.

4 Press Enter.

The ping output is displayed in the Ping host dialog.

5 Press the Esc key to close the dialog.

To use Nslookup:

1 Select Test Management Network in the Menu and press Tab to move the focus into the Test
Management Network screen.
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2 Select Nslookup to highlight it and press Enter to display the Enter hostname dialog.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown
Aibout

Logs

3 Navigate into the dialog, press Backspace to clear the current value, and then type in the hostname that
you want to look up with a DNS query.

4 Press Enter.

The Nslookup query results are displayed in an information dialog. You can scroll up and down within the
dialog by using the up/down arrow keys.

5 Press the Esc key to close the dialog.

Diagnostics

_Sgstém Info
Management Network
Test Management Network

INTP Server
Lockdoun Mode
Reboot | Shutdown
| About

Logs

In the Diagnostics screen, you can send diagnostics to SonicWall Technical Support. This has the same
functionality as clicking SEND DIAGNOSTIC REPORTS TO SUPPORT in the INVESTIGATE | Tools | System
Diagnostics page of the SonicOS web management interface.

@ | NOTE: Your NSv appliance must have internet access to send the diagnostics report to SonicWall Support.
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To send the diagnostics report, select Send in the main view to highlight it, then press Enter. A dialog box
showing the diagnostics send output is displayed. The last message indicates success or failure.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

System Update

Reboot | Shutdown

Aibout

Logs

Press the Esc key to close the dialog.
Any errors during the Send process are displayed in the Send diagnostics dialog box.
Common reasons for the report failing to send include:

e Misconfigured/missing default gateway

e Misconfigured/missing DNS servers

e Inline proxy

@ | NOTE: The Send Diagnostics tool does not currently work through HTTP proxies.

NTP Server

|Systen Info

Management Network

Test Management Network
|Diagnostics

| Lockdoun Mode
Reboot | Shutdown
| About

|Logs

In the NTP Server screen, you can synchronize with an NTP server. For complete NTP Server configuration
options, log into the SonicOS management interface and navigate to the MANAGE | Appliance > System Time

page.
The NTP Server screen displays the following information:

e Sync with NTP server — This button forces the NSv appliance’s NTP client to perform a sync with the
configured NTP server(s).

e Current time — The current time on the NSv appliance.
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e Network time enabled — A Yes/No value determining whether the NTP client is currently configured to
keep in sync with an NTP server.

e NTP synchronized — A Yes/No value determining if the NSv appliance is currently synchronized with the
configured NTP server(s).

Lockdown Mode

|System Info

Management Network

Test Management Network
|Diagnostics

NTP Server

Reboot i Shutdoun
About
Logs

In the Lockdown Mode screen, you can enable Strict Lockdown mode. When enabled, the management console
is effectively disabled. A dialog box that cannot be closed is permanently displayed on the management console.
This prevents any person from accessing the management console.

To enable Strict Lockdown mode, select Enable and then press Enter.

Be careful about enabling Strict Lockdown mode. Strict Lockdown mode cannot be disabled.

Temporary Lockdown Mode

A temporary lockdown mode can be enabled and disabled in SonicOS on the MANAGE | Appliance > Base
Settings page. You can enable lockdown mode by clearing the Enable management console checkbox under the
Advanced Management section, and can disable lockdown mode by selecting the checkbox. Click ACCEPT after
each change.

The management console will automatically be enabled/disabled a few seconds after it has been
enabled/disabled in the SonicOS web interface page.
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System Update

The System Update screen is available on NSv in AWS.

Reboot | Shutdown

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

Lockdoun Mode

About
Logs

The Reboot | Shutdown screen provides functions for rebooting the NSv appliance, enabling debug mode, and
enabling SafeMode. To perform an action, position the focus and then press Enter to select the desired action.
Select Yes in the confirmation dialog, then press Enter again.

The actions available on the Reboot | Shutdown screen are:
e Reboot SonicWall — Restarts the NSv Series virtual appliance with current configuration settings.
e Shutdown SonicWall — Powers off the NSv Series virtual appliance.

e Boot with factory default settings — Restarts the NSv Series virtual appliance using factory default
settings. All configuration settings will be erased.

e Boot SonicWall into debug — Restarts the NSv Series virtual appliance into debug mode. Normally this
operation is performed under the guidance of SonicWall Technical Support.

e Boot SonicWall into safemode — Puts the NSv Series virtual appliance into SafeMode. For more
information, see Using the Management Console in SafeMode on page 60.
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About

_Sgstém Info
Management Network
Test Management Network

|Diagnostics

NTP Server
Lockdoun Mode
Reboot | Shutdown

The About screen provides information about the software version and build.

Logs

The Logs screen displays log events for the NSv appliance.
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Using the Management Console in
SafeMode

The NSv appliance will enter SafeMode if SonicOS restarts three times unexpectedly within 200 seconds. When
the NSv appliance is in SafeMode, the appliance starts with a very limited set of services and features enabled.
This is useful when trying to troubleshoot issues. The NSv appliance can also be configured to boot into
SafeMode by using the Reboot | Shutdown screen in the NSv management console.

Topics:
e How Management Console Differs in SafeMode
e Entering SafeMode
e Enabling/Disabling SafeMode

e Configuring the Management Network in SafeMode

How Management Console Differs in SafeMode

In SafeMode, some of the features the management console provides are different in the following ways:
e Configurable interfaces
e Configurable default gateway

e Configurable DNS servers

@l NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

When the NSv is in SafeMode, the SonicOS service is one of the services that is not enabled and is shown as Not
operational on the SafeMode System Info screen.

Entering SafeMode

After booting into SafeMode, the management console always starts with the System Info screen.

Management Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot | Shutdown

Aibout

Logs
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NOTE: To exit SafeMode, disable it on the Reboot | Shutdown screen or deploy a new firmware image.
See Disabling SafeMode and Using the SafeMode Web Interface for more information.

Enabling/Disabling SafeMode

Topics:
e Enabling SafeMode
e Disabling SafeMode

Enabling SafeMode

SafeMode can be enabled from the management console.

To enable SafeMode:
1 Access the NSv management console as described in Connecting to the Management Console with SSH.
2 Inthe console, select the Reboot | Shutdown option and then press Enter.

3 Navigate down to the Boot SonicWall into safemode option to highlight Enable, and then press Enter.

Systen Info
Ranagement Network
Test genent Metwork

r
down Mode

Systen Update

Reboot | Shutdoun

About

Logs

4 Select Yes in the confirmation dialog.
5 Press Enter.

The NSv immediately reboots and comes back up in SafeMode.

@ NOTE: In SafeMode, the web interface is served from an HTTP server. The HTTPS server is not
started in SafeMode.

Disabling SafeMode

To disable SafeMode:

1 Inthe SafeMode menu in the NSv management console, select the Reboot | Shutdown option and press
Enter.
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2 Inthe Reboot | Shutdown screen, navigate down to the Boot SonicWall into safemode option to
highlight Disable, and then press Enter.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot | Shutdown
Aibout

Logs

3 Select Yes in the confirmation dialog.
4  Press Enter.

The NSvimmediately reboots and boots up in normal mode.

Configuring the Management Network in
SafeMode

Refer to Enabling/Disabling SafeMode to get into SafeMode. Once access is authenticated you will have access
to the management console in SafeMode.

SonicWall NSv Series AWS Getting Started Guide

Using the Virtual Console and SafeMode 62



When the Management Console is in SafeMode, the Management Network screen in the NSv management
console provides features to configure the NSv appliance interfaces:

e Management Interface — This is the currently selected interface. This defaults to X1. Use this to select
any of the NSv appliance interfaces.

e |Pv4 Address — The current IPv4 address currently assigned to the Management Interface.
e Netmask — The current Netmask assigned to the Management Interface.

e Mac Address — The MAC address of the Management Interface.

e |Pv6 Address — The currently assigned IPv6 address of the Management Interface.

e Gateway — The current Default Gateway currently in use by the NSv appliance.

e DNS - A list of the current DNS servers currently being used by the NSv appliance.

@l NOTE: Changes made to interfaces in SafeMode are not persistent between reboots.

Topics:
e Configuring Interface Settings

e Disabling an Interface

Configuring Interface Settings

In SafeMode, the Management Network screen includes editable and actionable items which are read-only
when the management console is in normal mode.

@l NOTE: In SafeMode, the X0 will be set by DHCP.

Management Network

Tt M-.“-.:n..n“-l- LT N Pk
Diagnostics

NTP Server

System Update

Reboot | Shutdown

About

Logs
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To edit an interface:

1 Inthe SafeMode Management Network screen, select the Management interface option and then press
Enter.

The Select Interface list appears, displaying all of the interfaces available on the NSv.

Management Metwork
Trmd Mavarnmnnd M Pk

Diagnostics

NTP Server

System Update
Reboot | Shutdown
Aibout

Logs

2 Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

3 To edit the IPv4 address, select IPv4 Address on the screen and press Enter.
The on-screen dialog displays the current IP address.

4 Navigate into the dialog and make the desired changes, then press Enter to close the dialog or press Esc
to cancel and close the dialog.

5 Two new buttons appear on the screen after you make changes to an interface setting: Save changes and
Cancel. You can use the Tab key to navigate to these buttons.

Systen Info
enent Network
genent Network

Sys

Reboot | Shutdoun
fbout

Log=
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NOTE: You cannot navigate to the left navigation pane until you either save changes or cancel using
these buttons.
Do one of the following:

e To make changes to other settings for this interface, navigate to the desired setting, press Enter,
make the changes in the dialog, then press Enter to close the dialog for that setting. Repeat for
other settings, as needed.

e |[f finished making changes to the settings for this interface, press Tab to navigate to the Save
changes button and then press Enter to save your changes.

e Press Tab to navigate to the Cancel button and then press Enter to cancel all changes to the
settings for this interface.

Disabling an Interface

You can disable an interface while in SafeMode.

To disable an interface:
1 Inthe SafeMode Management Network screen, select the Management interface option.
2 Press Enter.
The Select Interface list appears, displaying all of the interfaces available on the NSv.
3 Select the interface you wish to edit and press Enter.

The IPv4 and IPv6 addresses, Netmask, MAC address, Gateway, and DNS settings are displayed on the
screen above the interface selection dialog.

4 Select IPv4 Address and press Enter.
The on-screen dialog displays the current IP address.

5 Navigate into the dialog and change the IP address to 0.0.0.0, then press Enter.

System Info

Management Network

Test Management Network
Diagnostics

NTP Server

System Update

Reboot | Shutdoun

About

Logs

The Save changes button is displayed.

6 Press Tab to navigate to the Save changes button and then press Enter.

SonicWall NSv Series AWS Getting Started Guide

Using the Virtual Console and SafeMode 65



The interface is disabled.

Using the SafeMode Web Interface

In addition to SafeMode in the NSv management console, there is also a SafeMode web interface which
provides image upgrade and log download functions. You can also lock or unlock the NSv management console
from the SafeMode web interface.

Topics:

e Accessing the SafeMode Web Interface

e Entering/Exiting SafeMode

e Locking and Unlocking the Management Console

e Downloading the SafeMode Logs

e Uploading a New Image in SafeMode

Accessing the SafeMode Web Interface

To access the SafeMode web interface:

1 Navigate to the AWS E2C Management Console page and view the Instances page for your NSv.
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2 Inthe Instances page, locate the public IP address assigned to the NSv and the Instance ID for your NSv.

You can access the SafeMode web interface at the public IP address of the NSy, and you must
authenticate to gain access.

@ | NOTE: In SafeMode, the web management interface is only available via http (not https).

The web interface address is also given on the management console screen as shown below.

3 Go into the management console and boot into SafeMode. See Entering SafeMode

4 In a web browser, navigate to http://<NSv public IP address>, using the applicable IP address. The
SafeMode authentication screen displays.

==y
O Somcasl ® T OLDORNE M [ Coremal ) Nmecrk Sacer M Loncwel - eBetcon X | 4
¢+ 0 OmmnlDEm ] KK

SONICWALL et St Vi

AWS FCS Inatance TD;

_—eee,e,e,e,e,e,e,e,e,e,Y,Y—S—,—,—e—~—~—~—~—~§—e—§—eS—e——e———————
5 Inthe AWS EC2 Instance ID field, enter the Instance ID for the NSv.

6 Click Authenticate. The SafeMode web interface displays.
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50N|CWALL~ Network Security Virtual

SonicOS is running in Safe Mode

Safe Mode will allow you to do any of the following:
> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team
2 Upload new SonicOS application images.

Sonic0S Product Info
Model: NSv Unlicensed
Product Code: 70000

6.5.0.2-8v-sonicosv-
3725793204

> Boot your choice of application image GuUID: - - - - =
2 Reslora the setlings to their factory default values Serial Number:
Download Safe Mode Logs

Image Management
Restart &' pefresty "/ Upload Image

Current Image Version +/  Import Date Last Used Date Status Boot Image Actions

4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Mot Running: Safe Mode o NiA
Qe

Entering/Exiting SafeMode

Enter SafeMode as described in Accessing the SafeMode Web Interface.

Exit by either uploading a new SonicOS images or by going to the management console and rebooting into

normal mode (see Enabling/Disabling SafeMode).
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Locking and Unlocking the Management Console

From the management web interface, the management console can be locked an unlocked as shown below.

This locking and unlocking has the same effect as Locking and Unlocking the Management Console.
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Downloading the SafeMode Logs

You can download logs of SafeMode activity.

@ | NOTE: In SafeMode, the web management interface is only available via http (not https).

To download logs from SafeMode:

1 Access the web interface in SafeMode as described. The SafeMode web management interface displays:

Network Security Virtual

SONICWALL

SonicOS is running in Safe Mode
Safe Mode will allow you to do any of the following:

2 Upload new SonicOS application images.

> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team

Sonic0S Product Info
Model: NSv Unficensed
Product Code: 70000

6.5.0.2-By-sonicosv- 4/25/2018, 6:14:00 PM

37--25793204

4/25/2018, 6:14:03 PM

> Boot your choice of application image GuUID: - - - - -
2 Reslora the setlings to their factory default values Serial Number:
Download Safe Mode Logs
Image Management
Restart &' pefresty  “/ Upload Image
Current Image Version ¥  Import Date Last Used Date Status Boot Image Actions
Not Running: Safe Mode NIA

(]

2 Click the Download Safe Mode Logs button. A compressed file is downloaded which contains a number
of files, including a console_logs file that contains detailed logging information.
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Uploading a New Image in SafeMode

SWI files are used to upgrade SonicOS.

For additional information on uploading a new image, refer to:
https://www.sonicwall.com/support/knowledge-base/?sol_id=180404172741874

In SafeMode, you can upload a new SonicOS SWI image and apply it to the NSv appliance. The SafeMode web
interface is used to perform an upgrade, rather than SafeMode in the NSv management console.

@ | NOTE: In SafeMode, the web management interface is only available via http (not https).

To install a new SonicOS from SafeMode:

1

2

In the SafeMode web interface, click the Upload Image button to select an SWI file and then click Upload
to upload the image to the appliance. A progress bar provides feedback on the file upload progress. Once
the upload completes, the image is available in the Image Management list in the SafeMode web

interface.

SONICWALL

Network Security Virtual

SonicOS is running in Safe Mode
Safe Mode will allow you to do any of the following:

2 Upload new SonicOS application images.

> Download the Safe Mode Logs for troubleshooting by the SonicWall Support Team

SonicOS Product Info
Model: NSv Unlicensed
Product Code: 70000

3725793204

> Boot your choice of application image GUID: - - - - =
2 Reslora the setlings to their factory default values Serial Number:
Download Safe Mode Logs
Image Management
Restart &' pefresty "/ Upload Image
Current Image Version +/  Import Date Last Used Date Status Boot Image Actions
6.5.0.2-Bv-sonicosy- 4/25/2018, 6:14:00 PM 4/25/2018, 6:14:03 PM Mot Running: Safe Mode @, N/A

In the row with the uploaded image file, click the Boot button and select one of the following:

e Boot Uploaded Image with Current Configuration

e Boot Uploaded Image with Factory Default Configuration

Image Management

Restart @ pefresh  ® Upload Image

Import Date
41272018, 42826 FM

Current Image Version ¥
6.5.0.2-8v-sonicosy-37-2070344

Load Date
AN2/2018 44931 PM

Uploaded Image Version
6 5.0 2-8v-sonicosv-37-12071340

Last Used Date
AM220B8, 4:28:45 PM

Build Date
4122018 33933 AM

Status Boot Image Actions
Not Running. Safe Mode @ ®
Baoot Image Actions
0. ® @

Boot Uploaded image (5.5.0.2-6v-5oncosy-37-20734d)
with Current Configuration

Boot Uploaded image (5.5.0.2-Byv-sonicosy-37-R207134d)
'with Factory Defaull Canfigurason

The NSv reboots with the new image.
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https://www.sonicwall.com/support/knowledge-base/?sol_id=180404172741874

Technical support is available to customers who have purchased SonicWall products with a valid maintenance

SonicWall Support

contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a

day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation

View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support

View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information
Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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SonicWall is a trademark or registered trademark of SonicWall Inc. and/or its affiliates in the U.S.A. and/or other countries. All other
trademarks and registered trademarks are property of their respective owners

The information in this document is provided in connection with SonicWall Inc. and/or its affiliates’ products. No license, express or
implied, by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of
SonicWall products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR
STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, OR NON- INFRINGEMENT. IN NO EVENT SHALL SONICWALL AND/OR ITS AFFILIATES BE LIABLE FOR
ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES
FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS
DOCUMENT, EVEN IF SONICWALL AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SonicWall and/or
its affiliates make no representations or warranties with respect to the accuracy or completeness of the contents of this document and
reserves the right to make changes to specifications and product descriptions at any time without notice. SonicWall Inc. and/or its
affiliates do not make any commitment to update the information contained in this document.

For more information, visit https://www.sonicwall.com/legal/.

End User Product Agreement
To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/legal/end-user-product-agreements/.

Open Source Code

SonicWall is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL when applicable
per license requirements. To obtain a complete machine- readable copy, send your written requests, along with certified check or money
order in the amount of USD 25.00 payable to “SonicWall Inc.”,

General Public License Source Code Request
SonicWall Inc. Attn: Jennifer Anderson

1033 McCarthy Blvd

Milpitas, CA 95035
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