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About Reporting and Analytics

SonicWall Analytics can be used in conjunction with NSM SaaS. This allows users to manage firewalls from NSM
and also view reporting and analytics data in NSM. A SaaS-based analytics license can be upgraded to include
reporting and analytics. When you click on the firewall whose data is stored in Analytics, NSM fetches the data
securely from the back-end. Data is encrypted and compressed so that no data integrity issues are experienced.

For SonicWall on-premises NSM does not have integrated Analytics and Reporting at this time. You can add
reporting and analytics functionality by installing Analytics On-Premise product (IPFIX or Syslog), along with the
on-premises NSM. Contact your sales representative for assistance and refer to the On-Premises Analytics
Getting Started Guide and the SonicWall Analytics Administration.

Analytics includes a broad range of predefined reports, as well as the flexibility to create custom reports using any
combination of auditable data for thorough risk analysis. These reports combined give detailed insights of
network events, user activities, threats, operational and performance issues, security efficacy, risks and security
gaps, compliance readiness, and auditing.

NSM Advanced and Essential Licenses

This document covers NSM Advanced and Essential licenses for NSM SaaS offering.

* NSM Advanced comes with Management, 365-days of Reporting and 30-days of Analytics.
* NSM Essential license comes with Management and 7-day of limited Reporting.

The table below lists the available reports in NSM Advanced and NSM Essential License.

Network Security Manager Reporting and Analytics Administration Guide 5
About Reporting and Analytics



NSM ADVANCED NSM ESSENTIAL

e Productivity * Applications

e Live Monitor * Viruses

e Live Report * Intrusions

¢ Analytics e Spyware

e System Events * Web Categories
e Authentication Logs e Addresses

¢ Alert and Notification * Locations

¢ Log Downloads
e Applications

e \Viruses

* Intrusions

e Spyware

e Botnet

e Web Categories
e Sources

e Destinations

» Source Locations
* Destination Locations
e Blocked

e Threats

e Source VPN

e Destination VPN

®

NOTE: Analytics and some Reporting features discussed in this document will not be available in NSM
Essential licenses.

Understanding Analytics

Analytics is designed to evaluate data collected by the firewall ecosystem, make policy decisions and take
defensive actions using application- and user-based analytics.

SonicWall Analytics extends security event analysis and reporting by providing real-time visualization, monitoring
and alerts based on the correlated security data. You can perform flexible drill-down and gain insight into your
network, user access, connectivity, application use, threat profiles, and other firewall-related data.

Analytics provides the following key features:
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e Data collection that includes normalizing, correlating, and contextualizing the data to the environment

e Streaming analytics in real time

¢ Analytics including activity trends and connections across the entire network

e Real-time, dynamic visualization of the security data from a single point

¢ Real-time detection and remediation

SonicWall Analytics is flexible and designed to integrate into other SonicWall solutions:

e On-Premises Analytics can be integrated with on-premises NSM for those customers requiring long term
storage of firewall logs and supports designated SonicWall firewalls.

Conventions

About Network Security Manager makes use of the following conventions:

e Guide Conventions

e Ul Conventions

Guide Conventions

The following text conventions are used in this guide:

Convention
Bold text

Menu view or mode | Menu
item > Menu item

Computer code

<Computer code italic>

Italic

Use

Used in procedures to identify elements in the user interface like dialog
boxes, windows, screen names, messages, and buttons. Also used for file
names and text or values you are being instructed to select or type into the
interface.

Indicates a multiple step menu choice on the user interface. For example,
Manager View | HOME > Firewall > Groups means that you are in the
Manager View with the HOME option selected. Then click on Firewall in
the left-hand menu, and select Groups.

Indicates sample code or text to be typed at a command line.

Represents a variable name when used in command line instructions
within the angle brackets. The variable name and angle brackets need to
be replaced with an actual value. For example in the segment
serialnumber=<your serial number>, replace the variable and brackets
with the serial number from your device: serialnumber=COABC00000321.

Indicates the name of a technical manual. Also indicates emphasis on
certain words in a sentence, such as the first instance of a significant term
or concept.
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UI Conventions

When acquiring devices for management and reporting, the Status option uses colored icons to indicate the
various states of the devices being monitored and managed.

Status
Icon

)

B

Definition
Indicates that a process is in progress. In some instances, specific details are provided: for
example, Requesting Licenses.

Indicates that a process has completed successfully. May provide the message Success or
something with more detail like Device parameters set up in Cloud Capture Security Center
complete.

Indicates that a task is in process or pending the completion of another task. The message
Pending is usually displayed, as well.

Indicates a potential issue. Messages provide additional detail to help you resolve the issue.
Indicates an error. Additional information may be provided via an information icon. Click the icon or

mouse over it to see the message:

For example, Gateway Firewall is not available in CSC.

Indicates the device is online.
Indicates the device is offline.
Indicates unmanaged devices.

Indicates managed devices.

Related Documents

The NSM documentation includes the following:

e About NSM provides an overview of the product and describes the base modes of operation, the
navigation and icons, and the Notification Center.

e The NSM Getting Started Guide describes how to license and configure a basic NSM setup.

e The NSM Administration Guide reviews the management tasks for administering your security
infrastructure.

e The NSM Release Notes summarizes the new features for the product.

Network Security Manager Reporting and Analytics Administration Guide
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Navigation

The interface for Analytics varies because of the different configurations and types of reporting that can be
selected. When you log in to NSM, it takes you to the Dashboard view, where you can see Analytics data like
Devices, Summary, Network, and Threat. Click MONITOR to access other Analytics and Reporting features.

The MANAGER VIEW does not show Live Monitor and Alerts & Notifications features. To access Analytics
features for specific firewalls, you have to select FIREWALL VIEW.

To navigate to FIREWALL VIEW:
1. In MANAGER VIEW, select HOME.

2. Click Firewall > Inventory.

3. Select the firewall you want to monitor to see the dashboard for that specific device.

4. Click HOME icon at the top and select MONITOR from the drop-down list to see the reports available for
that same device.

Network Security Manager Reporting and Analytics Administration Guide 9
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Manager View

This section describes the dashboards of both NSM on-premises and SaaS versions.

NSM SaaS HOME Dashboard

In MANAGER VIEW you can access Dashboard and Reporting statistics along with summarized trends of all the
connected firewalls in your network infrastructure.

Dashboard enables you to visualize status of the security infrastructure, assess the performances, and monitor
the issues that need investigation, at a glance. The analytical dashboard NSM provides is an optimal solution to
quickly analyze the cyber security risks and recognize how to resolve them.

NSM dashboard provides a comprehensive overview of the status of devices, traffic distribution, and all the
threats by the type for the users to prepare and respond to them when required. This also helps the users to
improve the control over their cyber security measures.

The system dashboard NSM provides has four tabs: Devices, Summary, Network, and Threat.
The default view is Devices dashboard. It shows the summary of the devices and alerts in your infrastructure.

You can see the dashboard for any of the tenants, groups, or all tenants by clicking the tenant name at the top.

The DEVICE tab shows you a summary of your devices:

Network Security Manager Reporting and Analytics Administration Guide 10
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e FIREWALLS: Displays the number of firewalls that you intend to manage through NSM. Click
FIREWALLS to list the firewalls in the Inventory page.

e OFFLINE: Displays the number of firewalls that are offline. Click OFFLINE to list the offline devices in the
Inventory page.

e EXPIRING LICENSES: Displays the number of expiring licenses.
« GROUPS: Displays number of device groups. Click GROUPS to list the device groups.

e USERS: Displays the number of users online.

The FIREWALL OVERVIEW section shows how many devices are Online and Managed, Offline, Online and
Unmanaged, Unassigned, and with Expired Licenses. A pie chart representation of firewall overview is also
displayed. The geographical locations of the firewalls are shown on the map. For more details of the devices in a
particular location, hover the mouse over the map location.

The Alert Center is shown at the bottom of the dashboard. You can also view the most recent alerts in the table
below the summary. An alert summary is provided and you can click on any of the categories—All, Threats, or
General to view the Notification Center and see all the alerts for the selected category.

The Summary tab shows Traffic Distribution, Top Users, Observed Threats, and Top Devices by Sessions in
your network infrastructure for the period selected in the slider at the top. It also shows the Insights section giving
information about the number of infected hosts and the number of critical attacks. You can drill down further by
selecting the Date or Alphabetical order options. You can also filter the data with View Details link.

The Network tab shows data pertaining to transactions in your network infrastructure. This include the details of
top applications, addresses, users, and the top web categories from which connections are initiated. Each space
enables you to filter the data with available options. You can also drill down further by clicking on the View
Details link.

The Threat tab shows the details of threats by type including the top viruses, intrusions, spyware, and botnet.
You can drill down further by clicking on the View Details link.

MONITOR Features

When you click MONITOR in MANAGER VIEW, it takes you to reporting features.
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The MONITOR feature for NSM Essential firewalls create Summary and Details reports based on the following:
e Applications
e Users
* Viruses
* Intrusions
e Spyware
e Web Categories
e Addresses

¢ Locations

Use the slider at the top to get report for a specific time period. Your options are from 15 minutes to 7 days. Hover
over the chart to get detail for any specific point of time.

In case of NSM Advance firewalls, the slider will have option from 1 hour to 365 days.

To export report data:
1. Click Export option on top of the chart.

2. Select one of the options: Generate Flow Report PDF (Disabled in MANAGER VIEW), Download Capture
Threat Assessment, and Export Grid Data as CSV.

©) | NOTE: The maximum rows allowed in the report are 8K.

You can further drill down on this Chart & Grid report based on Connections, Total Data Transferred, Total
Blocked, Virus, Intrusions, Spyware, Botnet Blocked, ACR Blocked and Geo-IP Blocked. These options change
based on the type of report selected.

o
EG\DI)A\DEfauHTEnam Monitor / Details / Applications

‘ Applications ‘ App Categories App Risk

Q o— @B —o | O custom Limit: 50 EEEE £ Column Config £

Total

200
t

\ l \Wecnesday, February 28, 2024 4:25 AM N AN AAAMA o f A
0 Lo ApN o« PRINERE ot 103 M SN T WY vy

70

Connections
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CoNNECTIONS TOTAL DATA TRANSFERRED
s nave . ToTALBLOCKED  VIRUS INTRUSIONS  SPYWARE
COUNT §  PERcENTAGE VOLUME  PERCENTAGE
1 " General TCP 1411K  com— 49% 637.16KB ¢ 3% 14.11K [ [ o
2 415K = 1% 18758K8 % 415K 0 0 0
3 191K = 7% 85.96 KB 0% 191K [ [ o
4 175K e 6% 30876KB  « 2% 1.69K [ 0 0
5 966« % 43478 0% 966 3 0 0
6 881 « 3% 74.21KB 0% 881 [ 0 o
7 72 3 3863K8 o% 782 13 o 3
Totat: 50 itemi(s) " Ly iy /0 0/0 0/0 /0 B 0RY
. 29.04K 18.33 MB. 28.23K 28.23K
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Group and Tenant Reporting

Group and Tenant reporting offers you additional ways in which to combine or filter data so you can lean more
about the activity in your network environment. These reports aggregate data from all the firewalls in a particular
group or a tenant which helps an administrator get visibility in network activities within that group or tenant. The
level of reporting depends upon the type of NSM license you bought. Firewalls with an Essential license provide
different reporting and analytical capabilities than those with an Advanced license. In cases of tenants and
groups having firewalls with mix of Essential and Advanced licenses, report data is aggregated based on each
license type.

The data here provides an overview so you understand how the interface and the drill-down options are
arranged. Depending on the problem you are trying to solve or the symptoms your are trying to resolve, you can
research the problem in several different ways. Since one environment is somewhat different from another, the
key to making the best use of the Group and Tenant reporting is to explore the different reports and reporting
views on your own. Familiarity with how to navigate the options makes it easier for you to navigate when you need
to search for answers.

Topics:

¢ Understanding How the NSM License Affects Reporting
¢ Navigating Reports

¢ Tenant Reports

e Group Reports

¢ Custom Reports

Understanding How the NSM License Affects
Reporting

The type of licensing you have affects the reports and analytics options you have available to you.

When You Have a Firewall Essential License

When you have a firewall with an Essential license, only the most basic reporting coverage is provided.
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Reporting is limited to a small set of Summary reports and the matching Details reports. With the Essential

license, you don't have the ability to drill down from a tenant or group view of the data, nor do you have access to
all the reporting and analytics options. To see details on a specific firewall you need to navigate to Firewall View
and then select Monitor.

When You Have a Firewall Advanced License

The Advanced license provides additional coverage: You have access to many more reports and drill-down
capability to log sessions. You also have different views of the information. Tenant reports let you see the
amalgamation of a tenant's devices in a single view. Group reports are also available. You can see data
combined, based on a group that you set up.
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Navigating Reports

When you first log into an NSM instance, you are taken to the main Dashboard screen. The Dashboard might also

be the first place you see an indicator of an issue. A few key things to remember about the Dashboard and
navigation in general.

* The default view is the Manager View.
e The default option at the top is the Home option.

e The default command option is Dashboard > System, showing the Devices tab.

lanager View Commit & Deploy [ |

] —

‘ Devices
e
EXPIRING LICENSES
0]
Templates

Global Objects
VPN Topology

&l  SD-WAN Topology
Config Management
Tenants
CSC Users
Reports
Productivity Groups

Logs & Alerts
Alert Center
Cloud

Legal Information P - 0 | l(ljl A ‘Ib

APl
LOCAL TIME PRIORITY SOURCE IP TENANT NAME

Features {BETA ] 2021-11-16T23:4 s 7 . Global Default Tenant

2021-11-1 5 7 s 62.10¢ al Default Tenant

ort logged in to

2021-11- : 2 s 7 . Global Default Tenant
021-11-1 Global Default Tenan e

You can think of this as your starting place. Changing any one of these selections offers access to different data.

Become familiar with the layout of these options so you can easily change them when navigating issues.

The next most important option is the Monitor option (next to Home or on a list that drops down after clicking on
Home). You can select Monitor to see reporting based on a selected tenant or a group.
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Tenant Reports

Tenant reports trigger off the selected tenant. A particular tenant report aggregates the data from all the firewalls
that make up that tenancy.
To navigate to the tenant reports:

1. Click the tenant name at the top and select the tenant you want to see reporting for. If you have a long list
of tenants, you can type a string in the search field to filter the list.

2. Select the Monitor option at the top.

Summary Reports

The reports displayed shows an amalgamation of the data based on the devices that make up that tenant's
infrastructure. The Summary reports summarize the information for the topics listed.

e Duration : Use the slider to choose the report time duration in hours or days. The Custom option lets you
to choose a specific duration from the calendar.

e Refresh: Refreshes the data on the page.

e Chart Titles: Use the drop-down list in the chart title to select which the charts you want to display.

The following is an example of the Applications Summary. Note that some reports like the Applications
Summary have additional tabs with more data.

[ Bt / v

Avptcations | App Categores_ App sk

o—@EEED———©0 | O Custom | Botr v [ Wrefresn

TOP APPLICATIONS BY CONNECTIONS W'

nnnnnnnnnnnnnnnnnnnnn 200.00K

nnnnn

Connections

TOP APPLICATIONS BY TOTAL DATA TRANSFERRED W'
LICATIONS NAME 18.63G8

745068
4.66GB

mm

18668

762.94 B
476.84 MB

Total data transferred

190.73 B

PN
& &S

PR
¢S &
S8 S S

& &
& ¢

Run your mouse over the graphs. As it runs over an option in the chart or a data point in the graph, additional
details pop up about that data. Some of the tables also have links in them that lead to more data. For example,
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click on one of the application names to get a full description. Click on the Details... link to jump to the matching

Details report.

Detail Reports

When viewing the Details reports, you have additional options to customize the data.

e Duration : Use the slider to choose the report time duration in hours or days. The Custom option lets you

to choose a specific duration from the calendar.

¢ Limit: Allows you to set how many items appear on a page. Options range from 10 to 8000.

e View by Chart or List:Click the appropriate icon to view the information in a chart and grid (list) orin a

grid only.
e Export: Allows you to export the grid data to a CSV file.

¢ Refresh: Refreshes the data on the page.

e Column Config: Check the desired boxes that you want to display in the table.

¢ More Options:Choose More Options to navigate to Home > Reports > Rules or Home > Reports >
Saved Reports set up reports and access saved reports.

Applications

Nave

B nsveta /

Q - o— QD0 | O Cuen | son v

App Risk

CONNECTIONS
CouNT & peRCENTAGE
195K e
8043 -
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505«

280
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210

2026

190k

177%

169K

159

14k

111111 /
32514

TOTAL DATA TRANSFERRED
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2507 M8
10368
115668 e
137M8
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a1seme
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2s804mE <
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©) | NOTE: Graph View is not supported at the Tenant and Group level.

On the Details page you can drill down in different ways to get more information. Clicking the arrow by the
element name expands the description and shows how the aggregated data that is spread across firewalls. Any
of the data represented in blue is an active link. Click on it to show the details. Some values also link to other
reports. For example, click on one of the Total Blocked values and jump to the Session Logs. The Session
Logs has more links you can click on for additional detail.

® | NOTE: The drill-down to session logs, or Analytics, is not available for firewalls with the Essential License.
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Tenant Analytics

Tenant analytics aggregates the session logs from all the firewalls that make up that tenancy. Analytics is only

available if the tenant has firewalls with the Advanced License.

To navigate to the tenant analytics:

1. Click the tenant name at the top and select the tenant you want to see Analytics for. If you have a long list

of tenants, you can type a string in the search field to filter the list.

2. Select Monitor > Analytics.
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The display shows an amalgamation of the session logs on the devices that make up that tenant's infrastructure.
You can customize how the analytics report appears.

e Duration : Use the slider to choose the report time duration in hours or days. The Custom option lets you
to choose a specific duration from the calendar.

» Traffic types: Click a drop-down menu and select the type of logs you want to display. Options include All
Traffic, Web Activities, Threats, or Blocked.

« Limit: Allows you to set how many items appear on a page. Options range from 10 to 8000.
« Export: Allows you to export the grid data to a CSV file.

» Refresh: Refreshes the data on the page.

» Grid Settings: Allows you to show or hide specific fields of the session logs.

e List/Log:Choose List or Log to set the style of the display.

Within the logs, the fields highlighted in blue are active links. Click on the link to see more detail.

Group Reports

Group reports trigger off the group selected. A group report aggregates the data from all the firewalls that make
up that group.
To navigate to the group reports:

1. Onthe Manager View select Home > Firewalls > Groups.

2. Select the group you want to see the reports for.

3. Select the Monitor option at the top.

Summary Reports

The reports displayed shows an amalgamation of the data based on the devices that make up that groups's
infrastructure. The Summary reports summarize the information for the topics listed.

e Duration : Use the slider to choose the report time duration in hours or days. The Custom option lets you
to choose a specific duration from the calendar.

» Refresh: Refreshes the data on the page.
» Chart Titles: Use the drop-down list in the chart title to select which the charts you want to display.

The following is an example of the Applications Summary. Note that some reports like the Applications
Summary have additional tabs with more data.
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Run your mouse over the graphs. As it runs over an option in the chart or a data point in the graph, additional
details pop up about that data. Some of the tables also have links in them that lead to more data. For example,
click on one of the application names to get a full description. Click on the Details... link to jump to the matching

Details report.

Detail Reports

When viewing the Details reports, you have additional options to customize the data.

e Duration : Use the slider to choose the report time duration in hours or days. The Custom option lets you
to choose a specific duration from the calendar.

e Limit: Allows you to set how many items appear on a page. Options range from 10 to 8000.

» View by Chart or Grid:Click the appropriate icon to view the information in a chart and grid (list) orin a

grid only.

» Export: Allows you to export the grid data to a CSV file.

» Refresh: Refreshes the data on the page.

» Column Config: Check the desired boxes that you want to display in the table.
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On the Details page you can drill down in different ways to get more information. Clicking the arrow by the
element name expands the description and shows how the aggregated data that is spread across firewalls. Any
of the data represented in blue is an active link. Click on it to show the details. Some values also link to other
reports. For example, click on one of the Total Blocked values and jump to the Session Logs. The Session
Logs has more links you can click on for additional detail.

® | NOTE: The drill-down to session logs, or Analytics, is not available for firewalls with the Essential License.

Group Analytics

Group analytics aggregates the session logs from all the firewalls that make up that group. Analytics is only
available if the group has firewalls with the Advanced License.

To navigate to the tenant analytics:
1. Onthe Manager View select Home > Firewalls > Groups.
2. Select the group you want to see the reports for.

3. Select the Monitor > Analytics.

The display shows an amalgamation of the session logs on the devices that make up that group's infrastructure.
You can customize how the analytics report appears.

e Duration : Use the slider to choose the report time duration in hours or days. The Custom option lets you
to choose a specific duration from the calendar.

» Traffic types: Click a drop-down menu and select the type of logs you want to display. Options include All
Traffic, Web Activities, Threats, or Blocked.

¢ Limit: Allows you to set how many items appear on a page. Options range from 10 to 8000.
e Export: Allows you to export the grid data to a CSV file.

* Refresh: Refreshes the data on the page.
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e Grid Settings: Allows you to show or hide specific fields of the session logs.

e List/Log:Choose List or Log to set the style of the display.

Within the logs, the fields highlighted in blue are active links. Click on the link to see more detail.
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Firewall View

This section describes the features available in the Firewall View.

Live Monitoring and Live Report

Live monitoring and live reporting features are organized under Overview. Live Monitor charts can be used to
monitor Applications, Bandwidth Usage, Connection Usage, CPU/Memory Usage, and Per Interface Usage.

Live Monitor

Live Monitor provides a real-time view of the packets forwarded by the firewall and is visible when viewing from
individual firewalls. When you select Group View or Global View in the Device Manager, the Live Monitor option is
not shown. The Live Monitor is always running, but it shows only the current data. A background task is saving the
data to a database. All data shown in Live Monitor is saved for historical reasons and you can find it in Live
Reports.

The following reports are shown in Live Monitor:
e System Monitor
e Multi-Core Monitor
e Application Bandwidth
e Interface Usage
e Connection Usage

@ | NOTE: You can filter the information on the Application Bandwidth and the Interface Usage tabs
according to the IP version by selecting from IPv4, IPv6 or Both.

System Monitor
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Live Report

Live Report provides historical Live Monitor data. You can get Live Report for a specific time by adjusting the
slider or entering a custom time. You can choose and visualize a real-time chart of any stored historic time data.

Mouse over a data point to see values at that instant. Select Start Time and End Time in the chart and click
Refresh icon to get drill-down data for that particular time.

The following reports are shown in Live Report:

Network Security Manager Reporting and Analytics Administration Guide 25
Firewall View



e System

* Multi-Core

e Application Bandwidth
e Interface Usage

e Connection Usage

e Data Usage

@ | NOTE: You can filter the information on the Application Bandwidth and the Interface Usage tabs

according to the IP version by selecting from IPv4, IPv6 or Both.

System
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(® | NOTE: Data Usage is available from NSM Saa$S 2.3.5 onwards for both GEN6 and GEN 7 firewalls. You can

refer the Release Notes to learn more about the build information.

® | NOTE: Data Usage report requires the flow log transport mechanism to be changed to encrypted mode.

Reports and Analytics

The Summary reports provide various types of data being tracked for your security infrastructure. Think of these
as executive summary reports that you can start with to check the general health for the topics listed. If an issue is
reported, you can drill down from them.

At the top of the summary reports—no matter what topic you pick, you can customize and manage the reports
displayed.
Option  Description

Sliding bar Slide left or right to select a predefined period for the reports to cover. The range is 1 hour to 365
days.

Custom Define a custom period for the reports to cover. Select starting and ending dates and times for the
option custom period.

By Filter data by any one of the parameters.
Limit Number of connections.
Export Provides three options:
* Generate Flow Report PDF: Generates a PDF document of the flow reports being displayed. The
file is stored at Scheduled Reports | Archive. The report may take several minutes to generate.
¢ Download Capture Threat Assessment: opens as an html file.
e Export Grid Data as CSV: Downloads as a csv file.
Refresh Refreshes to the latest data.
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Provides two options:

Add or remove categories as columns in the table.

Go to PDF Rules: Takes you to Scheduled Reports > Rules.

¢ Go to PDF Archives: Takes you to Scheduled Reports > Archive.

NSM - Advanced

This section provides the options that are listed under NSM - Advanced screen. This screen is available for NSM
Advance license where you can view the Tenant and Group level reporting. Click on Details, below each report,
to go to the details page of the report .

Applications

The Applications summary page has three types of reports displayed by default: Applications, App Categories,
and App Risks.
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Users

This report provides data that relates to the users connected to the system. You can track user level transactions
and activities by filtering on different drill-down options.
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TOP USERS BY CONNECTIONS W
USERS NAME CONNECTIONS PERCENTAGE
W Unknown 1422M o 100%
B edmin 523 0%
1422M
Unknown
100.00%
Details.

20.00M

5.00M

800.00K

200.00K

Connections

50.00K

—_ —
[ NsM Beta / Monitor / Details / Users

Q o— @D —o | O Custom | Both v

@ ot
£ 000k Select chatt to zoom
£ oooc Lttt IILILILLLLLLLLCRREERRRORIROCERTE L et e ROt LR L0
12:00 May 17 12:.00 May 19 12:00 May 20 12:00 May 21 12:00 May 22 12:00 May 23 120/
T
1 » Unknown 1422M  comm— 100% ~ 819.44GB  esmmm— 100% 2042K 189K 67.69K 531K 0
2 » admin 0% 7.59MB 0% 0 0 0 0 0
Total: 2 item(s) 819.45 GB 20.42K 1.89K 67.69K 5.31K 9o
S S )

Viruses

This report tracks the viruses that have been detected. You can filter on connections they occurred on or by which
viruses were blocked. Details are provided in the table. Click on HOME > Summary > OBSERVED THREATS to
see the reports on virus, botnet, spyware, and intrusion.
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Intrusions

The Intrusions summary has two types of reports (represented by the different tabs): Intrusions and Priority.

The Intrusions report tracks the disturbances that have been detected. You can filter on connections that
occurred on or by which intrusions were blocked. Details are provided in the table.
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Spyware

This report tracks the spyware that has been detected. You can filter on connections they occurred on or by which
spyware was blocked. Two summary reports are available and displayed by default: Spyware by Connections
and Spyware by Blocked.
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Web Categories

On the NSM system, the Web Categories summary has two types of reports. Web Categories and Websites.
This report displays the number of connections based on web categories. You can filter on the categories in the

View drop-down list. Details are provided in the table. Click on HOME > Network > Web Categories to see the
web categories report. Two summary reports are available and displayed by default: Web Categories by

Connections and Web Categories by Total Data Transferred.

B NSM Beta / Monitor / Summary / Web Categories
J Web Categories Websites
o—@EEERD 0| O custom | Both » O Wrefresh
TOP WEB CATEGORIES BY CONNECTIONS w
WEB CATEGORIES NAME CONNECTIONS PERCENTAGE SLC0K
W scarchEnginesa. 237K - 2003%
o
W Shopping 1961K e 16.12% 1
B Web Communica... 1771K - 14.56% " "
g .
B News and Media 119K = 981% 2437K £ 1000k R
Search Engines ... £ sook
Information Tech... 146K @ 9.42% £ 8
u 20.03% 3
B Business and Eco.. 1045€ = 250% 600K —
Arts[Entertainment 576K« 474%
400K “
W Mutimedia 534K« 438% 1}
Social Networking 386K ¢ 317% o
& . O T
W EMail 338K« 278% A
«5**°a¢,°‘\g\5\<&b”§°\
2 \‘wo(' & & &
Details...
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E NSM Beta / Monitor / Details / Web Categories
J Web Categories Websites
Q © 6Hous O | (® Custom | 23/05/2023 05:40->23/05/2023 11:40 [} | Both w D By: Connectio.. w Limit: 50 v i £¥ Column Config  :
B
| I I I I I I | | | I 1 I I 1 I 1 1 I 1 [} I 0
4 1000K
g elect ghart tozoom
8 100
05:30 06:00 06:30 07:00 07:30 08:00 0830 09:00 0930 10:00 1030 11:00 1130
CONNECTIONS TOTAL DATA TRANSFERRED
¥ NAME TOTALBLOCKED  VIRUS INTRUSIONS  SPYWARE BOTNETBLOCKED  ACH
COUNT §  PERCENTAGE size PERCENTAGE
1 } Search Engines and Portals 219K e 20% 139G e 83% o o 0 0 o
2 » Shopping 1980K e 16%  3974MB 2% 0 0 0 0 o
3 » Web Communications 776K = 15%  4424MB ¢ 3% 0 0 2 0 0
4 » News and Media 198K 10% 5374MB 3% o o 0 0 0
5 » Information Technology/Computer 155K« 9% 67.76MB ¢ % 0 o 0 0 o
6 » Business and Economy 056K = 9% 1722M8 1% o 0 0 0 o
7 » Arts/Entertainment 573K« 5% 973M8 1% o o 0 0 o
bl e ——— & & & 0
Total: 31 item(s) oo LSS 545522 85/62 553/ 401 239/173 0/0
¢ 122.04K 168GB

Sources

This report displays the number of connections based on IP address of the source. You can filter on the source

type listed in the drop-down list. You can also find the data in the form of a Pie Chart as well as a Graph

[ NSM Beta / Monitor / Summary / Sources

TOP SOURCES BY CONNECTIONS w

'SOURCES NAME CONNECTIONS PERCENTAGE
W 172201382 16853K e
W 1921681742 11379K e
B 17220612 10366K e
b W 192168602 7106K e
B 172202322 373K «
B 2403860080c0:.. 269K
17220166 637
W 24038600:80c0:.. 315
192.168.0.100 1

o—QEEED 0 | O csom | Botn v

3377%

228%

2077%

1424%

7.48%

074%

013%

0.06%

Details.

“l

172.20.138.2

33.77%

Connections

200.00K

40.00K

6.00K

O QRefresh

Click on Details, below each report, to go to the details page of the Source report. You can also view the page by

navigating to Details > Sources. The top of the Details page shows a graphical representation of the selected
By Metric data over a time period.

The bottom of the page has a table that shows information such as name of the source IP addresses,

connections and total data transferred. The rest of the columns of the table can be selected from the Column

Config button at the top of the page. The total information of each column can be seen at the extreme bottom of

the page.

You can filter the information according to the IP version by selecting from IPv4, IPv6 or Both.

The Search button at the top of the page allows you to search multiple IP adresses at the same time using the

CIDR method. For example, you can search 142.250.0.0/16 to see all the subnets under the series 142.250. You

can also search 142.250.196.0/24 to see all the subnets under the series 142.250.196.
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[ NSM Beta / Monitor / Details / Sources
Q © 6Hous © | (@ Custom | 23/05/202305:43->23/05/202311:43 (]  Both w D By: Connectio.. w | Limit:50 w NSB i £¢ Column Config 3
B
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
» 10000K
§ Select chart to zoom
. l | | I l | | l l | | I l | | I l | | l l | | I
8 100k L
0530 06:00 06:30 07:00 07:30 08:00 0830 09:00 09:30 10:00 10:30 11:00 11:30
CONNECTIONS TOTAL DATA TRANSFERRED
s NAME TOTALBLOCKED  VIRUS INTRUSIONS  SPYWARE BOTNET BLOCKED  AC|
COUNT §  PERCENTAGE size PERCENTAGE
1 ) 172201382 16874K e 34% 798GB e 2% 187 4 4 0 0
2 ) 1921681742 11379K = 2% 597G8 e 2% 111 4 572 0 0
3 ) 17220612 10360K e 2% 478GB e 16% 138 4 2n 0 0
4 ) 192168602 LK - 14% 788G8 e 27% 108 65 208K 180 0
5 » 172202322 3736K @ 7% 24068 @ 8% 0 0 0 0 0
6 } 24038600:80c0:91:404:6 369K 1% 099MB 0% 0 4 4 0 0
7 ) 17220166 638 0% 522MB 0% 0 4 4 0 0
8 ) 24038600:80c0:91:402:21 315 0% 85.55K8 0% 0 4 4 0 0
9 ) 1921680.100 1 0% 578K8 0% 0 0 0 0 0
T o] X
Total: 9 item(s) i e 544/544 65165 yon 180/180 o/0

Destinations

This report displays the number of connections based on IP address of the destination. You can filter on the
destination type listed in the drop-down list. You can also find the data in the form of a Pie Chart as well as a
Graph

Test 2.3.5| Gen7 (TZ 570P) / Monitor / Summary / Destinations
o— QEEED 0| O cwom | 5oin v O retesn
TOP RESPONDER IPS BY CONNECTIONS w
RESPONDER IPS NAME CONNECTIONS PERCENTAGE SO0
W 2001:4860:4860... 231K o 78.68%
B 24046800:4007... s 493% .
W 2620:2d:4000:1:. 58 ¢ 197% , 60
B 26202d:40001: 56 ¢ 19% é
§ 300
B 240468004007, 9 167% 2
S
W 2001:67c:1562:. 48 163% S
2001:67¢:1562:... 46 156% %0
W 2404:6800:4007... 46 156% 60 o o
ettt
2620:26:4000:1:. 2 143% 0
2620:24:4000:1:... 42 143% ¢ y
" I R SO I N
& F & & $ oS
S S F S S S S
Details B S A S I P L 4

Click on Details, below each report, to go to the details page of the Destination report. You can also view the
page by navigating to Details > Destinations. The top of the Details page shows a graphical representation of
the selected By Metric data over a time period.

The bottom of the page has a table that shows information such as name of the destination IP addresses,
connections and total data transferred. The rest of the columns of the table can be selected from the Column
Config button at the top of the page. The total information of each column can be seen at the extreme bottom of
the page.

You can filter the information according to the IP version by selecting from IPv4, IPv6 or Both.

The Search button at the top of the page allows you to search multiple IP adresses at the same time using the
CIDR method. For example, you can search 142.250.0.0/16 to see all the subnets under the series 142.250. You
can also search 142.250.196.0/24 to see all the subnets under the series 142.250.196.
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Test 2.3.5 | Gen7 (TZ 570P) / Monitor / Details / Destinations

Q O 6Hows O | @ Custom | 09/04/2023 11:33->10/04/2023 11:33
B ol
g 100
g 10
£
S 1

& | Both w

Tt ‘

1100 1200 1300 1400 1500 1600 1700 1800 1900 2000 2100 2200 2300 Apr10 0100 0200 0300 0400 0500 0600 0700 0800 0900 1000 1100

O ercomecto. v | Lmieso + 55; % Column Config  :

[T,

Locations

J “E Data Grid ‘ & Timeline Grid
CONNECTIONS “TOTAL DATA TRANSFERRED
PR . TOTALBLOCKED  VIRUS INTRUSIONS  SPYWARE  BOTNETBLOCKED  ACRBLO|
COUNT §  PERCENTAGE size PERCENTAGE
1 200148604850:8888 23K e 79%  86737KB e % 0 0 0 13 13
2 2404:6800:4007:82d::200e 145 « 5% 108MB @ 8% [ [ [ 0 o
3 2620:2d:4000:1::2b 58 2% 53.24 KB 0% 0 0 0 o o
4 2620:2d:4000:1::2a 56 2% 51.48 KB 0% [ 0 [ o o
5 2404:6800:4007:821:200e 49 2% 284MB == 20% [ [ [ o o
6 2001:67¢:1562:24 48 2% 47.44 KB 0% [ [ [ o o
7 2001:67¢:1562::23 46 2% 45.46 KB 0% [ [ [ 0 ]
[ EEEERE # s & & & & 0
Total: 21 itemi(s) Ton Al /0 /0 0/0 /0 /0
NSM- l -reports flori - MadCap Flare 2022 - ;

This report displays the top locations by connections and the top locations by total data transferred. The detailed
summary includes the list of connections, total data transferred, data sent, and data received.

Oregon-NSM | T2270-172.20.1.111 (T2 270) / Mornitor / Details / Source Locations
Q - o—@ENEE——o | O Custom By: Connections ~ || umitso v - [PERRRNRR :: ooy O xport QRefresh % Coumn Config
|
! ! ' . 1 | | | 1 | 1 1 1 ! ! 1 1
100
Select chart to zoom
¢ 10000€
s
% oo
$ | ‘ \
100 !
1800 1815 1530 1845 1900 1915 1930 1945 2000 2015 2030 2045 2100 2015 2130 2145 2200 2215 2230 2245 2300 2315 2330 2345 000)
= Data Grid ‘ ¢ Timeline Grid
conncrions oara sewe oaTa REcevED
5 e = sLocxe
comr & pecenTace sze percanTAGE s PercaNTAGE
1 B e 190 e 7% GEIGE e 6% 10708 e 3% sse
) Loam/ sssce/ 10768/ s
BTED) 2am 95508 12968 sa7e

Blocked

This report tracks the number of blocked connections. The report shows, the number of connections blocked and
percentage of them based on Firewall rule, Threat, and Botnet Filter.
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B NSM Beta / Monitor / Summary / Blocked

o—@EEED o | O custom | Both v

TOP BLOCKED BY CONNECTIONS w

BLOCKED NAME CONNECTIONS PERCENTAGE
Il ContentFilter 573K emmmm— 8553%
B e %6 @ 14.47%

5.73K
Content Filter
85.53%

Details...

Connections

6.00K
5.00K

4,00

3.00K

200K

100K

O WRefresh

[ NsM Beta / Monitor / Details / Blocked

Q O 6Hous O | (@ Custom | 20/05/202311:47->23/05/2023 1147 ()| | Both v

B ot

0 [ercamesso. ~

Limit 50 w sss £ Column Config ¢

100
10

e [[[11]111] T

LT

Connections

CONNECTIONS
# NAME
COUNT §  PERCENTAGE
1 » Content Filter 573K  emm— 85%
2 » Threat %9 @ 14%
p 670K/
Total: 2 item(s) Gy

T

1200 1500 1800 21:00 May21 0300 0600 09:00 1200 1500 1800 2100 May22 0300 0600 0900 1200 1500 1800 2100 May23 0300 0600 09:00 12:00

T

Threats

This report tracks the number of connections with threats. The report shows the number of connections with
threats and number of connections blocked. Click on HOME > System > Threat to see the threat summary of

categories of threats. Two reports are available you can use the drop-down menu to get Threats by Connections

and Threats by Blocked.

NSM Beta | TZ270w-172.20.1.103 (TZ 270W) / Monitor / Summary / Threats

o—@EEED—© | O cusom | Both v

TOP THREATS BY CONNECTIONS w

THREATS NAME CONNECTIONS PERCENTAGE
B HTTPS Respons... 150K e 93.03%

W TimeTolive Exc.. n o 416%

I Web Robots Acti.. 47 2.75%

[l Malformed POF ... 1 0.06% 1.59K

93.03%

Details...

HTTPS Response ...

Connections

2.00K

600

100
50

O TWRefresh

Network Security Manager Reporting and Analytics Administration Guide

Firewall View

37



[— O
I8 NSM Beta / Monitor / Details / Threats

Q © 6Hous O \ (@ Custom | 23/05/2023 05:50->23/05/2023 11:50 (5] Both w D By: Connectio.. w Limit: 50 w # % Column Config @
B ol
1 ' 1 1 1 1 1 1 1 1 ' 1 1 1 1 1 1 1 C ' 1 1 1 .

o 100K -

2 Select chart to Zoom

£ 100

I - | |1 | [ -
§ 1 1

0545 06:00 0615 06:30 0645 07:00 07:15 0730 0745 0800 0815 0830 0845 0900 0915 0930 0945 1000 1015 1030 1045 1100 1115 1130 1145

CONNECTIONS

# NAME - BLOCKED
COUNT §  PERCENTAGE
1 ) HTTPS Response with Punycode... 228K cmm— 83% 16
2 ) Shellcode generic2_1 15 . 4% 0
3 ) Mozilla Firefox XrayWrapper Poll. 64 2% 0
4 ) Malformed Java Class File 1 64 2% 0
5 ) Coinhives_2 64 2% 64
6 ) Suspicious JavaScript/VBScript . 6 2% 0
7 ) Malformed-File vbs.RQ.6 a1 1% 0
8 ) Malformed-File vbsMT.1 2 1% 0
9 P Suspicious Obfuscated JavaScrip.. 20 . 1% 0
10 D Suspicious Obfuscated JavaScrip. 19 1% 0
Total: 12 item(s) L] 80/80
2.76K

VPN Reports

VPN Report tracks the traffic flowing through a pair of firewalls to which you have established a VPN tunnel. For
example, if you are working on a local system that is protected by a firewall and you want to access information
from a system that is remotely located and is protected by another firewall, then you need to establish a Site-to-
Site IPSec VPN Tunnel for this purpose. VPN report tracks this network traffic information that passes through the
pair of local and remote firewalls.

The traffic generated by data flowing from local firewall is tracked through Source VPN report and the traffic
generated by data flowing from remote firewall is tracked through Destination VPN report.

Navigating the VPN Reports

The Source and Destination VPN Reports can be accessed through the Firewall view for a specific firewall.

1. Goto Firewalls > Inventory to view a list of all the firewall devices.

B May26th-demo / Home / Firewalls / Inventory

5 L]
ALL ONLINE & ONLINE &
‘ DEVICES 100% | MANAGED 0% ‘ OFFLINE 0% UNMANAGED 100% | UNASSIGNED 0% EXPIRED
1 1 0 0 1 0

Q Search. Group By: No Grouping w (2 Export () Refresh 3 Grid Settings ¢ More Options
Os Nane SeRALNUMBER arour wobeL mes  connectviTy coNFicURATION Acrion
O » Az Rhishi-TZ570 2CBBED6DS288 Unassigned 12570 @ onine Managed =

2. Click on the Name of the firewall device for which you want to view the VPN reports. You will be directed to
the Firewall View for the selected device.
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B May26th-demo / Home / Firewalls / Inventory

- L]
ALL ONLINE & ONLINE &
y OFFLINE UNASSIGNED EXPIRED
)) | Dlwm 100% TMGED 0% | 0% ‘8MANAGE0 100% § | 1 0% 0

a o Grouping v @ Export () Refresh ¥ Grid Settings  : More Options
04 SeriAL NUMBER croup wooeL mes  connecTviTy coNFicURATION Acrion
O 2CBBED6DS288 Unassigned 1570 @ oniine Managed =

3. Click on Summary > Source VPN to view the Source VPN reports page.

Q
New-NsmDev | Traffic-NSV200-10.194.55.128 (NSv 200) / Home / Summary / Source VPN

Jep— - - T Refresh
TOP SOURCE VPN BY CONNECTIONS W
'SOURCE VPN NAME CONNECTIONS PERCENTAGE G

W Venwme200978 14151 e 100%

14151K
VPN to nsv200-97-B H
100.00% 3

TOP SOURCE VPN BY TOTAL DATA TRANSFERRED W

'SOURCE VPN NAME TOTALDATAT..  PERCENTAGE

B venwoma00978 ALETM e 100%

Total data transferrad

This reports page shows information such as source vpn name, connections and percentage. You can
also find the data in the form of a Pie Chart as well as a Graph. The Time Range option lets you customize
the time duration of the report to show data from the last hour to the last 365 days. You can also use the
Custom button to customize the dates. The Refresh button is used to refresh the page.

This page lets you view 2 sets of report at the same time which can be selected from a list of By Metrics:
e Connections
» Total Data Transferred
e Total Connections Blocked
¢ Intrusions
e Virus
e Spyware
e Connections blocked by Botnet Filter
e Connections blocked by Access Rule
e Connections blocked by GeolP Filter
e Connections blocked by Threats

e Connections blocked by CFS service
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e Connections blocked by App Rule
e Data Sent
e Data Received

4. Click on Details, below each report, to go to the details page of the VPN report. You can also view the
page by selecting Monitor view at the top of the page and navigating to Details > Source VPN.

Q
New-NsmDev | Traffic-NSV200-10.194.55.128 (NSv 200) / Moni

Q o@D —o | O Custom By: Connections w | Limit:50 v
o

100K

1 1 1 ' 1 ' 1
Friday, June 18,2021 1:45 PM ‘

SRR nim{ A RRIRIRIRIAIA

1230 12:40 12550 13:00 13:10 13:20 13:30 13:40 13:50 14:00 14:10 1420 1430 1440 1450 15:00 15:10 15:20 15:30 15:40 1550 16:00 16:10 16:20 16:30 16:40 16:50 17:00 17:10 17:20 17:30 17:40 1750 18:00 18:10 18:20 18:30 18:40 185C

J E DataGid | A Timeline Grid

o
5 Name ViRus INTRUSIONS ~ SPYWARE  ACRBLOCKED  BOTNETBLOCKED TOTAL BLOCKED.

o i = oro oro oo 1seMel

The top of the Details page shows a graphical representation of the selected By Metric data over a time

period. You can change the information on the graph according to the above mentioned By Metric list by

using the drop down button, at the top of the page. You can also hover above the graph to see more
information.

You have a Time Range option that lets you customize the time duration of the report. The Limit drop

down is used to set the limit of the number of displayed firewall device. You can further filter the graph
according to a specific time by using the Time Slider which is present above the graph.

You can also click on Refresh button to refresh the information on the page and export the table in CSV

format using the Export button.

The bottom of the page has a table that shows information such as name of the source vpn, connections
and total data transferred. The rest of the columns of the table can be selected from the Column Config
button at the top of the page. The total information of each column can be seen at the extreme bottom of

the page.

5. Click on the Search icon next to the name of the firewall to see drill down to groups information.
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New-NsmDev | Traffic-NSV200-10.194.55.128 (NSv 200) P
Q 6 Hours @ Custom | 11062021 18:45->18/062021 1845 () Limit: 50 v |+ mcnrtac 2 Export  {Q Refresh mn Config
Data Grid Timeline Gri
connecrions TOTAL DATA TRANSFERRED
5 e Virus. INTRUSIONS  SPYWARE  ACRBLOCKED  BOTNET BLOCKED TorAL BLOCKED
COUNT §  pERCENTAGE sz PERCENTAGE
1 ven & crours X
Q - o 5Mins @ Custom | 11/06/202118:45->18/0622021 18:45 (=) AllTraffic - ¥ Grid Settings
SOURCEVPN VPN to nsv200-97. 2
DEVICES Limit: 10 ~ | GroupBy: IP Address v ) Refresh
P ADDRESS sessions TOTAL PACKETS TOTAL DATA TRANSFERRED §  THREATS
1 o000 ‘ see.29k 0788 o
BWM Limit: 10 v | GroupBy Inbound v ) Refresh
5 meouND sessions TOTAL PACKETS TOTAL DATA TRANSFERRED §  THREATS
1 Reattime . see.29¢ 20788 °
BLOCKED Limit: 10 - ) Refresh
s socked sessions TorAL PACKETS TOTAL DATA TRANSFERRED §  THREATS
NoDsta
Totat: 0t
ven Limit: 10 v | Group By: Source VPN v Q) Refresh
5 sourceven sessions TorAL PACKETS TOTAL DATA TRANSFERRED §  THREATS
1 VeNtns200-97-8 . se6.29¢ 2978M8 °
Totat: 1t
Jerea/ 39788/
Totat: 1 tem(s) b or0 or0 or0 or0 oj0 B7EME oro

@ | NOTE: You can view and generate a similar report for the destination firewall by selecting the
Destination VPN page under Summary.
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Analytics

The Analytics section provides the tools to evaluate data collected by the firewall ecosystem, make policy
decisions and take defensive actions using application- and user-based analytics.

@® | NOTE: You need to have NSM advance license to view and manage the Analytics.
¢ About Analytics
* Navigating to the Analytics Page

e Custom Filters

About Analytics

Analytics gives user ability to perform deep investigation on traffic going through firewall. Information collected
from firewall is visualized in the form of groups, graphs and table for simple and effortless investigation. Analytics
can be performed on all firewall logs or logs related to specific report.

Analytics gives detailed insight of user information such as network events, user activities, threats, operational
and performance issues, security efficacy, risks and security gaps, compliance readiness, and auditing. You can
perform flexible drill-down and gain insight into your network, user access, connectivity, application use, threat
profiles, and other firewall-related data.
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Navigating to the Analytics Page

1. Goto Firewalls > Inventory to view a list of all the firewall devices.

67% ‘ 2 0% UONMN\AGEU 8% J 5 83% 5

O Name SERIAL NUMBER aRoup MODEL TAGS  CONNECTIVTY CONFIGURATION AcTIoN
[ > Az

[

Q Search Group By: No Groupng v

cosoroacanas fr— wevaro @ oo p—-—

0040103€D78F Unassigned NSv Unlicensed @ oriine Managed

2. Click on the Name of the firewall device for which you want to view the analytics data. You will be directed
to the Firewall View for the selected device.

3. Click on the Analytics tab on the Monitor view to view the Analytics page.

Test 23.5 | Gen7 (TZ 570P) / Monitor / Analytics
LisT 1 Graph B Lo
Q co—@EEEP—o | O custom | Both w O Armarc v 2 Export () Refres
Applications Sources Users Web Activities Threats Devices Blocked VPN ALL
Limit: 50 ~ | Group By: Applications w ) Refres
& APPLICATIONS SESSIONS. TOTAL PACKETS TOTAL DATA TRANSFERRED §  THREATS BLOCKED CONFIGURE
1 Play 304 9.03K 1.47 MB 0 0 %
2 5.46K 83273KB 0 0 %
3 7.92€ 756 MB 0 0 o4
4 254K 118MB 0 0 it
5 268K 27014K8 o 0 o
6 100 156K 356,14 KB 0 0 a
7 284K 248MB 0 0 %
8 g Encrypted Key Exchange 2 173 84.11KB 0 0 4
9 84 7.88KB 0 0 o
10 9 6608 o 0 o
11 W General NS 2 4 5828 o o o
Total: 1
" flovi -~ MadCan Elara 2022 21

List View

The Anaytics page displays the session log data in 3 views i.e. List, Graph and Log. When you click on the
Analytics tab you will be directed to the list view by default. This view groups all data in different tabs on your
selected firewall network such as Applications, Source and Destination IP Addresses, Users, Web Activities,
Threats, Devices, BMW, Blocked and VPN. The ALL tab allows you to view all combinations of analytics list view.
You can click on each application to see additional information regarding the application.

There is a Blocked column in each tab that provides drill down information to blocked sessions/connections.

This view can be customized by modifying limit or number of rows displayed in each group, modifying default
'group by' and displayed columns. You can click on sessions to view specific session logs.

You can filter the information according to the IP version by selecting from IPv4, IPv6 or Both.
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You can use the Search button to search for a particular application as well as use the Time Slider to adjust the

time duration. You can also use the Custom button to customize the dates. The Traffic Type drop down button
allows you to select the report type. You can also export the data using the Export button and refresh the page

using the Refresh button.

Apart from the above functions you can filter on any value within group such as in below screen shot you can filter
on SSL application by clicking on funnel icon that appears on hovering the mouse in empty space after the

application name. Once you filter on specific application name and reload the view, data present in all other
groups is filtered for selected values. So, if you filter application by SSL and reload the page, values in sources

will display only SSL application sources. This is applicable for all other groups as well i.e. destination, users, etc.

Test 2.3.5 | Gen7 (TZ 570P)

Monitor

Analytics

LisT I Graph B Log]
Q « o—@EEED— o0 | O custom | Both w O anmatic - 2 Export () Refresh
Applications Sources Destinations Users Web Activities Threats Devices Blocked VPN AL

Limit: 50 w  Group By: Applications w T Refresh
5 APPLICATIONS SESSIONS, TOTAL PACKETS TOTAL DATA TRANSFERRED §  THREATS BLOCKED CONFIGURE
1 »| Google Play 304 9.03K 147 MB 0 0 %
2 DNS Protocol 215K 5.46K 83273KB 0 0 4
3 @ DebianaPT 3 7.92K 756MB 0 0 it
4 @ SSUTLS Protocol a7 254K 118MB 0 0 W
5 @ HTTP Protocol 287 268K 27014 KB 0 0 13
6 a Google API 100 156K 356.14 KB 0 0 %
7 @ YouTube 2 284K 248MB 0 0 %
R 2 173 84.11KB 0 0 oW
9w 2 84 783K8 0 0 W
10 ¥ General HTTP 3 9 6608 0 0 13
11 ¥ General DNS 2 4 5828 0 0 %
Total: 11 item(s)
! flovi - MadCan Elara 2022 r2 |
ust i Graph €
Q -0 0| O Custom | Both v 0O antaic - 2 Export T Refi
Applcations  Sources  Destinations  Users  WebActivites  Threats  Devices Blocked VPN ALL

APPLICATIONS Limit: 10 ~ | Group By: Applications v 0 Refrest|

5 e sessions TOTALPACKETS TOTALDATATRANSFERRED §  THREATS sLockeD coniGuRe

1 1 B30 701m8 o o ot

2 3 403 415m8 o o [

3 10 205 271m8 o o m

4 . 260K 25818 o o "

5 8 04 1858 o 1 M

6 2 111k 96645 KB o o M

7 2 710 676718 o 0 W

s 2 684 64608 KB o o M

s 3 o8 159168 o o m

10 106 m sk o o m

Totak 10 tems)

SOURCES Limit: 10 v GroupBy: IP Address v 0 Refrest|

17 ADDRESS sessions TOTALPACKETS TOTALDATATRANSFERRED §  THREATS sLockEeD coniGuRE

1 1220132 22 2057 2117m8 o 1 M

Totat: 1 tem(s)

DESTINATIONS Limit: 10 ~ | GroupBy: IP Address v 02 Refrest|

#  aoDRESs sessions TOTALPACKETS TOTALDATATRANSFERRED §  THREATS sLocken conricuRe

1 162128818 B 274K 25818 o o M

Graph View

This view allows you to see the relationship between any two metrics available on X and Y, in a graphical format.
You can change the individual metric by clicking on the different options on the X and Y axis. For example, if you
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want to see which all Source IP are generating traffic for specific Application, then you can choose Sources on 'Y

axis and Application on X axis.

The Zoom Slider on the right allows you to zoom in and out of the graph. The Report Type drop down button
allows you to select the report type. You can also export the data using the Export button and refresh the page

using the Refresh button.

You can filter the information according to the IP version by selecting from IPv4, IPv6 or Both.

Above the graph, you can change the Group By information using the drop down button. You can also change

the visual elements of the graph by using the Graph Setting Button.

Test 2.3.5 | Gen7 (TZ 570P) / Monitor / Analytic:

GRAPHS

= List ZHEZN ) Log

Q co— @D —o | O custom | Both v O anafic w | ¢ Graph Settings 4 Export Q) Refresh :
Applications  Destinations ~ \Web Activities  Threats  Blocked VPN Group By: Applications v 2 =0

P 2
£ (]
D S ®

et
Googipiy
E 7157: Q

Log View

This view allows you to see the list of individual connections going through your firewall. You can expand each
connection to see more details regarding the connection such as Flow Details, IP/Port Information, Statistics,

Application/Threats and Additional Details.
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Monitor

Test 2.3.5| Gen7 (TZ 570P) / Monitor / Analytics
SESSION LOGS = List % Graph
¢ Q  o—@EED—o | O cusom  Both v 0O A v | Limit:50 - 2 Export T Refresh ¥ Grid Settings
TIME UsERs ACTION APPLICATION 1P ADDRESS LocaTION
% OPEN TIME USERS ACTION  APPLICATION CATEGORY RISK SIGNATURE INITIATOR RESPONDER INTIATOR RESPONDER |
1 2023-04-10 11:4. Unkno... Allow. B Google Play INFRASTRU. E3 Guerd... Google Play - H... 2001:df5:4c. 2404:6800: 2 Unkno. 2 Unkno. 54
»2 2023-04-10 11:4... Unkno. Allow.... @ DNS Protocol PROTOCOLS Low DNS Protocol 2001:df5:4c... 2001:4860-. 2 Unkno... 2 Unkno. 33|
»3 2023-04-10 11:4... Unkno. Allow... @ DNS Protocol PROTOCOLS Low 2001:df5:4c... 2001:4860.. 2 Unkno... 2 Unkno. 36|
» 4 2023-04-10 11:4... Unkno. Allow... @ DNS Protocol PROTOCOLS Low 2001:dfS:4c... 2001:4860.. 2 Unkno... 2 Unkno. 41
»5 2023-04-10 11:4. Unkno... Allow. @ DNS Protoco PROTOCOLS Low 2001:df5:4c. 2001:4860: 2 Unkno. 2 Unkno. 56}
»6 2023-04-10 11:4. Unkno. Allow. @ DN Protocol PROTOCOLS Low  DNSProtocol -- 2001:df5:4c. 2001:4860: 2 Unkno. 2 Unkno. 33
»7 2023-04-10 11:4... Unkno... Allow.... @ DN Protocol PROTOCOLS Low DNS Protocol 2001:df5:4c.. 2001:4860:. 2 Unkno... 2 Unkno. 38|
» 8 2023-04-10 11:4... Unkno. Allow... @ HTTP Protocol PROTOCOLS Low HTTP Protocol 2001:df5:4c... 2620:2d:40... 2 Unkno... 2 Unkno. 46|
» 9 2023-04-10 11:4... Unkno. Allow.. @ DNS Protocol PROTOCOLS Low DNS Protocol 2001:dfS:4c... 2001:4860.. 2 Unkno... 2 Unkno. 59
» 10 2023-04-10 11:4... Unkno. Allow.... PROTOCOLS 2001:df5:4c... 2001:4860.. 2 Unkno... 2 Unkno. 45)
» 1 2023-04-10 11:4. Unkno. Allow. INFRASTRU. le Play -- D. 2001:df5:4c. 2001:4860:. 2 Unkno. 2 Unkno. 37|
b 12 202304101%4. Unkno Allow. PROTOCOLS 200L:df5:4c. 2001:4860 2. Unkno. 2. Unkno 39|
p 13 202304101%4.  Unkno.. Allow. @ DNS Protoco PROTOCOLS Low DN Protocol - 2001:dfSide. 2001:4860: 2. Unkno. 2. Unkno 4]
» 14 2023-04-10 11:4... Unkno. Allow... @ DNS Protocol PROTOCOLS Low DNS Protocol 2001:df5:4c... 2001:4860-. 2 Unkno... 2 Unkno. 34|
» 15 2023-04-10 11:4... Unkno. Allow.. @ DNS Protocol PROTOCOLS Low DNS Protocol 2001:dfS:4c... 2001:4860.. 2 Unkno... 2 Unkno. 47|
- —— - S R = -
Total: 50 item(s)

You can use the Search button to search for a particular information. The Search button also allows you to
search multiple IP adresses at the same time using the CIDR method. For example, you can search
142.250.0.0/16 to see all the subnets under the series 142.250. You can also search 142.250.196.0/24 to see all
the subnets under the series 142.250.196.

You can use the Time Slider to adjust the time duration and the Custom button to customize the dates. The
Traffic Type drop down button allows you to select the report type. You can also export the data using the
Export button and refresh the page using the Refresh button.

You can filter the information according to the IP version by selecting from IPv4, IPv6 or Both.

The Limit drop down is used to set the limit of the number of connections. You can also edit the columns of the
table by using the Grid Settings Button.

This view allows you to create Custom Filters as well.

Policy ID

There is a Policy ID column in the log view that allows you to enable debugging based on policies for a selected
session. You click on hyper linked policy ID to know more details about rule/policies applied on a selected
session.

Network Security Manager Reporting and Analytics Administration Guide 46
Analytics



Monitor

()
NSM Beta | TZ270w-172.20.1.103 (TZ 270W) / Monitor

SESSION LOGS = st I Graph
v Q -o@E)—o0 | O custom | Botn w O  anmatic v | Limit50 v | (#Export Q) Refresh ¥ Grid Settings

PORT sTaTISTICS THREAT POLICEES VPN CONFIGURE
INITIATOR ~ RESPON...  INITIATO..  RESPON.. THREATTYPE  THREATNAME BOTNET  APPRULEID  SECURMYP.. NATPOLICY.. ROUTEPOLL. DECRYPTIO..  SOURCEVPN  DESTINATIO..  CONFIGU..
49626 53 698 130B  Unknown None 0 0 11 30 0 0 NA NA %
34662 443 196KB  3978KB  Unknown None 0 0 1 30 0 0 Na NA W
50880 53 618 1738 Unknown None 0 0 1 3 0 0 Na NA %
40526 53 688 1298 Unknown None 0 0 1 3 0 0 Na NA u
55031 53 748 161B  Unknown None 0 0 1 0 0 NA NA %
43590 53 638 1418 Unknown None 0 0 1 30 0 0 Na NA [
55430 443 132KB  445KB  Unknown None 0 0 1 30 0 0 N NA [
35881 53 608 1448 Unknown None 0 0 1 30 0 0 Na NA %
59927 53 648 1488 Unknown None o 0 1 3 0 0 Na NA u
58779 53 758 125B  Unknown None 0 0 1 30 0 0 NA NA %
38566 80 7178 109KB  Unknown None 0 0 1 0 0 0 Na NA [
50058 53 608 1448 Unknown None 0 0 11 30 0 0 nNa NA u
52346 443 151KB  655KB  Unknown None 0 0 11 30 0 0 NA NA [
57768 53 748 1618 Unknown None 0 0 1 3 0 0 N NA w
51214 80 9278 9878 Unknown None 0 0 1 0 0 NA NA %

Total: 50 item(s)

7
Security Rule Details ¢
| RULE DETALLS I ACTION
Name  Default Access Rule_11 Access Control  Allow
D11

UUID  "5e095773-5%¢2-c3b3-0700-2chBeda6300:
IP Version  IPv4

Bandwidth Aggregation
Comment
Egress Status

Ingress Status

Source LAN QOS PROPERTIES

Destination  WAN

DSCP Marking Action
802.1p Marking Action -

Source  Any

Destination ~ Any

Packet Monitoring -
SERVICE
I MISCELLANEQUS
Source Port  Any
TCP Inactivity Timeout -
Service  Any
UDP Inactivity Timeout -
| Source IP Address Limit -

Destination IP Address Limit

=

User Allow Fragmented Packets  Enabled

Bypass Inspections of Server to Client

SCHEDULE packets
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NAT Rule Details

| NAT RULE DETAILS

Name

1D

uuiD

IP Version

Comment

ORIGINAL

Ingress Interface
Egress Interface
Source Address

Destination Address

Service

TICKET

Tag 1
Tag 2
Tag3

Default NAT Policy_30

30

df9323d5-bfff-ff76-0800-2cbBeda63008

Pvd4

Auto-added WO outbound NAT Policy for X1 WAN

wo
X1

Any
Any
Any

TRANSLATED

Source Address
Destination Address

Service

ADVANCED

KLP
Original

Original

NAT Method -

Probe Enabled
Probe interval

Probe type

Probe port

Reply timeout
Deactivate host after

Reactivate host after

No

5 seconds

TCcP

80

3 seconds

3 missed intervals

3 successful intervals

Custom Filters

This feature allows you to create customized filters as per your requirements. This custom filters can be used to
manage other reports such as Custom Reports. Custom filters can be created from the Session Logs page on

the Monitor View.

Creating Custom Filters

1. Click on Analytics tab on the Monitor View to see the Session Log information.

P - - |

2 Export T Refresh 4 Grid Settings

PoRT

INTIATOR

5316

s34

5312

45310

45288

45286

5282

4276

RESPON...

sTamsTics

INTATO..  RESPO

298

s

958

5008

sae

s78

098

w78

59

SESSION LOGS
¢ Q - o—QENEE)——o | O cusom AllTraffic v | umitso -
Custom Fitters | app- -

E useRs  AcTION APPLICATION 1P ADDRESS LocaToN
5 openTme users ACTION  APPLICATION catesoRY Risk SionATURE INMATOR RESPONDER  INIATOR RESPONDER.
20210809 ’ - DOWNLOAD- - Prvste g United
yuo user1t Alowed @ Woet o L 1921681502 208se11621 [ T e
2021-08-09 DowNLOAD- private Unitea
»2 user11 Alowed @ Woet Hope Low 1921681502  20894.11621 _ E
2021-08-09 DOWNLOAD- Private United

user: tow vget ow ? =
R 1 Alowed @ Wo oow L 1921681502 2089411621 o = e
2021-08-09 DOWNLOAD- Private United

user! low Woet ow 1 ? =
y oo B 1 Alowed @ Wo s L 1921681502 2089411621 o B e
2021-08-09 - DoWNLOAD- - Private Unitea
ys o oon et mowes @ vios apps L w2iers0z  zssarsez [ 7 B
2021-08-09 DoWNLOAD- Privte United

user: tow et ow ? =
e 1 Alowed @ Wo oow L 1921601502 2089411621 o =
20210809 DOWNLOAD- Private United

user! low Woet ow 1 4, ? =
y o 1 Alowed @ Woet s L 1921681502 2089411621 o E e
2021-08-09 DoWNLOAD- Private United
> 5  eaoos user11 Alowed @ Woet aope Low 1921681502 138113344248 [ 7 =

Totak: 8 Rem(s)

2. Click on the Filter symbol next to the columns to filter the information on the table. For example, if you
want to view the social networking category information then click on the filter symbol next to Social-
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Networking on the Category column. Click on Reload at the top of the table to filter the table as per the

Social-Networking data.

All the existing filter will appear as a drop down when you click on the Filter symbol at the top of the table.
You can also search for existing filters by clicking on the Search symbol.

® | NOTE: You can add multiple filters to the table.

SR - - |

oo
oo
o e
oo
ve
o e
oo
i
o e
yio
vu
b
b

users

users

users

users

users

et

users

ez

wers

users

ez

wsers

users

ez

users

users

AcTioN

AcTIoN.

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

Alowed

I — T ——

APPLICATION

EIE IR I IR IR I I I R A R

5

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

General HTTP

APPLICATION

caTEGORY

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

Networking

RISk

SIGNATURE

General HITP -

General HTTP
49175

AllTraffic
1P ADDRESS
NmATOR RESPONDER
1921682002 98131185136
1921682092 3412212032
1921682002 98130322
1921682002 9812623092
1921682092 1121016
1921682002 9815823067
1921682002 98156178131
1921682092 98131185136
1921682002 981311721
1921682002 98130322
1921682092 11350658
1921682002 9815823868
1921682002 9815823867
1921682092 98158178131

maToR
Prvte

s
Prvate

®
Prvate

"
Prvae

v

Private

?
7
?
?
7
?
g e
7
7
?
7
2
?

Limit: 50

LocaTioN

RESPONDER

v . @Epot QRefresh ¥ Gid Setings
porr stansmis
INTATOR | RESPON..  INTATO..  RESPON. TRt
ous w0 w08 468 e
w2 w0 w8 w0 N
s w0 s 48 e
s w0 sss s8N
o6 w0 s 3ske o
P s s N
ass w0 w08 468 or
swme w0 e 68 Nt
e w w8 468 N
o w w08 468 ot
ses 0 e 8 Nt
o s e amKe N
s 0 108 353k Nor
s w0 e 8 Nt

3. To save thefilter, click on the three dots at the top-right of the table and cli
Custom Filter As dialog box appears.

ckon

Save

SESSION LOGS = oo [N
v Q co— @D —~o | O cutom Al Traffic ~ | Limit 50 v|+ CExport TWRefresh %¥ Grid Settings
CustomFiters | Net

e useRs  actiow APPLICATION 1P ADDRESS, LocaTon PoRT
s orenmie usens ACTION  APPLICATION caTEGoRY sk sioNATURE INmATOR RESPONDER  INIATOR RespONDER wimATor  esed

20210811 Generai HTTP Prvate Uniea

yoo e users Alowed 7 General HITP Networking Low  Seners 1921682002 osasissize B o = aaas w0
20210811 E Generai HTTP Prvate United

Y2 oo users Alowed 7 General HTTP Networking Low. . 1921682002 3412212132 b = e 4622 80 3008 468
20210811 Generai HTTP Prvate Untea

oo s et Mowd W GeewHTTP Networkng w5 iz sssomz I B om0 s s

b TS ows ¥ ewwrm o o ST ce:  seaezes 1P EE UM s s sse

beo Bk e W GewndTe eswonios v ST iaces w1 S B mema  ame s s

ye o users Alowed 7 Generai TP Networking Low  SeneraTTR 192182002 seasszsasr 1 o' EE U e w0 swms ssike
2021.08-11 . Generai HTTP Prvate United

Y7 lososs user3 Alowed ¥ General HTTP Networking Low z 1921682002 9easeazesss (@ [ - 42586 50 3608 468

yo HLoSu uers PP —— Networdng Low o im0z ssasasise BT EE UM s s s an
2021-08-11 . Generai HTTP Prvate United

yo o HE user3 Allowed " General HTTP. Networking Low . 1921682002 981311721 0 = e 46744 80 3608 468
20210811 Generai HTTP Prvate Unted

»oo O user3 Alowed ¥ General HTTP Networking Low  gone 1921682002 98130322 I = 47374 80 3608 468

b TS s mows W ewsrm o ow ST icae:  smsoese 0 7 @owe  ses wos s
2021.08-11 Generai HTTP Prvate Unied

»zo o user3 Alowed ¥ General HTTP Networking Low  Gono 1921682002 9815823868 7 - 37140 50 ass  3s3ke

y o Zoen wsers P — Networking Low  SonerarTT saeemnz  sersezes 181 DM BB UMY sesm w0 w8 383k
20210811 - Generai HTTP Prvate United

P oioee users Alowed ¥ General HTTP Networking Low oo 1921682002 9easeazerss (@ [ - 42154 50 3608 468
20210811 Generai HITP Prvate Unied

y s 20nos wer Mows W GeewHTTP Networng [P ez seimama I Y om0 s s

Filter. The Save

4. Add the Filter Name and click on Save to save the filter. You can also click on Save and Create Report
Rule to automatically navigate to the Custom Reports page.

Save Custom Filter As

o

Fiters *

APP CATEGORIES | SOCIAL-NETWOR. »

]

Editing and Deleting Custom Filters

You can add or remove individual filters inside a Custom Filter by editing the filter settings.
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To add a new filter you need to open the custom filter using the filter option at the top of the table. Then, click on
the filter symbol next to the columns to add the filters. Click on the 3 dots at the extreme right and select Save
Filter. You can remove an existing filter by directly clicking on the Save Filter button and removing the filter.

Similarly, you can delete an existing custom filter by clicking on the 3 dots at the extreme right and selecting
Delete Filter. Once you delete a Custom Filter from the session log page it will also get deleted from the Custom
Rules page, which is used to create Custom Report.

SESSION LOGS =List |t Graph

$Q o QEEEED—o | O cuon AiTatic <][tme® v |- @Eeot QrRefesh 2 Giasetings

Custom Fiters | Net -

usens acron Aevucaon ' avorezs wocamon vonr
+ o Aepucaon cumon  ms sownne wrwon  weowen  mmaon  msowen  mrwon  resoolill

yoo e [ —, Lo ST icaoes  ssasissise PO

Do sa Netwreng Low ez seninn o w os 460 o
yoo oo - Networcng Low 12162002 sm1z6209 wss s ssae e
ys e IO Netwrkng Lo iz 111016 e wes as
e zaen w o Netering Low ez osssaser T wss s
» 9 20mosn ser3 Allowe d Networking Low 1921682092 981311721 46744 80 3608 468 Nor
y o e e Netwrking i ez sesonz o
pu zen ws Ao Nevorng " sz wissosss o @
ECEopt ser3 Alowed Networking [E s 1921682002 981312292 40744 80 3608 468 Nor
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Log Download

The Log Download section provides the tools to download firewall session logs in CSV format. The downloaded
session log file can be used for further analysis outside of NSM. You can download session logs by navigating to
Log Download tab on the Monitor View.

® | NOTE: You need to have NSM advance license to view and manage the Log Download.

@® | NOTE: You can download up to 365 days of session logs using Log Download.

Creating Log Download Rule

To download session logs you must first create a log download rule. This allows you to select the information and
the time period for which you want to create the log.

1. Click on the Name of the firewall device, under Firewalls > Inventory, for which you want to view the
session logs. You will be directed to the Firewall View for the selected device.

2. Click on Rules page on the Monitor View to see the list of rules that have been created. You can use the
Search option to search for an existing rule.

[T Hg

3. Click Add Log Download Rule to add a new rule. Fill the following details and click Next. You can run log
download rule for a given month only 3 times.

e Name: Enter a name for the log report.

¢ Month: Select the month for which you want to create the report using the calender option. You
can hover on the "i" button to see the date and time stamp as well as the number of times a rule has
been run for the selected month.

e Custom Filter: Enable the custom filer toggle to select the custom filter data for your report from
the drop down list. You can refer to the Custom Filters section to learn more about how to create
and manage custom filters.
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¢ |P Version - Select IPv4, IPv6 or Both.

e Firewall Log Type: Select the firewall log type as All Traffic, Blocked, Threats or Web Activities.
@® | NOTE: You need to note the following conditions for downloading Network Traffic Log:

Add Log Download Rule

D Please note you can run log download rule for a given month only 3 times

| GEMERAL

Name

Month February 2024 e
Custom Filter There are no custom filters to select
IP Version IPv4 & IPvE

Firewall Log Type All Traffic

Add Log Download Rule

GEMERAL

D Please note you can run log download rule for a given menth only 3 times.

| GEMNERAL

Name

Month February 2024
Custom Filter
IP Version

Firewall Log Type
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Add Log Download Rule

m Please note you can run log download rule for a given month only 3 times.

| GENERAL

Name
Month February 2024
Custom Filter There are no custom filters to select
IP Version IPv4 & IPv6

Firewall Log Type Al Traffic

Add Log Download Rule

GENERAL SUMMARY

m Please note you can run log download rule for a given menth only 3 times.

| GENERAL

Name
Month February 2024 ImjLO]
Custom Filter There are no custom filters to select
IP Version

Firewall Log Type
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Add Log Download Rule

GEMERAL SUMMARY

D Please note you can run log download rule for a given month only 3 times.

| GENERAL

Name

Month February 2024 mo]
Custom Filter There are no custom filters to select
IP Version IPv4 & IPvE

Firewall Log Type

On the Summary page you can review the data before generating the report. You can also view the

approximate number of records to be scanned. Click Apply to confirm.

Add Log Download Rule

GEMERAL SUMMARY

¢

SUMMARY
Name
Month
Use Custom Filter
IP Wersion
Firewall Log Type

Approximate number of records

Testl
January 2024
Mo

IPvd & IPvE
All Traffic
15,308,108

After you click Apply, the log download rule is successfully created. Click Close to view the rule on the

Rules page.
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Add Log Download Rule ‘

GEMERAL SUMMARY

SUMMARY
Mame Testl
Month  January 2024
Use Custom Filter Mo
IPVersion  IPv4 & IPvE
Firewall Log Type Al Traffic
Approximate number of records 15,308,108

6. The new log download rule appears as a new row in the rules page. You can use the Action button to edit
or delete the rule.

2

[N TTORTTANTRRTTANTE -

@® | NOTE: You need to note the following conditions for downloading Session Log:

e For current month's rules:

The Session Log file(s) will contain data for the current month except for the previous two days before
today's date. For instance, if you create a rule for downloading the log data for February on the 25th of
February, the downloaded data will contain information from the 1st to the 23rd of February.

e For previous month's rules:

When you choose any previous month, the downloaded data will contain the entire month's data. For
example, if you create a rule for downloading the ILog data for January on the 25th of February, the
downloaded data will contain information from the 1st of January to the 31st of January.

Downloading Log File

After you create the Log Download Rule, you can download the log report on the Saved Logs page.

1. Click on the Saved Logs page to view the list of the successfully created log download rule. You can
search for a rule using the Search button at the top of the page and delete a rule using the Delete icon at
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the right of the page.

@ | NOTE: Each log download rule will be available for a month for download. You can see the date and

time at which it will get expired under the Expiry column.

report will be created in multiple files.

Search for your created rule and expand the row to view the report. If the size of your report is big, then the

(12.270W) / Montor 1 Log Downioad | Saved Logs

H

ceeceeoooood &

o

3. Click on Download All to download all the files in the report or click on the Download icon under Actions to

download a particular file. You can also delete the report using the delete icon.

ACTION

S 0

4. The report will be successfully downloaded in your system.

@® | NOTE: There is no restriction on the number of times you can download a generated log
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Productivity Reports

The Productivity Reports section provides the tools to manage productivity reports and view the reports once
generated. These reports provide visibility and control of an organization's internet usage. You can also get
insightful snapshot of an organization’s internet productivity along with details of internet users, websites and web
categories.

@® | NOTE: You need to have NSM Advance License to view and manage the Productivity Reports.
@® | NOTE: The Productivity Report is available at tenant, group and firewall level.
® | NOTE: Tenant and Group level productivity report is available from NSM Saa$S 2.3.5 onwards.

Productivity Groups

Productivity groups section allows grouping of Content Filter Service(CFS) categories. URLs accessed by
users is matched first to the CFS and then to the respective productivity groups. There are two types of CFS
groups under NSM Productivity Reports i.e. CFS 4.0 and CFS 5.0. Firewalls with SonicOS 7.0.1 firmware or
lower support CFS 4.0 and those with SonicOS 7.1.1 firmware or higher support CFS 4.0.

Productivity group configuration is available at tenant level.

1. Click on Productivity Groups tab on the Manager View to see the Default group configuration. This list
consists of Productive, Unproductive, Acceptable and Unacceptable groups. If you do not see the default
groups then you can click on Reset button to reset it to default. You can also refresh the page using the
Refresh button.
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Q Enter category to search

B New-temben / vame / Poducouy Grouss

DReset Q) Refresh  &F Customise groups

@ Productive (3)
Business and Economy
E-Mail

Education

Unproductive (21)
Abortion/Advocacy Groups
Advertisement
Alcohol/Tobacco
ArtsfEntertainment

Games.

Gay and Lesbian Issues
Humorflokes

Internet Auctions

Miltary

Multimedia

Not Rated

Other

Personals and Dating
Poliical/Advocacy Groups
Real Estate

Religion

Sex Education

‘Shopping

Social Networking

Society and Lifestyle
Sports/Recreation View les

Acceptable (20)

Chat/instant Messaging (IM)
Cuitural Insttutions
Freeware/Software Downloads
Government

Health

Information Technology/Computer
Job Search

Kid Friendly

News and Media

Online Banking

Online Brokerage and Trading
Reference

Restaurants and Dining
Search Engines and Portals.
Social Networking

Travel

Usenet News Groups

Vehicles

Web Communications

Web Hosting

@ Unacceptable (13)
Adut/Mature Content
Cult/Occult
Drugsillegal Drugs
Gambling
Hacking/Proxy Avoidance Systems
llegal Skills/Questionable Ski
Intimate Apparel/Swimsuit
Malware
Nudism
Payto Surf Sites
Pomography
Violence/Hate/Racism
Weapons View less

Click on Customise groups button on the top right of this page to make changes to the groups and
categories. You can drag and drop the CSF categories to other groups as per your requirement.

Click Add Group to add a new group. You need to enter a Group Name and select the required

Categories.

Add Group

Groupname  Training

Add categories  Job Search -

Q Search web category

& Job Search

& Web Communications

Unproductive (21)

Q Se:

category

£ Abortion/Advocacy Groups

Advertisement

£ Humor/lokes

# Internet Auctions

£ Miltary

& Multimedia View 11 more

Acceptable (14)
Q Search web category

# Chat/instant Messaging (IM)
& Cultural Institutions

oftware Downloads

 Kid Friendly
& News and Media

 Oniine Brokerage and Trading
# Restaurants and Dining

# Search Engines and Portals

i Social Networking Vieuw 4 more

hnology/Computer

£ Adult/Mature Content
¢ Cult/Occult

# Drugs/llegal Drugs

¢ Gambiing

# Hacking/Proxy Avoidance Systems
 llegal Skills/Questionable Ski
 Intimate Apparel/Swimsuit

i Malware

£ Nudism

& PaytoSurfSites View 3 more

X Cancel
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5. You can save the changes by clicking on the Save Customization button. You can also select the Reset
button to reset the groups to default and the Refresh button to refresh the page. The Cancel button will
undo any changes that you may have recently made to the productivity groups.

Navigating to the Productivity Reports Page at
Tenant Level

1. Navigate to the Monitor page on the Manager View.

2. Click on Productivity > Reports to view the productivity reports.

Monitor & Commit & Deploy

®
Ang-ProdSim | NSV270-172.20.0.223 (NSv 270) / Monitor / Productivity / Reports
CONNECTIONS TOTAL DATA TRANSFERRED BROWSING TIME

o 2 so% ] 7 o w w oo

ivity group : ¥ | By: Connection: v

® Unproductive [ Acceptable [ illegal

Unproductive Connections
Acceptable

23M | Leen
T tT————— .
Unproductive
Prod Total Connections
roductive
79M
Unacceptable
illegal Blocked Connections
0% (0)
May12 May13 Mayl4 May15 May16 May17 May18 May19 May20 May2l May22 May23 May24 May25 May26
TOP UNPRODUCTIVE USERS ¥ TOP UNPRODUCTIVE WEBSITE ¥ TOP UNPRODUCTIVE WEB CATEGORY ¥

NAME CONNECTIONS ~ PERCENTAGE NAME CONNECTIONS ~ PERCENTAGE WEB CATEGORY CONNECTIONS

Unknown 2936K 100% www.walmart.c. 243K - 8% Shopping 1207 K %

1% ‘
8% Multimedia 50.5 K

www.babytree.c... 239K @

www.soundclou. 210K« 7% Social Networ. 492K
.
.

www.youtube.c.. 166K 6% Arts/Entertai... 342K

www.vimeo.com 16.6 K 6% M Society and Li.. 251K
m m

©) | NOTE: You can access Productivity Reports at the Group and Firewall level as well.

@ | NOTE: You can do a comparative analysis of various Productivity Group trends by selecting two or
more Productivity Groups.

The Productivity Reports page shows a graphical representation of total connection / data transferred /
browsing time over a time period as well as the top five users, website and web category in a particular
productivity group. For example, if the productivity group is selected as unproductive and the By metric is
selected as connections, then the graph will display the unproductive connection data and the bottom three
sections will show top five unproductive users, websites and web categories.

You can find the color coded chart of the Summarized Values across productive categories at the top of the
page. The information is divided into three sections, for each By Metric, showing the percentage values of the
productive categories as individual colors. You can also find a color legend at the top of the chart which shows the
colors assigned for each category. You can hover on the colors to see additional information. The information for
all the custom groups will be displayed under a single color.

The top of the reports page displays the following information:
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e Trend Graph - This graph displays trend of selected productivity category by selected metric. For
example if user has selected productive category and metric as data transfer, then this graph displays
trend of data transfer in productive category. You can click on the + button to add data for additional

productivity groups in the same graph.

» Time Range - It is used to customize the time duration of the report to show data from the last hour to the
last 90 days. You can also use the Custom button to customize the dates.

e Productivity Group - This drop down button is used to select the group from a list of productive,
unproductive, acceptable, unacceptable or any other custom groups that the user may have created.

e By Metric - This drop down button is used to change the information on the graph according to the
connections, total data transferred and browsing time.

¢ Refresh - This button is used to refresh the page.

* Time Slider - This feature, present above the graph, is used to further filter the graph according to a
specific time.

e Connections Info - This shows the total connections and the percentage of blocked connections.

¢ Trend Comparison - This shows the percentage increase of a particular metric as compared to the
previous time period.

CONNECTIONS TOTAL DATA TRANSFERRED BROWSING TIME

= COE o EOORE= so%

ivity group : © L jve v | By: C i v

® W Unproductive 1 Acceptable [l legal

1 Unproductive Connections
23M | Leen

Total Connections
79M

\4\ Blocked Connections
0% (0)

May12 May13 Mayl4 May15 Mayl6 May17 May18 May19 May20 May2l May22 May23 May24 May25 May26

The bottom of the page has three sections that displays the top five list of Users, Website and Web Category
along with their respective connections and percentage for a productivity group. You can also change the
selection to show top five blocked unproductive users, websites and web category.

You can also view the entire list of items by clicking on View All button, where the user will be directed to the
respective users, websites and web category page. The items on the list are in the form of hyperlinks which can
be clicked to view more information about them.

e Users - You can click on each user name to see the list of websites browsed by the user along with
additional data about the website such as Web Category, Productivity Category, Connections,
Percentage, Browsing Time, Data Transfer and Threats.

* Website - You can click on each website to view a list of all the users who have browsed the website along
with additional data about the user such as total connections, total data transferred and total browsing
time.

e Web Category - You can click on each web category to view a list of all the users and websites that
belong to this web category.
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TOP UNPRODUCTIVE USERS ¥ TOP UNPRODUCTIVE WEBSITE ¥ TOP UNPRODUCTIVE WEB CATEGORY ¥
NAME CONNECTIONS ~ PERCENTAGE NAME CONNECTIONS ~ PERCENTAGE WEB CATEGORY CONNECTIONS
Unknown 2936K  em— 100% wwwowalmart.c... 243K @ 8% Shopping 1207 K %

12 ‘
8% Multimedia 505K

www.babytree.c. 239K«
www.soundclou... 210K e 7% Social Networ... 492K
«
«

wwwyoutube.c.. 166K 6% Arts/Entertai... 342K

www.vimeo.com 166K 6% B Society and Li... 251K

Users

Go to Productivity > Users to view a list of all the users who have created the most number of connections. The
list can be customized to show data from the last hour to the last 90 days. You can also use the Custom button to
customize the dates. The Search option allows you to search a particular user from the table.

¢ User name - Name of the user.

e Total connections - The total connection made by the user. You can click on the data to view drill down
information of the session logs.

* Blocked connections - The total number of connections that were blocked.

e Total browsing time - The total browsing time of the user.

» Data transferred - The total data transferred to the website by the user during the browsing time.
e Actions - Used to edit the CFS policy and view the drill down to groups information.

@ | NOTE: You can change the order of the table according to the column heading by clicking on the Arrow
symbol besides them.

Q
Ang-Prodsim | Nsv_270_172.20.0.234 (NSv 270) / Home / Productivity / Users

Q | o (EEREE® o O cuson View By Al «|[Umt:50 | TRefresh ¥ CoumnSelection [ Export

USER NAME TOTAL CONNECTIONS § BLOCKED CONNECTIONS TOTAL BROWSING TIME DATA TRANSFERRED AcTIoNs

oK @—— 2023% 15 2hvs 37 mins 75MB e

17K @ 1255% n 1hr32mins s28M8 e
user11 LeKk@e=——> 1006% . 1hr 17 mins same o
usert Like——D 905% 59 mins 121M8 [
LK== 748% 49 mins 55 secs 163M8 e
LK== 735% 50 mins 25 secs some e
689% 49 mins 46 secs 213M8 [aee
usert 10— s12% 35 mins 42 secs 120M8  [een
usert s == 422% 29 mins 36 secs I
e a21% 29 mins 31 secs ssMB e

users s1e——— 397% 26 mins 16 secs 102M8 [

H

6
7
6
o
1Be——> s16% 7 35 mins 48 secs s5MB e
3
1
o
5
2

user13 s e 369% 24 mins 40 secs 63MB  [a

The View by drop down button is used to select the productivity group. The information displayed in the table
column changes based on productivity group selected. If you select All, then you can see all the productivity
group information of all the users, by expanding the name of the user. But If user has selected productive group
as unproductive, then values displayed in the total connection, blocked connections, total browsing time and data
transferred are for unproductive category only.

All the productivity groups in this drop down feature have been provided different color coded dots for easy
identification of the information.
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The Limit drop down is used to set the limit of the number of displayed users. You can also click on Refresh
button to refresh the information on the page, edit the columns in the table by the Column Selection button and
export the table in CSV format using the Export button.

New-NsmDev | Traffic-TZ300-172.20.192 (T2 300) / Home / Productivity / Users

Q |0 Lastéhows -0 | @ Custom | 16/06/202113:27->17/06/202113:27 (&) View By : All

|

$8 ¥ 787228

Total : 7 Items.

Click on the individual User Name to see additional browsing information of the user.

At the top of the page, you can see the color coded chart of the Summarized Values across productive
categories for the selected user. The information is divided into three sections, for each By Metric, showing the
percentage values of the productive categories as individual colors. You can also find a color legend at the top of
the chart which shows the colors assigned for each category. You can hover on the colors to see additional
information. The information for all the custom groups will be displayed under a single color.

You can also change the user and select another user name by using the drop down button at the top of the page.

The top of the table displays user information such as total browsing time, connections and data transferred. You
can use the Limit drop down to set the limit of the number of displayed websites. You can also use the Settings
button to refresh the page, edit the columns and export the table.

This page also provides you the option to filter the table according to individual web category or productivity
category. You can click on the Filter symbol besides any of the category and click Reload.

e Websites - List of websites browsed by the user.
e Web category - Web category to which the website belongs.
e Productivity category - Productivity category to which the website belongs.

¢ Total connections - Total connections created for the website. You can click on the data to view drill
down information of the session logs.

¢ Total browsing time - Total time that the website was browsed.
e Data Transferred - Total data transferred to the website while browsing.

¢ Threats - Total threats detected while browsing the website. You can click on the data to view drill down
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information of the threats.

e Actions - Used to edit the CFS policy and view the drill down to groups information.

@ | NOTE: You can click on the Arrow symbol besides the total connections, total browsing time or data
transferred to change the order of the table.

Q
DevTest-Productivity REports | Nsv200-172.20.0.141 (NSv 200) e / Productivity / Reports

[ERIE T —

WessITES WEB CATEGORY PRODUCTIVITY CATE..  TOTAL CONNECTIONS - TOTAL BROWSING TIME
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150 .
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SuMMARY
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CONNECTIONS

@ % 2% FTIED R 0% % @ oo 5% % 3%
- 23%
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Productvitygroup: ® Unproductive

PPRODUCTIVITY CATEGORY Unproductive « bod

DATA TRANSFERRED

THREATS  ACTIONS
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19M8

1844 K8
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Lisoke

The Heat Map is color coded chart that shows the hourly distribution of the top websites that the user has

browsed. For example, you can find out browsing pattern of websites during office and non-office hours. The
different shades of the heat map represents different amount of data. The darker the shade of the color means
the more number of connections have been made for a website at that particular hour. You can hover above the

colored box to see more information about the website.

@ | NOTE: If you have selected the time range of the report for more than 24 hours, 3 days for example, then the

@ | NOTE: If you have used the filter option on the table view to filter the table according to a web category or
productivity category, then the heat map will show only the information related to that filtered category.

heat map will show an aggregate of all the 3 days for that particular hour.

@ | NOTE: If you have changed the order of the table according to a metric, using the Arrow symbol on the table

view, then the heat map will show only the information related to that metric
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New-NsmDev | Trafic-TZ300-172:20.1.92 (TZ 300) / Home / Productivty / Users
2 user2
Total browsing time 5 mins 52 secs  Productive browsing time 17 secs Connections 47 Data transferred 530.4 KB

Unknown PRODUCTIVITY CATEGORY  Productive « ;

user2 TOP 10 SITES BROWSED 8Y USER2 ORDERED BY CONNECTIONS
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Websites

Go to Productivity > Websites to view a list of all the websites that have been viewed within the firewall. The list
can be customized to show data from the last hour to the last 90 days. You can also use the Custom button to
customize the dates. The Search option allows you to search a particular website from the table.

The Limit drop down is used to set the limit of the number of displayed websites. You can also click on Refresh
button to refresh the information on the page, edit the columns in the table by the Column Selection button and
export the table in CSV format using the Export button.

This page also provides you the option to filter the table according to individual web category or productivity
category. You can click on the Filter symbol besides any of the category and click Reload.

e Websites - List of websites browsed by the user.
e Web category - Web category to which the website belongs.
e Productivity category - Productivity category to which the website belongs.

¢ Total connections - Total connections created for the website. You can click on the data to view drill
down information of the session logs.

¢ Total browsing time - Total time that the website was browsed.
e Data Transferred - Total data transferred to the website while browsing.

¢ Threats - Total threats detected while browsing the website. You can click on the data to view drill down
information of the threats.

e CFS Policy Type - Type of CFS Policy i.e. CFS 4.0 or CFS 5.0.
e Actions - Used to edit the CFS policy and view the drill down to groups information.

(@ | NOTE: You can change the order of the table according to the column heading by clicking on the Arrow
symbol besides them.
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NSM Beta | TZ270W-172.20.1.104 (TZ 270W) / Monitor / Productivity / Websites

Q - o) ———o0 | O custom
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£ Columns (4 Export

Click on the individual Websites to see additional information of the user who has browsed the website.

At the top of the table you can find website information such as web category, productivity group, connections
and data transfer. You can use the Limit drop down button to set the limit of the number of users. You can also

use the Settings button to refresh the page, edit the columns and export the table.

e User - Name of the user who has browsed the particular website.

e Total connections - The total connection made by the user. You can click on the data to view drill down

information of the session logs.

* Total browsing time - The total browsing time of the user.

» Data transferred - The total data transferred by the user during the browsing time.

e Actions - Used to edit the CFS policy and view the drill down to groups information.

@ | NOTE: You can change the order of the table according to the column heading by clicking on the Arrow

symbol besides them.
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Total : 4 Items
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The Heat Map is color coded chart that shows the hourly distribution of the top users that have browsed the
website. To learn more about Heat map, you can check the heat map section under the User heading.

New-NsmDev | Traffic-TZ300-172.20.1.92 (T2 300) / Home / Productivity / Websites

W malware.wicar.org
Qo
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o -

userl
user2

user3

0200 0300 0400 0500 0600 07:00 0800
Time

Web Categories

Go to Productivity > Web Categories to view a list of all the web categories that have been accessed within the
firewall. The list can be customized to show data from the last hour to the last 90 days. You can also use the
Custom button to customize the dates. The Search option allows you to search a particular web category from
the table.

The Limit drop down is used to set the limit of the number of displayed web categories. You can also click on
Refresh button to refresh the information on the page, edit the columns in the table by the Column Selection
button and export the table in CSV format using the Export button.

This page also provides you the option to filter the table according to individual productivity category by clicking
on the Filter symbol next to it.

Web category - Web category to which the website belongs.
Productivity category - Productivity category to which the website in the web category belongs.

Total connections - Total connections created for the web category. You can click on the data to view
drill down information of the session logs.

Total browsing time - Total time that the websites in the web category were browsed.
Data Transferred - Total data transferred to the website while browsing..

Threats - Total threats detected while browsing the websites in the category. You can click on the data to
view drill down information of the threats.

CFS Policy Type - Type of CFS Policy i.e. CFS 4.0 or CFS 5.0.

Actions - Used to edit the CFS policy and view the drill down to groups information.
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@ | NOTE: You can change the order of the table according to the column heading by clicking on the Arrow
symbol besides them.

Monitor

'@
NSM Beta | TZ270W-172.20.1.104 (TZ 270W) / Monitor / Productivity / Web Categories

Q - o@D ——o O custom Limit : 50 v WRefresh % Columns 4 Export
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Click on the individual Web Categories to see additional information of the users and the websites belonging to
this web category.

At the top of the table you can find website information such as productivity group, connections and data transfer.
You can use the Limit drop down button to set the limit of the number of users and websites. You can also use
the Settings button to refresh the page, edit the columns and export the table.

The User table shows the following information:
e User - Name of the user.

e Total connections - The total connection made by the user. You can click on the data to view drill down
information of the session logs.

e Total browsing time - The total browsing time of the user.

e Data transferred - The total data transferred by the user during the browsing time.

e Websites - List of websites browsed by the user.

e Actions - Used to edit the CFS policy and view the drill down to groups information.
The Websites table shows the following information:

* Websites - List of websites browsed in the web category.

¢ Total connections - Total connections created for the website. You can click on the data to view drill
down information of the session logs.

e Total browsing time - Total time that the website was browsed.
» Data Transferred - Total data transferred to the website while browsing.

e Threats - Total threats detected while browsing the website. You can click on the data to view drill down
information of the threats.

e Actions - Used to edit the CFS policy and view the drill down to groups information.

@ | NOTE: You can change the order of the table according to the column heading by clicking on the Arrow
symbol besides them.
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The Heat Map is color coded chart that shows the hourly distribution of the top users and websites that have
accessed this web category. To learn more about Heat map, you can check the heat map section under the User
heading.
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Reports

This chapter provides the information for creating various reports on NSM SaaS. An user can generate reports
whose rules can be scheduled or can be created on demand.

There are certain reports that are available at the Device, Tenant and Group level. The below table lists the type
of reports that are accessible for the Reports section.

Type of Report Device Level Tenant and Group Level
RealTime Monitor and RealTime Report Available Not Available

Summary Report and Detailed Report Available Available

Analytics Available Available

Schedule Report (Default) Available Available

Schedule Report (Custom) Available Available

Schedule Report (Productivity) Available Available

Scheduled reports (CTA) Available Not Available

Download Logs Available Not Available

e Capture Threat Assessment (CTA) Report Rules
e Default Report Rules

e Custom Reports

Capture Threat Assessment (CTA) Report
Rules

The CTA Reports Rules section provides the tools to manage capture threat assessment report rules and view
the reports once generated.

@® | NOTE: You need to have NSM Advance License to view and manage the CTA Reports.
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Navigating the CTA Report Rules Page

Go to Reports > Rules to view a list of all the reports that have been defined. The details of each report are

shown in the table.

Documentation Team | Nsv200-172.20.0.209 (NSv 200) / Home / Reports / Rules

ALL RULES SUCCESS
100%
O: 2

IN PROGRESS

FAILED
| 0%

Search
INTERVAL TYPE REPORT TYPE
Weekly Flow

Daily Custom

DELIVERY TYPE

Saved Report

Saved Report

RUNTYPE
Scheduled

Scheduled

+Add @ Delete () Refresh % Column Selection

LAST RUN TIME NEXT RUN TIME LAST RUN STATUS. ACTION

2021-08-1212:54  2021-08-15 05:30 Success
2021-08-1212:53  2021-08-13 05:30 Success

Setting Up the CTA Report Rule

To set up a CTA report rule:

1.
Configuration page.

Create Report Rule

SELECT REPORT TYPE

() Management
B (® Reporting And Analytics
L@ cm
DLQ Flow Logs
|- @) Default

Custom

3
€

Click Add above the Reports table. Select the CTA option and click Next to go to the Report

2. Fill the following details in the Report Configuration page and click Next.
¢ Firewall Name - It will be the same firewall which you have selected and cannot be edited

¢ Report Name - Enter a name for the report.

e Report Description - Enter a description for the report.

IP Version - Select IPv4, IPv6 or Both.
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¢ Reports - Select CTA Reports.

Create Report Rule d

Reporting And Analytics / CTA

REPORT CONFIGURATION DEVICE SELECTION DELIVERY REVIEW
CONFIGURATION
REPORT CONFIG | REPORTS
Report Name Select All

- CTA Reports
Report Description

Cover Title Sonicwall Reports

IP version Both A4

s . ™
| Previous )
\ /

On the Delivery Configuration page fill the following information and click Next.

¢ On-demand Run Type - Itis used to change the time period of the report using the slider. The
maximum report time permissible is 30 days.

e Scheduled Run Type - Itis used to choose when the report will be generated for a day, or for
selected day of week or selected day of a month.

e Delivery Type - You can select from Save Report and Email option. Save Report allows you to
save the reports in NSM. You can view these saved report in NSM under Reports > Saved
Reports. Email option allows you to email the report. To email the report you need to select the
Email Destination as Administrator or Adhoc user. You need to provide the user mail id in the
Email Id column if you select Adhoc User. You also need to add the Email Subject and Body as
well as select Zip Report to send the report in a Zip format.
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e Password Protect - You can provide a password to the report pdf.

REPORT CONFIGURATION

Create Report Rule

DEVICE SELECTION DELIVERY REVIEW
CONFIGURATION
Run Type @ Scheduled O On-Demand
Delivery Interval O Daily @ Weekly O Monthly

E

Schedule Time 05:30 AM-06:30AM W=

Day Sunday v

Save Report D Email

Delivery Type

Password Protect

4. Onthe Review page, you can review the data before generating the report. Click Save to confirm.

Create Report Rule

¢

Reporting And Analytics / CTA

REPORT CONFIGURATION

DELIVERY
CONFIGURATION

REVIEW

Name CTA
Report Interval  Weekly
Report Type  Reporting And Analytics/CTA
Report Delivery  Save Report

Report Configuration 7 CTA Reports

Previous -

After you click on save, a new CTA rule is created on the Report Rules page with your report name.
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Default Report Rules

The Default Report Rules section provides the tools to manage default report rules and view the reports once

generated.

® | NOTE: The Default Report Rules feature is the same for both NSM on-prem and Saas versions.

Managing Default Reports

Several icons at the top right corner of the Report > Rules table help you manage your reports. Some restrictions

and limits are enforced, and a few additional steps are involved while creating a group-level Default Report. The

following examples describe the Manager View. You can view similar reports at firewall and tenant level. Refer to
the image and table below to learn more about them.

Navigating the Default Report Rules Page

Go to Reports > Rules to view a list of all the reports that have been defined. The details of each report are

shown in the table.

Documentation Team | Nsv200-172.20.0.209 (NSv 200) / Home / Reports / Rules

Q s

NAME INTERVAL TYPE REPORT TYPE

s
(B! » abc Weekly Flow
(B » ABC Daily Custom

ALL RULES SUCCESS
| .100"/ |
O ’ ‘ 2
earch

DELIVERY TYPE
Saved Report

Saved Report

FAILED IN PROGRESS
| 0% | 0

0%
+Add T Delete ) Refresh ¢ Column Selection

RUNTYPE LAST RUN TIME NEXT RUN TIME LAST RUN STATUS ACTION

Scheduled 2021-08-1212:54  2021-08-1505:30 [V Success

Scheduled 2021-08-1212:53  2021-08-1305:30  [V4 Success

Setting Up the Report Rule

To set up a default report rule:

1. Click Add above the Reports table. Select the Default option and click Next to go to the Report

Configuration page.

@® | NOTE: The below creation of Report Rule is from Manager View.
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Create Report Rule

SELECT REPORT TYPE

Q Management
ﬁ@ Reporting And Analytics
~O cm
é@ Flow Logs
@ Default
LQ Custom

.

2. Fill the following details in the Report Configuration page and click Next.

3.

Firewall Name - It will be the same firewall which you have selected and cannot be edited.
Report Name - Enter a name for the report.

Report Description - Enter a description for the report.

IP Version - Select IPv4, IPv6 or Both.

Reports - Select RealTime Reports, Dashboard Reports, Details Reports or Productivity
Reports based on your preference. You can also choose all of them by clicking Select All.

Reporting And Analytics / Firewall Logs / Default

REPORT CONFIGURATION DEVICE SELECTION DELIVERY REVIEW
CONFIGURATION
REPORT CONFIG I REPORTS
E} (] RealTime Reports @
Report Description ‘ D Dashboard Reports.
23 D Details Reports
CoverTitle | Sonicwall Firewall Log Rep: i
B @ Productivity Reports
IP version IPv4 & IPv6 - , D System Event Reports @
—_—
G QD

Create Report Rule J

In the Device Selection screen, choose Tenant, Group or Firewall by clicking the radio button. The
aggregated report is downloaded as a PDF.

Tenant - When selected Tenant, it downloads information of all the tenants.
Group - When selected Group, choose the groups from the list and click Next.
Firewall - When selected Firewall, you can choose the individual firewalls or toggle the button to

Aggregated report. Aggregated report contains the combined data of the selected devices. A maximum of

5 devices can be selected for aggregated report.
® | NOTE: This screen doesn’t appear if you are creating from Firewall view.
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Create Report Rule
Reporting And Analytics / Flow Logs / Default

PORT CONFIGURATION DEVICE SELECTION DELIVERY REVIEW
CONFIGURATION

@ Tensnt () Group () Firewall

Aggregated PDF report will be created for the tenant: Global Default Tenant

4. On the Delivery Configuration page fill the following information and click Next.

e On-demand Run Type - Itis used to change the time period of the report using the slider. The
maximum report time permissible is 30 days.

» Scheduled Run Type - Itis used to choose when the report will be generated for a day, or for
selected day of week or selected day of a month.

» Delivery Type - You can select from Save Report and Email option. Save Report allows you to

save the reports in NSM. You can view these saved report in NSM under Reports > Saved

Reports. Email option allows you to email the report. To email the report you need to select the
Email Destination as Administrator or Adhoc user. You need to provide the user mail id in the

Email Id column if you select Adhoc User. You also need to add the Email Subject and Body as

well as select Zip Report to send the report in a Zip format.

e Password Protect - You can provide a password to the report pdf.
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e Use Custom Logo - Upload a customized image for the logo.

Create Report Rule

Sche

Deli

REPORT CONFIGURATION DEVICE SELECTION

Run Type

Delivery Interval

dule Time

Day

very Type

Password Protect

Use Custom Logo

DELIVERY REVIEW
CONFIGURATION

@ Scheduled O On-Demand

() paily (@ weekly () Monthly

05:30 AM-06:30 AM W

Sunday A

Save Report D Email

a
Q

N v
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5. Onthe Review page, you can review the data before generating the report. Click Save to confirm.

Create Report Rule

REPORT CONFIGURATION DEVICE SELECTION

Name

Report Interval
Report Type
Report Delivery

Report Configuration

Device Selection

[+

DELIVERY REVIEW
CONFIGURATION

Intrusion Report
Weekly
Reporting And Analytics/Flow Logs/Default
Save Report
- RealTime Reports
— Dashboard Reports
- Details Reports

- Tenant

e

After you click on save, a new default rule is created on the Report Rules page with your report name.

Custom Reports

The Custom Reports section provides the tool to produce customized reports and view them once generated.

These reports can be customized by a user according to the collected data. The user can create custom filters or

use the default filters to create these reports.

® | NOTE: You need to have NSM advance license to view and manage the Custom Reports.

® | NOTE: Custom reports can be generated in the Reports section of Manager View as well as Firewall View.

Creating Custom Filters

Before creating a custom report, an user first needs to create a custom filter as per their requirement. To learn

more about creating custom filters you can check the Custom Filters section in the Analytics chapter.
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Navigating the Custom Reports Page

You can view the Custom Report section by navigating through the Firewall View or Manager View page. You
will also be directed to this page automatically from the session log page by clicking on Save and Create Report

Rule.

Go to Report > Rules section to view the report rules table.

Documentation Team | Nsv200-172.20.0.209 (NSv 200) / Home / Reports / Rules

L]
ALL RULES SUCCESS FAILED IN PROGRESS
% 9/ |

» abc Weekly Flow Saved Report Scheduled  2021-08-121254  2021-08-150530 ¥4 Success

» ABC Daily Custom Saved Report Scheduled  2021-08-1212:53  2021-08-130530 ¥4 Success

+Add @ Delete ) Refresh % Column Selection

NAME INTERVAL TYPE REPORT TYPE DELIVERYTYPE  RUNTYPE LAST RUN TIME NEXT RUN TIME LAST RUN STATUS. ACTION

Click on Add button to open the Create Report Rule dialog box. Select the Custom option and click Next to go
to the Basic Info page.

Create Report Rule

SELECT REPORT TYPE

(") Management

Reporting And Analytics

Basic Info

Basic Info page allows you to provide all the basic information for your report.

Logo - This option allows you to add a custom logo to the report. You can only select a PNG format file
having a maximum height of 160px and maximum width of 200px.

Report Title - You can add a title to the report.

On-demand Run Type - It is used to change the time period of the report using the slider. The maximum
report time permissible is 30 days.

Scheduled Run Type - Itis used to choose when the report will be generated for a day, or for selected
day of week or selected day of a month.

Description - You can add a description to your report.

Delivery Type - You can select from Save Report and Email option. Save Report allows you to save the
reports in NSM. You can view these saved report in NSM under Reports > Saved Reports. Email option
allows you to email the report. To email the report you need to select the Email Destination as
Administrator or Adhoc user. You need to provide the user mail id in the Email Id column if you select
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Adhoc User. You also need to add the Email Subject and Body as well as select Zip Report to send the
report in a Zip format.

e Password Protect - You can provide a password to the report pdf.

Click Next after filling all the required details.

Create Report Rule J

Reporting And Analytics / Flow Logs / Custom

BASIC INFO SETUP CONTENT REPRESENTATION REVIEW

Logo S O N I CWAL L rd Report Title social-media-analysis

RunType (@) On-Demand () Scheduled
Time Period O —-— o]

My organisation social media data
analysis.

This will be used for report

customization @

Description

Delivery Type Save Report | Email

Password Protected ()

. /

Setup Content

After filling the basic information, you will be directed to the Setup Content page. You need to fill the following
details and click Next.

e Section Title - You can add a title to the report section.

e Scope Selector - You can change the scope of the report to any tenant or group level.
@ | NOTE: The scope selector option is only available on custom reports for the Manager View and not
the Firewall View.
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Reporting And Analytics / F

Create Report Rule

Representation Type ®
Time Series Data @

Show Representation

Responder-Country
(@) Time Series Chart () Data
Number of Distinct...

SM Administrator

BASIC INFO SETUP CONTENT REPRESENTATION REVIEW
v SECTION/TEST @ Delete  # Edit Saved
Section Title | Test
Scope Az TZ300-17220.1.60 /
Filters .
Custom Predefined
tivity REports
Q
FILTER NAME Fil REATED BY CREATED ON

2022-08-02 11:33

~+ Add Section

o

Filters - You can select from the list of Custom Filters that you have created or from a list of Predefined

filters.
Filters )
Custom Predefined
FILTER NAME FILTER CONTENT CREATED BY CREATED ON
social-media App Categories : SOCIAL-NETWORKING NSM Administrator 2021-08-02 23:34 |
networking App Categories : Networking NSM Administrator 2021-07-30 21:08
mysocialactivity App Categories : SOCIAL-NETWORKING NSM Administrator 2021-07-30 16:44
low App Risk : Low NSM Administrator 2021-07-30 13:55
Filters )
Custom Predefined
FILTER NAME
b Applications '
P Users
» Sources

Representation Types - You can select from Time Series Chart and Data Table option.

Time Series Chart: This allows you to generate a report where the selected item values will be plotted in
a time series chart. Each point on the chart corresponds to the number of data points of selected item(s) at

a time-point. You can use the drop down to select your data points. The data points are divided into 3

different categories i.e. Distinct Data Points, Data Points and Aggregate Data Points.
General recommendations:
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e Select an item that is not part of a filter criterion.

e Select items for which y-axis magnitude is comparable, or create separate charts with different y-

axis scales.

Create Report Rule

Reporting And Analytics / Flow Logs / Custom

BASIC INFO SETUP CONTENT REPRESENTATION REVIEW

s SECTION / SOCIAL-MEDIA-TRENDS

Section Title social-media-trends
Filters

Custom Predefined

Q
FILTER NAME FILTER CONTENT CREATED BY
social-media App Categores : SOCIAL-NETWORKING NSM Administrator
networking App Categories : Networking NSM Administrator
mysocialactivity App Categories : SOCIAL-NETWORKING NSM Administrator
low App Risk : Low NSM Administrator

Representation Type @ (@) Time Series Chart (_) Data Table

Time Series Data @ Number of Distinct... Number of Distinct... hd

Show Representation

-

elete  # Edit Saved

CREATED ON

2021-08-02 23:34 l
2021-07-30 21:08
2021-07-30 16:44

2021-07-30 13:55

~+ Add Sectior

-_

Data Table: This allows you to generate a report where the selected item values will be represented in a
tabular manner. You have to make the appropriate selections from the list of Grouping Criterion and

Aggregated Criterion to get the desired report. For example, you want a weekly report of users

accessing high risk application where along with user name you need total number of connections, data
send, total data transferred and total threat. To generate this report, you need to create custom filter to

filter out all high risk applications and use data table custom report to generate the desired report..

You can also choose the Number of Rows of data that you want in the report.

@ | NOTE: You can select from a maximum of 6 columns from the Grouping Criterion and Aggregated

Criterion list.
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Create Report Rule

Reporting And Analytics / Flow Logs / Custom

v

BASIC INFO SETUP CONTENT REPRESENTATION

v SECTION/ SOCIAL-MEDIA-AGGREGATION

Section Title social-media-aggregation

Filters
Custom Predefined

Q
FILTER NAME FILTER CONTENT
R— Fppa oo
python Application : Python Default URL Library
omdep App Risk : Low Initiators : 192.168.78.2
om Application : Waet
appCat App Categories : MISC-APPS App Risk : Low

Representation Type @ () Time Series Chart (@) Data Table

REVIEW

CREATED BY

NSM Administrator
NSM Administrator
NSM Administrator

NSM Administrator

Number of rows @ O —-

Grouping Criterion @ Users = Responders ~  Threat Type =

‘Aggregation Criterion @ Number of connec... ~  Total Data Transfe... -

. /

® Delete  / Edit

CREATED ON

2021-07-27 21:13
2021-07-27 15:23
2021-07-26 23:46

2021-07-2521:11

Saved

* Show representation - This lets you see a representation of the report that you will generate according to
your selections. Kindly note that this is only a representation and not the real data.

©) | NOTE: You can click on Add Section to add multiple sections of information in your report.

® | NOTE: You can Delete and Edit a section by clicking on the delete and edit symbol above a section.

Representation

This page provides you a representation of the data that will appear in your report as per the selections that you
have made. The data is generated in the form of charts and tables along with the respective section title. You can
drag and drop the section titles to rearrange them as per your requirement. Kindly note that this is not the real

data. Click on Next to go to the Review page.

Review

The Review page lets you see all the information that your have added for your report. This provides you the
opportunity to review the data before generating the report. Click on Save to save the custom report rule.

Network Security Manager Reporting and Analytics Administration Guide 82

Reports



Create Report Rule d

Reporting And Analytics / Flow Logs / Custom

.
BASIC INFO SETUP CONTENT REPRESENTATION REVIEW

Report Type  Reporting And Analytics / Flow Logs / Custom
Report Name  social-media-analysis
Schedule Type  On-Demand
Time Period 7 Days
Description My organisation social media data analysis.

Report Content

SOCIAL-MEDIA-TRENDS 1]
social-media

App Categories: SOCIAL-NETWORKING

SOCIAL-MEDIA-AGGREGATION 1]

sacial-media
App Categories: SOCIAL-NETWORKING

( Previous

Cree ) QD
p S

Generating and Downloading the Report

After you click on finish, a new rule is created on the Report Rules page with your report title. You can use the
options provided to edit, delete, generate and download the report.

Q Search, +Add  Delete T Refresh £ Column Selection
0= nave INTERVALTYPE  REPORTTYPE  DELVERYTYPE  RUNTYPE  LASTRUNTME  NOCTRUNTME  LASTRUNSTATUS AcTion
[ R — custom SwveaReport  OnDemand  2021-08:022346 2 success

To generate and download a report:

1. Click on the three dots at the right of the report and select Generate Report Now. You can also select
Generate Report for Time Range to generate the report for a selected time range. Click on Refresh to
refresh the data.

N\ auwrues SUCCESS = FAILED IN PROGRESS

17 6% N | 13 6% | 1 0% 0
Q Search +Add § Delete T Refresh &F Column Selection
[a Name INTERVALTYPE  REPORTTYPE  DEUVERYTYPE  RUNTYPE  LASTRUNTIME  NEXTRUNTIME  LASTRUNSTATUS AcTion
1 P social-media-analysis Custom Saved Report On-Demand
T2 newomrort Cusom Sedfeport  OnDemand  2021:07-302044  2021:07:31053
s e Cusom Sedheport  OnDemand 202107301741 2021:07:31053
s »es custom SovedReport  OnDemend 202107301656 202107310550 [
Os  » dmeestz o SovedReport  On-Demand 221510850 o
Oe  den Pow SwedReport  OnDemmd  202107-301205  2021:07-310830
07 b wsemo Custom SwedReport  OnDemond 202107301157 2021:07-3105%0
Oe b o oo iRt Ombmmand 20202106 202107300550

2. Once the report is generated successfully, click on the three dots at the right of the report and select
Download Last Generated Report to download the report to your system in a pdf format. You can open
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the pdf to view the generated report.

INTERVALTYPE  REPORTTYPE  DELVERYTYPE  RUN

LAST RUN TIME

2021-08-02 2346

000

2021-07-30 2114

2021-07-30 17:41

2021-07-30 1656

2021-07-30 1205

[mlm]

10

2021-07-30 1157

2021-07-29 1229

NEXT RUN TIME

2021-07-310530

2021-07-31 0530

202107310530

2021-07-31 0530

2021-07-31 0530

202107310530

2021-07-30 0530

+ Add @ Delete Q) Refresh ¥ Column Selection

LAST RUN STATUS AcTion

[<J<J<T<

<<

®

Rule button.

©) | NOTE: You can create another report rule using the properties of an existing report rule by clicking on the

Clone Report button.

@® | NOTE: You can reset a currently running task for a selected rule using the Reset Status button.

NOTE: You can Edit or Delete an existing report rule by clicking on the Edit Report Rule or Delete Report
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Alerts and Notifications

Rules

Using Alerts, you can create rules for the notices and see historic alerts and notifications for the following alert
types: Network Usage, Threat, Web Activities, and Geo-Location. You can set how you want to receive
notifications when a type of alert is created. You can choose to get alerts in Notification Center, receive emails,
and save notifications when an alert is triggered.

v
NSM20-DEMO-NEW ® / Monitor / Alerts & Notifications / Rules

Q Search... -+ AddRule  {j Delete [A Export () Refresh % Column Selection
(] & name TYPE SUB TYPE DETAILS REDUNDANCY PRIORITY ACTION ENABLE/DISABLE  CONFIGURE
() p1 AppBW_test Network Usage App Bandwidth 50 Mbps 2 min Medium A S O P
() »2 InterfaceBW_test Network Usage Interface Bandwidth 10 Mbps 2 min Medium Aa () a1

Creating an alert rule:
1. In FIREWALL VIEW, select MONITOR
2. Click Rules.
3. Click Add Rule.

Add Rule

DETAILS ACTION REVIEW
BASIC DETAILS

Rule Name 395

Priority Level  Medium v

Set Redundancy Fiter O —(EIP——— O @

AlertType  Network Usage v

Sub-Type  App Bandwidth v

App Bandwidth (Mbps)

App Bandwidth (Mbps) >

Trend (Last 24 Hours from Md
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Enter a name and select Priority level.
Set Redundancy Filter.
Select the Alert Type.

4
5
6
7. Select alert Sub-Type and enter app bandwidth in Mbps.
8. Click Next.

9. Inthe Actions page, select how you want to be alerted for the rule. The options are System Alerts, Email.
0. Select the History options to save the alerts if required.

11. Click Next.

12. Review the rule and click Save.

VPN Tunnel Status Alert

VPN tunnel status alert is now available from NSM SaaS 2.3.5 onwards for both GEN6 and GEN 7 firewalls. You
can refer the Release Notes to learn more about the latest build information. This feature requires the flow log
transport mechanism to be changed to encrypted mode.

To enable this alert you need to create a new alert rule and select the Alert Type as System Events and the Sub-
Type as Site-to-Site VPN.

Add Rule a

DETAILS ACTION REVIEW
BASIC DETAILS

Rule Name Enter the name for the rule

Rule Priority Level Medium w

Set Redundancy Filter O —-— o ®

Alert Type System Events A4

Sub-Type Site-to-Site VPN w

Ve ~N
{ Cancel )
\. J

History

The History feature shows the historic alerts generated for the rules you have created. The historic alert report
can be customized based on time, details, info, type, sub-type, priority, alert name, and action. You can export
the report as a CSV file for archiving purposes.

Network Security Manager Reporting and Analytics Administration Guide 86
Alerts and Notifications


https://www.sonicwall.com/support/technical-documentation/docs/nsm-release_notes_23/Content/release_notes.htm/

NSM20-DEMO-NEW |

4
® / Monitor / Alerts & Notifications / History

Q Search...
# TIME

b1 2020-06-18 10:21
b2 2020-06-18 10:45
} 3 2020-06-18 14:12
b4 2020-06-18 15:33
b5 2020-06-18 17:35
b6 2020-06-18 17:45
7 2020-06-19 08:48
[ 2} 2020-06-19 09:00

DETAILS
10 Mbps
10 Mbps
10 Mbps
10 Mbps
10 Mbps
10 Mbps
10 Mbps

10 Mbps

INFO

info = Interface Bandwidth =

info = Interface Bandwidth

info = Interface Bandwidth ::

info = Interface Bandwidth ::

info = Interface Bandwidth

info = Interface Bandwidth =

info = Interface Bandwidth ::

16 Mbps

18 Mbps

10 Mbps

info = Interface Bandwidth :: 10 Mbps

18 Mbps

1 54 Mbps

10 Mbps

11 Mbps

SERIAL

2CBBED3AF4A0

2CB8ED3AF4A0

2CB8ED3AF4A0

2CBBED3AF4A0

2CBBED3AF4A0

2CB8ED3AF4A0

2CB8ED3AF4A0

2CBBED3AF4A0

Limit: 50 Entries

TYPE
Network Usage
Network Usage
Network Usage
Network Usage
Network Usage
Network Usage
Network Usage

Network Usage

SUB TYPE
Interface
Bandwidth
Interface
Bandwidth
Interface
Bandwidth
Interface
Bandwidth
Interface
Bandwidth
Interface
Bandwidth
Interface
Bandwidth
Interface
Bandwidth
Interf:

PRIORITY

Medium

Medium

Medium

Medium

Medium

Medium

Medium

Medium

2 Export () Refresh

ALERT NAME

InterfaceBW_test

InterfaceBW_test

InterfaceBW_test

InterfaceBW_test

InterfaceBW_test

InterfaceBW_test

InterfaceBW_test

InterfaceBW_test

£ Column Selection|

Time
Details
Info

Serial

Priority

Alert Name

Action

To export historic alerts:

1. Click the Exporticon.

2. Inthe Export to File dialog, click OK.

3. Save file to local machine.
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System Events

The System Events section provides the tools to view the system event logs and download the logs in CSV
format. Firewall system events can be used by the administrator for troubleshooting network. You can access the
system event logs by navigating to All Logs under the System Events tab on the Monitor View of a firewall.

Topics:
¢ Navigating to System Events Page
« Enabling System Events for Existing Firewalls
¢ Authentication Logs
You need to have the following pre-requisites to view and manage System Events:
e System events are available for both GEN6 and GEN 7 firewalls.

e System events are supported for newly added device with the latest firmware. You can refer the Release
Notes to learn more about the build information.

* You can enable System events for devices with lower version of Sonic OS by upgrading the firmware. You
can refer to Enabling System Events for Existing Firewalls to see more details.

e System events archival are supported for 30 days.

* You can refer to the System Events Reference Guide to see the list of default system events that are
supported for NSM SaaS.

® | NOTE: You need to have NSM Advance License to view and manage System Events.

Navigating to System Events Page

To see the list of events that have been created click on System Events page on the Monitor View of the
firewall. You can use the Search option to search for a particular event.

You have a Time Range option that lets you customize the time duration of the report. The Limit drop down is
used to set the limit of the number of displayed events. You can further filter the graph according to a specific time
by using the Time Slider which is present above the graph.
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You can also click on Refresh button to refresh the information on the page and export the table in CSV format

using the Export button. The columns of the table can be edited using the Grid Settings button at the top of the

page.

The event categories in the list have been color coded which can be viewed on the extreme left column.

Encypteiog | T2270w-172.20.1105 (12 270W) / Monior | System Evrts
a soen © o QEEED— 0| O coon | k50~ @ Bt
I = =
5 et © PrioRITY vessace sounce souncer SouRce...  pEsTMATION

I commer O iz 0
I somnee O iz
| I Oe 072 x0
I onmas w e w02 x0

b5 osuzawz 4o L3 waring 172201100
o oo O iz
| It Qe w1072 %0
| s Oewr w1072 %0
I snome o« Der w2um1072 %0
o sommee w Oe sz 0
I omsno O ez

12 osisramz  u Qe w07z %0

b3 osisecawz 1 O iz
| I o w1072 %0

» 15 osizosamz 4o L3 warang 172201100 E E o
| IR T Qe w1072 %0 E w
| I Oerr iz 0 E @
oo omonee w O w2101072 %0 E w
B omoamn: e [ rersenc 0000 E E °
| TN T e 121681072 x0 . w

- =

114125

You can expand each of the event to see additional information such as event ID, category, event name,
message, priority, source IP, destination IP etc.

ik GET Policy: CFS

cor Destination MAC
Default Polcy

s Host wwwlinkedincom
1921681072

57362

e X0

1eMP Code

Encrypted log | TZ270w-172.20.1.105 (TZ 270W) / Monitor / System Events
Q_ Search. © - o— @D —o | O cusom | Limit: 50 - (2 Export  C SyncEventConfig () Refresh ¢ Grid Settings
[ ceneRaL NTeRFace [ Prorocor |
s Tt -n CATEGORY  PRIORITY Messace source SOURCE P SOURCE..  DESTINATION 1P PROT.
| R Command: GETPoty: CFS Detaut Py w072 %0 w
- oo s Commant: GET Poicy:CFS Detaut Py w21001072 X0 w
General  Protocol  NAT Al
Time 0511225 Aug 2 13.107.4214 0000 on
&
e x1 NAT Poliey -
2008 Incoming SP1 - SessionType  SessTypenione

000c:29:35:10:48 Outgoing SPI - Application 49175
VMwaress2Cinc Access Rule -

Lan VPN Policy -

2chBedasazia0 0P Rule -

Sonicwal 1DP Prority  <no value>

wan

s 408

Echo Reply

r———

Block Category -

Only the following Priority levels for System Events are supported for egressing to NSM SaaS - Alerts, Critical,
Error, and Warning. For an event priority to show up in NSM Saas, its IPFIX setting has to be enabled on the

Log>Settings page of the Device View.
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Enabling System Events for Existing Firewalls

If your device has a lower firmware version then you can enable System Events by first upgrading your firmware.
You can refer to the NSM Administration Guide to upgrade your firmware. Next, you need to follow the steps
given below. This applicable for both GEN6 and GENY firewalls:
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1. Click on Synchronize Firewall option under Actions on the Firewall > Inventory page.

BNY “
\ o s3% 75" 2% B g

2. Click on OK to complete the synchronization.

3. You can view the Firmware Version under the firewall to confirm if the updated version is appearing on
the firewall.
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4. Next, click on Reconfigure Reporting and Analytics option under Actions on the Firewall > Inventory
page.

o
B En 9
\ sy 53% i 42% | 5%
h) 19 10 > 8
e T

5. Click on OK to complete the reconfiguration.
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4 Reinitialize configurations for Reporting & Analytics

Analyties

6. After the reporting and analytics is reconfigured, check if the flow log transport mechanism has changed
from VPN to Encrypted mode. If it is changed successfully, the system will disable the SGMSServer-VPN
tunnel that is established to transfer flow logs to NSM and you should not enable this tunnel manually.

? 21 . 11 43%);‘\‘: . 1 N T

. 2CBBEDAB3TAD Group By: No Grouping v I § Delete (2 Export T Refresh ¢ Grid

aaaaa

AAAAAA

Once you have successfully completed all the steps, you will be able to view the System Events option in the
Monitor View of the firewall.

©) | NOTE: There may be momentary loss of data in the firewall while reconfiguring reporting and analytics.

Authentication Logs

This section provides you with the tools to view and generate user authentication reports for user login/logout,
admin login/logout and failed login reports. You can access the Authentication Logs by navigating under the
System Events tab. The log data is available for 30 days.

©) | NOTE: You need to have NSM Advance License to view and manage Authentication Logs.

@ | NOTE: Authentication Logs are available for both GEN6 and GEN 7 firewalls. You can refer the Release
Notes to learn more about the build information.
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e User Login: This tab provides all the login/logout information of the user.
e Admin Login: This tab provides all the login/logout information of the administrator of a firewall.

e Failed Login: This tab provides all the information regarding the failed login attempt of both the user and
the administrator.

e The report column includes information such as Time, Initiator IP, User, Initiator/Destination Interface,
Initiator/Destination Port, Session Time, Service and Message

You can use the Search button to search the information of an user. You have a Time Range option that lets you
customize the time duration of the report. The Limit drop down is used to set the limit of the number of users. You
can further filter the table according to a specific time by using the Time Slider which is present above the graph.

You have the option to create Customized Filters as per your requirements for the initiator IP and the user
columns as well as create Custom Reports. You can also click on Refresh button to refresh the information on
the page, edit the columns in the table by the Column Selection button and export the table in PDF/CSV format
using the Export button.

Admin Login:

Q
Encrypted log | 2270w-172.20.1.105 (TZ 270W) ® / Monitor / System Events / Authentication Logs
Admin Login ‘ Faied Login
¥ Q o o | O custom Limit: 50 v | (% Export T Refresh %% Column Selection
T™E § INTIATOR 1P user INTIATORINTE..  DESTINATIONIN..  SESSIONTIME  SERVICE EVENT NAME MessaGE
1 0230523123615 314021169 aamin x x 1056
2 20m0523123615 314021169 x x 10
3 2030523123615 314021189 x x1 o
s 203052312622 314021189 x x o
s 2030523122619 314021189 aamin x x o
6 2020523122606 314021189 aamin x x o
7 20m0s23122604 314021289 admin x x 0z
5 2023.0523122602 314021189 aamin xt x o
s amoszuze0z 314021189 admin x x o
10 2020523122500 12217282169 aamin x x o
1 2020523122500 12217282169 aamin x x 15 5ecs
12 20230523122500 12217282169 admin xt x 155ecs
13 2030523121800 314021169 aamin x x 7
14 2020523121800 314021169 admin x x 7
15 20230523121349 12217282169 admin xt x o
16 2020519223028 1722007 aamin x x o
17 aom0s1923928 1722007 admin x x 7
18 202051923028 1722007 admin x x 7secs
19 2023051923319 1722007 aamin x x o
20 202051923319 1722007 aamin x x o
2 2020519222143 1722007 admin xt x s
2 0051922143 1722007 aamin x x s
23 202051922143 1722007 aamin x x o
otat 23

User Login:
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va . o— Gl

5 TME S NmaTOR 1P user
1 2030426234900 192168076 gveusert
2 2020426154858 172202222 aveusert
3 20m04261548s8 172202222 gveusert
4 20230426154843 172202222 gveusert
5 2020426154843 172202222 aveuser
& 202304 172202222 gveusert
7 20m30s26153123 172202222 gveusert
8 2020426152618 172202222 aveusert
9 2020426152618 172202222 gveusert
10 2020426152245 172202222 gveusert
11 2020426152245 172202222 aveusert

2023-04. 172202222 gveusert
13 2020426152047 172202222 gveusert
14 2020426151638 172202222 aveuser

2023.042615638 172202222 ser1

Custom

INITIATOR INTE...

DESTINATION .

SESSION TME

0sec

seRvice

EVENT NAME
User Logout

XAUTH Success
User VPN Login
User VPN Login
XAUTH Success
User Logaut

User Logout

XAUTH Success
User VPN Login
XAUTH Success
XAUTH Success
User VPN Login

XAUTH Success

Limit: 50

MESSAGE

User logged out - from VPN Cllent cient
XAUTH Succesded with VPN cient
VPN zone remote user login allowed

VEN zone remote user login allowed

XAUTH Succesded with VPN cient

ser logged out - from VPN Clent cent

User logged out - from VPN Cllent cient
VBN z0ne remote user login allowed
XAUTH Succesded with VPN cient
VPN z0ne remote user login allowed
XAUTH Succesded with VPN cient
XAUTH Succesded with VPN cient
VPN z0ne remote user login allowed
VBN z0ne remote user login aflowed

XAUTH Succesded with VPN cient

Failed Login:

$Q - o— QDo | C

Custom

INITIATOR INTE.

DESTINATION IN...

SESSION TIME

service

Web Brow

Web Browser

Web Browser

Web Bro

Web Browser

Web Browser

Web Browser

Web Browser

Web Browser

Web Browser

Web Browser

Web Browser

b Browser

Web Browser

w

b Browser

Web Brow

Web Browser

Web Browser

Web Bro

Web Browser

Web Browser

Web Browser

Web Brow

Web Browser

Web Browser

EVENT NAME

sword
Wrong Admin Password
Wrong Admin Password
Wrong Admin Password

sword
Wrong Admin Password
Wrong Admin Password
Wrong Admin Password
Wrang Admin Pasaword
Wrong Admin Password
Wrong Admin Password
Wrong Admin Password
Wrang Admin Password
Wrong Admin Password

Wrong Admin Password
Wrong Admin Password
Wrong Admin Password
Wrong Admin Password
Wrang Admin Pasaword
Wrong Admin Password
Wrong Admin Password
Wrong Admin Password

Wrong Admin Password

MESSAGE

ator login denled due to bad credentils
Administrator login denied due to bad credentils
Administrator login denied due to bad credentials

Adminisrator login dened due to bad credentals

Administrator login denied due to

Administrator login denied due to bad credentisls
Administrator login denied due to bad credentals
Administrator login denied due to bad credentials

Administrator login denied due to

Administrator login denled due to bad credentils
Administrator login denied due to bad credentals

Administrator login denled due to bad credentils
Administrato login denled due to bad credentils

Administrator login denied due to bad credentials

ator login denled due to bad credentils
Administrator login denied due to bad credentils

Adminisrator login denied due to bad credentials

Administrator login denied due to bad credentials

Administrator login denied due to bad credentials
Administrator login denled due to bad credentils
Adminisrator login denied due to bad credentials

Administrator login denied due to bad credentials

Administrator login denled due to bad credentils
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Notification Center

The Notifications Center shows administrators and users the status of their network infrastructure. It summarizes
the number of notices, threats, operational notices, and general notices.

The Notification Center is a separate pane that provides the status and activities being monitored and recorded
by NSM. After clicking on the Notifications Center icon at the top of the interface, the Notifications Center opens to
show All alerts, Threats, Operations alerts, and General alerts. Each option shows how many unread alerts
appear in that particular category.
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In the search bar, you can search by firewall name, alert name, message or details.
To mark a single alert as read, click on the alert to acknowledge it. Click the white check-mark on top to mark all
alerts in that view as read.

To delete a single alert, click on the trash icon on each alert. Click the trash icon at the top-right to delete all the
alerts in that view.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

¢ View knowledge base articles and technical documentation

¢ View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

* View video tutorials

e Access https://mysonicwall.com

e Learn about SonicWall Professional Services at https://sonicwall.com/pes.
e Review SonicWall Support services and warranty information

e Register for training and certification

¢ Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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The information in this document is provided in connection with SonicWall and/or its affiliates’ products. No license, express or implied,
by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of products.
EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT
SHALL SONICWALL AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
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For more information, visit https://www.sonicwall.com/legal.

End User Product Agreement

To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/legal/end-user-product-agreements/.

Open Source Code

SonicWall Inc. is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL
when applicable per license requirements. To obtain a complete machine-readable copy, send your written requests, along with
certified check or money order in the amount of USD 25.00 payable to “SonicWall Inc.”, to:

General Public License Source Code Request
Attn: Jennifer Anderson

1033 McCarthy Blvd

Milpitas, CA 95035
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