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Configuring Users Status

The Users > Status page displays the Active User Sessions on the firewall. IPv4 and IPv6 IP addresses are
accepted/displayed in the Active User Sessions table.

ACTIVE USER SESSIONS SEARCH

Q.| UserName ¥ Equals ¥ || Enter Search text

| ACTIVE USER SESSIONS
D USERNAME IPADDRESS  SESSIONTIME  TIMEREMAINING  INACTIVITY REMAINING  TYPEMODE  SETTINGS  LOGOUT
admin [GMS) 10.206.23.86 OMinutes Unlimited 2999Minutes Mon-Config Q‘)

Mote: Active User Sessions as of O day, O hour, 0 minute, 4 seconds back

( Logout User(s) ) ( Reguest Active User Sessions from Firewall )

The Active User Sessions table lists the User Name, IP Address, Session Time, Time Remaining, Inactivity
Remaining, Type/Mode, Settings, and Logout.
Topics:

e Logging Out a Single User

e Logging Out Multiple Users

e Searching for Active User Sessions

Logging Out a Single User

To log out a user:
1 Navigate to the Users > Status page.

2 Select the user you would like to logout and click Logout User(s) to log them out.

Logging Out Multiple Users

To log out multiple users:
1 Navigate to the Users > Status page.

2 Select the users you would like to logout and click Logout User(s) to log them out.
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Searching for Active User Sessions

To search for active user sessions:
1 Navigate to the Users > Status page.
2 Specify search options in the Active User Sessions Search section.

3 Clicking Search. The Active User Sessions table displays only those users matching the search criteria. To
restore the table, click Clear.
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In addition to the regular authentication methods, the GMS allows you to use Lightweight Directory Access

Configuring User Settings

Protocol (LDAP) to authenticate users. LDAP is compatible with Microsoft’s Active Directory.

For SonicWall appliances running SonicOS 5.0 and higher, you can select the SonicWall Single Sign-On Agent to
provide Single Sign-On functionality. Single Sign-On (SSO) is a transparent user authentication mechanism that
provides privileged access to multiple network resources with a single workstation login. Sonicwall PRO and TZ
series security appliances running SonicOS 5.0 and higher provide SSO functionality using the SonicWall Single
Sign-On Agent (SSO Agent) to identify user activity based on workstation IP address when Active Directory is
being used for authentication. The SonicWall SSO Agent must be installed on a computer in the same domain as

Active Directory.

Topics:

User Login Settings

One-Time Password Settings

Configuring the User Web Login Settings

User Session Settings

User Session Settings for SSO-Authenticated Users
User Session Settings for Web Login

Accounting

Customization

Customize Login Pages

User Login Settings

Topics:

Setting the Authentication Method for Login

Setting the Single-Sign-On Methods

Requiring User Names be Treated as Case-sensitive

Preventing Users From Logging in from More than One Location

Forcing Users to Log In Immediately After Changing Their Passwords

Displaying User Login Information Since the Last Login

Setting How the Browser is Redirected
Setting How the Browser is Redirected
Managing Redirections to the Login Page

Using a CHAP challenge to Authenticate Users

GMS 9.3 Users Administration Guide
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Setting the Authentication Method for Login

To set the authentication method for login:

1 Navigate to the Users > Settings page.

Authentication ‘Web Login Authentication Bypass User Sessions Accounting Customization
USER LOGIN SETTINGS
Authentication method for login Local Users v

SS0 Agent X @
Terminal Services Agent X
single-sign-on method (s} BWWSE"_ NT_I-M b4
Authentication
RADIUS Accounting x
3rd Party API X (m\

Case-sensitive user names

Enforce login uniqueness D

Force relogin after password change [:]
Display user login info since last login |:|

ONE-TIME PASSWORD SETTINGS

Enforce password complexity for One-Time PasswordD
One-time password Email format @ Plain Text O HTML

One Time Password Format Characters v

=

One Time Password Length 10 - {10 characters ()

2 Select one of the following authentication methods from Authentication method for login:

e Local Users—To configure users in the local database using the Users > Local Users and Users >
Local Groups pages. For information on configuring local users and groups, refer to Configuring
Local Users and Configuring Local Groups.

e RADIUS—If you have more than 1,000 users or want to add an extra layer of security for
authenticating the user to the SonicWall. If you select Use RADIUS for user authentication, users
must log into the SonicWall using HTTPS in order to encrypt the password sent to the SonicWall. If
a user attempts to log into the SonicWall using HTTP, the browser is automatically redirected to
HTTPS. For information on configuring RADIUS, refer to Configuring RADIUS.

e RADIUS + Local Users—If you want to use both RADIUS and the SonicWall local user database for
authentication. For information on configuring RADIUS, refer to Configuring RADIUS.

e LDAP—If you use a Lightweight Directory Access Protocol (LDAP) server or Microsoft Active
Directory (AD) server to maintain all your user account data. For information about configuring
LDAP, refer to Configuring LDAP.

e LDAP + Local Users—If you want to use both LDAP and the SonicWall local user database for
authentication. For information about configuring LDAP, refer to Configuring LDAP.
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TACACS+—If you use Terminal Access Controller Access-Control System Plus (TACAS+) protocol for
authentication.

TACACS++Local Users—If you use Terminal Access Controller Access-Control System Plus
(TACAS+) protocol and the SonicWall local user database for authentication

3 Click Update.

Setting the Single-Sign-On Methods

The Single-sign-on method(s) displays the status of the available method(s). You can enable/disable methods,
or click Configure to configure a single-sign-on method. The following methods are available:

To set the single-sign-on methods:

1 Navigate to the Users > Settings page.

2 Enable or disable the methods, or click Configure to configure a single-sign-on method. These methods
are available:

SSO Agent — Configure the SSO Agent if you are using Active Directory for authentication and the
SonicWall SSO Agent is installed on a computer in the same domain.

Terminal Services Agent — Configure the SSO Agent if you are using Terminal Services and the
SonicWall Terminal Services Agent (TSA) is installed on a terminal server in the same domain.

Browser NTLM Authentication — Configure Browser NTLM Authentication if you want to
authenticate Web users without using the SonicWall SSO Agent or TSA. Users are identified as
soon as they send HTTP traffic. NTLM requires RADIUS to be configured (in addition to LDAP, if
using LDAP), for access to MSCHAP authentication.

RADIUS Accounting — Configure RADIUS Accounting if you want a network access server (NAS) to
send user login session accounting messages to an accounting server.

3rd Party APl — Configure the XML-/JSON-based REST API for third-party devices or scripts to
pass user login/logout notifications to the firewall.

3 Click Update.

Requiring User Names be Treated as
Case-sensitive

To require that user names are treated as case-sensitive:

1 Navigate to the Users > Settings page.

2 Select Case-sensitive user names. (This option is selected by default.)

3 Click Update.
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Preventing Users From Logging in from More
than One Location

To prevent users from logging in from more than one location at a time:
1 Navigate to the Users > Settings page.
2 Select Enforce login uniqueness. (This option is not selected by default.)

3 Click Update.

Forcing Users to Log In Immediately After
Changing Their Passwords

To force the user to login immediately after changing the password:
1 Navigate to the Users > Settings page.
2 Select Force relogin after password change. (This option is not selected by default.)

3 Click Update.

Displaying User Login Information Since the
Last Login

To display user login information since the last login:
1 Navigate to the Users > Settings page.

2 Select Display user login info since last login. (This option is not selected by default.)

3 Click Update.

One-Time Password Settings

Enforce password complexity for One-Time PasswordD
One-time passwoerd Email format @ Plain Text O HTML

One Time Password Format Characters v

ey

One Time Password Length 10 - |10 characters ()

|/ Update \I |/ Reset \I
P Joa e )

To configure the one-time password settings:

1 Navigate to the Users > Settings page.
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2 Choose an email format for One-time password Email format:
e Plain Text
e HTML

3 From One-time password format, select the password format:
e Characters
e Characters + Numbers
e Numbers

4 In the One-time password length beginning and ending fields, enter the minimum and maximum length
of the password. The length must be between 4-14 characters. The default for both fields is 10
characters.

5 Click Update.

Configuring the User Web Login
Settings

Authentication Web Login Authantication Bypass User Sessions Accounting Customization
SER WEB LOGIN SETTING
Show suthentication page for 1 Mirtes (7

Rdirect the browser to this sppliance via (@) The knterface IF address
s domain name from a reverse DNS lookup of the interface 1P address.
Itz configured domain name (L
The name from the administration certificate (1)
Limit redirecting users o~ 10 Nimas par minute per user
| Don't recirect repeated gets of the same page (L

Redirect users from HTTPS to HTTP on
completion of login

Allew HTTP lagin with RADIUS CHAP
mande

| Authenticate user's other IP(va/6] sddresses i possible ()

«| Use HTTP to initiate combined logins (1}

O redirec usners, redirct to i login page LIRL:

Allow authoentication page in frame (£}

Setting the Timeout for the Authentication
Page

While the login authentication page is displayed, it uses system resources. By setting a limit on how long a login
can take before the login page is closed, you free up those resources.

To set the timeout for the Authentication Page:

1 Navigate to the Users > Settings > Web Login page.
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2 Inthe Show user authentication page for (minutes) field, enter the number of minutes that users have
to log in with their username and password before the login page times out. If it times out, a message
displays informing them what they must do before attempting to log in again. The default time is 1
minute.

3 Click Update.

Setting How the Browser is Redirected

To set how the browser is redirected:

1 Navigate to the Users > Settings | Web Login page.

2 From Redirect the browser to this appliance via, choose one of the following options to determine how
a user’s browser is initially redirected to the SonicWall appliance’s Web server:

The interface IP address — Select this to redirect the browser to the IP address of the appliance
Web server interface. This option is selected by default.

Its domain name from a reverse DNS lookup of the interface IP address — When clicked, displays
the appliance Web server’s Interface, IP Address, DNS Name, and TTL (in seconds). This option is
not selected by default.

Its configured domain name — Select to enable redirecting to a domain name configured on the
System > Administration page.

@ NOTE: This option is available only if a domain name has been specified on the System >
Administrator page. Otherwise, this option is dimmed. To enable redirection to a configured
domain name, set the firewall’s domain name on the System > Administrator page.
Redirection is allowed when an imported certificate has been selected for HTTPS web
management of that page.

The name from the administration certificate — Select to enable redirecting to a configured
domain name with a properly signed certificate. Redirecting to the name from this administration
certificate is allowed when an imported certificate has been selected for HTTPS web management
on that page.

@ NOTE: This option is available only if a certificate has been imported for HTTPS management
in the Web Management Settings section of the System > Administration page. Otherwise,
this option is dimmed.

@ TIP: If you are using imported administration certificates, use this option. If you are not
going to use an administration certificate, select the Its configured domain name option.

To do HTTPS management without the browser displaying invalid-certificate warnings, you need
to import a certificate properly signed by a certification authority (administration certificate)
rather than use the internally generated self-signed one. This certificate must be generated for
the appliance and its host domain name. A properly signed certificate is the best way to obtain an
appliance’s domain name.

If you use an administration certificate, then to avoid certificate warnings, the browser needs to
redirect to that domain name rather than to the IP address. For example, if you browse the
internet and are redirected to log in at https://gateway.SonicWal l .com/auth.html,
the administration certificate on the appliance says that the appliance really is
gateway.sonical l .com, so the browser displays the login page. If you are redirected to
https://10.0.027auth.html, however, even though the certificate says it is
gateway.sonical l .com, the browser has no way to tell if that is correct, so it displays a
certificate warning instead.
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3 Click Update.

Managing Redirections to the Login Page

Limiting redirections prevents possibly overloading the SonicWall appliances’ web server by limiting redirections
to the login page should HTTP/HTTPS connections that would otherwise get redirected there be repeatedly
opened at a high rate from some unauthorized users.

To manage redirections to the login page:
1 Navigate to the Users > Settings | Web Login page.

2 In the Limit redirecting users to field, enter the number of times in the Limit redirecting users to times
per minute per user field. The default value is 10 times.

3 To further limit redirects of the same page, select the Don’t redirect repeated gets of the same page
option. This option is selected by default.

4 Select Redirect users from HTTPS to HTTP on completion of login if the session does not need to be
encrypted.

5 Click Update.

Using a CHAP challenge to Authenticate Users

If using RADIUS authentication (and if the RADIUS server supports it), a CHAP challenge can be used to
authenticate users during web login. Such a login through HTTP is secure, so it is not necessary to enforce HTTPS
for login.

Administrators who use this mechanism to log into the SonicWall appliance are restricted in the management
operations they can perform. For some management operations, the appliance needs to know the user’s
password, which is not available with CHAP authentication by a remote authentication server. Consequently, if
this option is enabled, users who are members of administrative user groups might have to log in manually
through HTTPS when logging in for administration. This restriction does not apply to the built-in admin account.

@ TIP: When using LDAP, this mechanism can be used normally by:
1 Setting the Authentication method for login to RADIUS.

2 Selecting LDAP as the mechanism for setting user group memberships in the RADIUS configuration.
To use a CHAP challenge to authenticate users:
1 Navigate to the Users > Settings | Web Login page.
2 Select Allow HTTP login with RADIUS CHAP mode to enable type of login.

NOTE: This option is only available when the Authentication method for login is RADIUS or
RADIUS+Local Users. This option is not selected by default.

3 Select the option Authenticate user’s other IP (v4/v6) addresses if possible, if required.
4 Select the option Use HTTP to initiate combined logins, if required.

5 Click Update.
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Redirecting Unauthenticated Users

To redirect HTTP/HTTPS traffic from unauthenticated users to a specified URL instead of the
SonicWall’s own login page:

1 Select On redirecting unauthenticated users, redirect to an external login page URL. This option allows
users to be authenticated by an external authentication system. This option is not selected by default.

@ TIP: To allow only unauthenticated users to be redirected, you need to create one or more access rules for
this situation.

@ NOTE: The external system can subsequently use the SSO third-party APl or RADIUS Accounting to pass
the user’s name and credentials to the firewall so they are identified for such activities as access control
and logging.

2 When you select this option, the URL field displays. Enter the URL for redirection in the field.

3 To configure options related to the captive portal configured in a zone’s guest settings, scroll to Web
Login Settings for Guest Captive Portal.

4 For captive portal guest authentication, to allow the authentication page to show in a portal host page as
a frame, select Allow authentication page in frame. This option is not selected by default.

10 Click Update.

Authentication Bypass Settings
GMS Guest Services allows guest users to have access through your network directly to the Internet without
access to your protected network. To do this, GMS uses the IP address of the user’s computer.

Using the IP address as the identifier is useful when guest user traffic passes through a network router, as this
changes the source MAC address to that of the router. However, the user’s IP address passes through
unchanged.

If only the MAC address is used for identification, two clients behind the same router have the same MAC
address upon reaching the Security Appliance. When one client gets authenticated, the traffic from the other
client is also treated as authenticated and bypasses the guest service authentication.

By using the client IP address for identification, all guest clients behind the routed device are required to
authenticate independently.
Topics:

e Adding URLs to Authentication Bypass
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Adding URLs to Authentication Bypass

To add HTTP URLs user authentication bypass in Access Rules:

1 Navigate to Users > Settings | Authentication Bypass.

Authentication Web Login Awuthentication Bypass User Sessions Accounting

Customization

AUTHENTICATION BYPASS
--Mone—-

Allow these HTTP URLs to bypass user authentication in
access rules

( Remove ) ( Remove All )

2 Click Add. The Add URL pop-up displays.

URL
For wildcard matching, prefix with "' andfor suffix with "...", e.g. *windowsupdate.com...

To allow access to a file on any host, prefix with "', e.g. *wpad.dat

(" Updste _,:I(— Cancel _,:I

3 Enter the URL in the URL field.
4  Click Update. A change order pop-up confirmation displays.

5 Click Accept.

User Session Settings

The settings that follow apply to all users when authenticated through the SonicWall.
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To configure user session settings:

1 Navigate to Users > Settings | User Sessions.

Authentication Web Login

Authentication Bypass User Sessions Accounting Customization

Inactivity Timeout

Den't allow traffic from these services to
prevent user logout on inactivity

For logging of connections on which the
user is not identified

If SS0 fails to identify the user
For connections that bypass S50
For connections originating externally

For other unidentified connections

For amy remaining user connections on
logout

On logout due to inactivity

On activefreported logout

ETTINGS

ON St

ING

Age out inactive users after (minutes)

CETTINGS £
S| FHiNGs FU

Enable login session limit for web logins
Login session limit

Show user login status window with
logout button

User's login status window sends status
heartheat every

Enable disconnected user detection
Timeout on heartbeat from user's login
status window

Open user's login status window in the
same window rather than in a popup

-AUTHENTICATED USERS

15 | Minutes

| None v

() Legnousername @ Logusername: [Unknown (SSO failed)
O Log no user name @ Log usermame:  |Unknown [S50 bypasse

O Log user name:

O Log user name:

@ Log no user name

|

@ Log no user name

For connections requiring user

) For other connections
authentication
Leave them alive ¥ Leave them alive ¥

Terminate them ¥ | Terminate after.. ¥ | minutes

On being notified of a lagin make the user initially inactive until they send traffic (&

On inactivity timeout make all users inactive instead of logging out

B LOGIN

30 | Minutes

12( | Seconds

10 | Minutes
@

| Update | Reset

To configure settings that apply to all users who are authenticated through the firewall:

1
2

Navigate to the Users > Settings | User Sessions page.

Specify the length of time for inactivity after which users are logged out of the firewall in the Inactivity
timeout (minutes) field. The default is 15 minutes.

From Don’t allow traffic from these services to prevent user logout on inactivity, select the service or
service group option to be prevented from logging out inactive users. This option saves system overhead
and possible delays re-identifying aged-out authenticated users by making them inactive instead of
logging them out. Inactive users do not use up system resources and can be displayed on the Users >
Status page. The default is None.

For the following For logging of connections on which the user is not identified options, choose the type
of logging, Log no user name or Log user name, to be done, and optionally, the log user name:

e |If SSO fails to identify the user: Log user name Unknown SSO failed (default)
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e For connections that bypass SSO: Log user name SSO Bypass (default)

@ NOTE: This option also can be set in SSO Bypass section of the Enforcement of the SSO
Authentication Configuration dialog.

e For connections originating externally: Log no user name (default); if Log user name is selected,
the default user name is Unknown (external)

e For other unidentified connects: Log no user name (default); if Log user name is selected, the
default user name is Unknown

5 Specify how to handle a user’s connections that remain after the user logs out from the SonicWall
appliance with the Actions for remaining user connections on logout options.

Action

Type of logout For connections requiring user )
L1 For other connections
authentication

On logout due to inactivity Leave them alive (default) Leave them alive (default)
Terminate them Terminate them
Terminate after... minutes Terminate after... minutes
On active/reported logout Leave them alive Leave them alive
Terminate them (default) Terminate them
Terminate after... minutes Terminate after... 15 minutes (default)

1. Applies for connections through access rules that allow only specific users.
2. Applies for other connections that do not have a specific user authentication requirement.

You can set different actions for:
e |nactivity logout, where the user might or might not still be logged into the domain/computer.

e Users actively logging themselves out or being reported to the SonicWall appliance as being
logged out (the latter normally means that the user has logged out from the domain/user).

6 Click Update.

User Session Settings for
SSO-Authenticated Users

S5 FOR 550-4

‘ LISER SESSION SETTINGS EOR So0-AL THENTICATED | ISERS
(S P L A | G B | ) L B LI T i LA L LN Al LU ol Mo

On being notified of a login make the user initially inactive until they send traffic (D

On inactivity timeout make all users inactive instead of logging out

Age out inactive users after (minutes)

To specify how inactive SSO-authenticated users are handled:

1 Navigate to the Users > Settings | User Sessions page.

To put a user identified to the SonicWall appliance through an SSO mechanism, but no traffic has yet
been received from the user, into an inactive state so they do not use resources, select On being notified
of a login make the user initially inactive until they send traffic. The users remain in an inactive state
until traffic is received. This option is selected by default.
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Some SSO mechanisms do not give any way for the SonicWall appliance to actively re-identify a user, and
if users identified by such a mechanism do not send traffic, they remain in the inactive state until the
appliance eventually receives a logout notification for the user. For other users who can be re-identified,
if they stay inactive and do not send traffic, they are aged-out and removed after a period (see the
paragraphs that follow).

2 If an SSO-identified user who has been actively logged in is timed out because of inactivity, then users
who cannot be re-identified are returned to an inactive state. To have users who would otherwise be
logged out on inactivity to be returned to an inactive state, select On inactivity timeout make all user
inactive instead of logged out. Doing this avoids overhead and possible delays re-identifying the users
when they become active again. This setting is selected by default.

3 Forinactive users who are subject to getting aged out, you can set the time, in minutes, after which they
are aged-out and removed if they stay inactive and do not send traffic by selecting Age out inactive users
after (minutes) and specifying the timeout in the field. This setting is selected by default, and the
minimum timeout value is 10 minutes, the maximum is 10000 minutes, and the default is 60 minutes.

@ NOTE: As the reason for keeping inactive user separate from active users is to minimize the
resources used to manage them, the age-out timer runs once every 10 minutes. It might, therefore,
take up to 10 minutes longer to remove inactive users from active status.

4 Click Update.

User Session Settings for Web Login

| | ISER SESSION SETTINGS EOR WER | OGIF

Enable login session limit for web logins
Login session limit 30 | Minutes

Show user login status window with @
logout button

User's login status window sends status

12( | Seconds
heartheat every

Enable disconnected user detection

Timeout on heartbeat from user's login 10 | Minutes
status window
Open user's login status window in the D
same window rather than in a popup

|/ Update \I |/ Reset \'|
P S )

To configure user session settings for web login:
1 Navigate to the Users > Settings | User Sessions page.

2 Enable login session limit for web logins: Limit the time a user is logged into the firewall through web
login before the login page times out by selecting this option and typing the amount of time, in minutes,
in the Login session limit ... Minutes field. This setting is selected by default The default value is 30
minutes.

If the session times out, a message displays that reads you must log out before attempting to log in again.

3 Select Show user login status window with logout button to display a status window with a Log Out
button during the user’s session. The user must click Log Out to log out of the session. This option is not
selected by default.

@ | NOTE: The window must be kept open throughout the user’s session as closing it logs the user out.
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IMPORTANT: If this option is not enabled, the status window is not displayed and users might not
be able to log out. In this case, a login session limit must be set to ensure that they do eventually
get logged out.

The User Login Status window refreshes every (minutes) displays the number of minutes the user has
left in the login session. The user can set the remaining time to a smaller number of minutes by entering
the number and clicking Update.

When this option is enabled, a mechanism that monitors heartbeats sent from that window also can be
enabled to detect and log out users who disconnect without logging out.

@ IMPORTANT: If this option is not enabled, users might be unable to log out. Set a login session limit
to ensure users are logged out eventually.

In the User's login status window sends status heartbeat every ... Seconds field, specify how often a
heartbeat is sent back to the SonicWall. This heartbeat notifies the SonicWall of your connection status
and continues to be sent as long at the status window is open. The default is 120 seconds.

Select Enable disconnected user detection to have the SonicWall to detect when the user’s connection is
no longer valid and then end the session. This option is already selected by default.

In the Timeout on heartbeat from user's login status window ... Minutes field, specify the time needed
without a reply from the heartbeat before ending the user session. The minimum delay before ending
the user session is 1 minute, the maximum is 65535 minutes, and the default is 10 minutes.

Select Allow unauthenticated VPN users to access DNS to allow that access.

Select Open user’s login status window in the same window rather than in a popup if you do not want
the login status window to open as a separate pop-up window. This option is not selected by default.

LDAP read from server options are available when the LDAP option is active. The options are:
e Automatically update the schema configuration

e Export details of the schema

10 Click Update.

Accounting

GMS supports both RADIUS accounting and TACACS+ accounting. If both a RADIUS server and a TACACS+ server
are configured, a user’s accounting messages are sent to both servers.

Topics:

Configuring RADIUS Accounting
Configuring TACACS+ Accounting

Configuring RADIUS Accounting

Topics:

Sending RADIUS Accounting Information to Servers
Editing Servers

Deleting Servers
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Sending RADIUS Accounting Information to Servers

To send RADIUS accounting information to servers:
1 Navigate to the Users > Settings page.
2 Scroll to the RADIUS Accounting section.

Authentication Web Login Authentication Bypass User Sessions Accounting Customization

@ RADIUS Accounting O TACACS+ Accounting

RADIUS ACCOUNTING

Servers Test

D Send RADIUS Accounting information

3 Select Send RADIUS Accounting Information. The section expands.

Authentication ‘Web Login Authentication Bypass User Sessions Accounting Customization

© RADIUS Accounting O TACACS+ Accounting

RADIUS ACCOUNTING

Servers Test

Send RADIUS Accounting information

D HOST/IP ADDRESS ~ PORT FORMAT ENABLED CONFIGURE

No Entries Found

RADIUS Accounting Server Timeout =

[seconds)
Retries 3
[ send accounting data to all servers
USER ACCOUNTING
[ Users authenticated by web login  [_] Remote client users [ Guestusers
Send accounting data for
g [J ss0-authenticated users Include SSO users identified via RADIUS Accounting?
Include O Domain users O Local users © Domain and local users
D Send interim updates every minutes

GMS 9.3 Users Administration Guide
Configuring User Settings



4 To add a RADIUS server:
a Click Add. The Add/Edit Radius Accounting Server dialog displays.

Add/Edit Radius Accounting Server

IP Address/Host

Port

Shared secret =
Confirm shared secret

Uzername Format v

Enabled =]

' Y
[ Cancel )
. &

b Enter the host or IP address in the IP Address/Host field.
Enter the port in the Port field.
d Enter the shared secret in the Shared secret and Confirm shared secret fields.

e Select the username format from Username Format:

User-Name
User-Name@Domain
Domain\User-Name

User-Name.Domain

f To enable the server, select Enabled. This option is not selected by default.

Select the authentication partition from Authentication partition.

h Click OK. The RADIUS Accounting table is updated.

RADIUS ACCOUNTING

Servers Test

=]

Send RADIUS Accounting information

Search

O

Clear

HOST/IP ADDRESS ~ PORT FORMAT ENABLED CONFIGURE
1053893 1812 User-Name@Domain =} F8

Mo Entries Found

i For each server to add, repeat Step a through Step h.

5 Enter a maximum time out, in seconds, in the RADIUS Accounting Server Timeout (seconds) field. The
default is 5 seconds.

6 Enter the maximum number of retries in the Retries field. The default is 3 retries.

7 To send accounting data to all servers listed in the RADIUS Accounting table, select Send accounting data

to all servers.

8 Click Update.
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User Accounting

| USER ACCOUNTING

|:| Users authenticated by web login |:| Remote client users |:| Guest users

Send accounting data for
g [] ss0-authenticated users Include 550 users identified via RADIUS Accounting?

Include O Domain users O Local users @ Domain and local users

|:| Send interim updates every minutes

1 From Send accounting data for, select one or more types of users. Include SSO users identified via
RADIUS Accounting? is not available by default. To make it selectable, first select the SSO-authenticated

users field.

2 Choose whether to track domain and/or local users from Include. Domain users is selected by default.

3 To receive watchdog messages, select Send Watchdog Messages. This option is not selected by default.

4 After selecting this option, the Every:....minutes option appears. Indicate how often you would like to

receive Watchdog Messages.

5 Click Test.

Authentication ‘Web Login Authentication Bypass User Sessions Accounting Customization

© RADIUS Accounting O TACACS+ Accounting

RADIUS ACCOUNTING

Servers Test

Test Server v
© Connectivity O User Accounting (@)

IP Address

Result

6 From Select server to test, select the IP address of the TACACS+ server.
7 Choose the type of test from Test. Connectivity is selected by default.
8 Click Test. The results of the test display in Returned User Attributes.
9 Click Apply.

10 Repeat these previous steps for each server.

11 Click OK.
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Editing Servers

To edit a server:
1 Navigate to the Users > Settings page.
2 Scroll to the RADIUS Accounting section.

RADIUS ACCOUNTING

Servers Test

Send RADIUS Accounting information

D HOST/IP ADDRESS - PORT FORMAT ENABLED CONFIGURE
2 105893 1812 User-Name@Domain v F8

No Entries Found

3 Click the Edit icon for the server to edit. The Add/Edit Radius Accounting Server dialog for that server
displays. The IP Address/Host and Port fields are dimmed and cannot be changed.

Add/Edit Radius Accounting Server

IP Address/Host

Port

Shared secret ssssasns =
Confirm shared secret EnBsEEes

Uzername Format Uzer-Name@Domain ¥
Enabled ¥

./' R '\. ./' '\.
| OK | | Cancel |
N 7/ h ./

4 Make the changes.
5 Click OK. The servers entry in the RADIUS Accounting table is updated.

Deleting Servers

To delete a single server:

1 Navigate to the Users > Settings | Accounting page.
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2 Scroll to the RADIUS Accounting section.

RADIUS ACCOUNTING

Servers Test

Send RADIUS Accounting information

O HOST/IP ADDRESS - PORT

o 10589.3 1812

FORMAT ENABLED

User-Name(@Domain v

No Entries Found

CONFIGURE

78

3 Click the Delete icon in the Configure column for the server to be deleted. A confirmation message

displays.

until you click Update.

Are you sure you want to delete this server?

Note that changes to the RADIUS Accounting servers will not be saved

4 Click OK.
5 Click Update.

To delete one or more servers:

1 Navigate to the Users > Settings page.
2 Scroll to the RADIUS Accounting section.

RADIUS ACCOUNTING

Servers Test

Send RADIUS Accounting information

O HOST/IP ADDRESS ~ PORT

o 10.5.89.3 1812

FORMAT ENABLED
User-Name(@Domain -
No Entries Found

CONFIGURE

7R

3 Select the servers in the RADIUS Accounting table to be deleted.
4 Click Delete. A confirmation message displays.

5 Click OK.

6 Click Update.
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Configuring TACACS+ Accounting

GMS supports TACACS+ accounting Start, Watchdog and Stop messages, but not the TACACS+ accounting proxy,
that is, GMS does not forward the accounting request to the accounting server.
To configure TACACS+ accounting:

1 Navigate to Users > Settings | Accounting.

2 Click the TACACS+ Accounting option. The TACACS+ Accounting Configuration dialog displays.

Authentication Web Login Authentication Bypass User Sessions Accounting Customization

O RADIUS Accounting @ TACACS+ Accounting

Settings User Accounting Test

D HOST NAME/IP ADDRESS PORT ENABLE CONFIGURE

TACACS+ ACCOUNTING SERVERS SETTINGS

TACACS+ Servers

No TACACS+ Servers Found

( Add New TACACS+ Server ) ( Delete TACACS+ Server(s) )

| GENERALSETTINGS
TACACS+ Server Timeout (seconds) 25
Retries 3

[] Ssupport Single-Connect ()

D Packet Encryptad

3 To add a TACACS+ server, click Add New TACACS+ Server. The Add TACACS+ Accounting Server dialog
displays.

SETTINGS
Host Name or IP Address 0.0.00 Port | 48

=

Shared Secret

Confirm Shared Secret

Enabled |:|

Enter the host name or IP address of the TACACS+ server in the Host Name or IP Address field.
Enter the port number of the server in the Port field. The default is 49.
Enter the shared secret in the Shared Secret and Confirm Shared Secret fields.

Click Enabled when you are ready to put this TACACS+ server into use.

0 N o v b

Click OK.
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Customization

Topics:
e Pre-Login Policy Banner
e Acceptable Use Policy

e Customize Login Pages

Pre-Login Policy Banner

Create a policy statement that is presented to all users as a banner in the window before web login. The policy
banner can include HTML formatting.

To display a banner containing a policy when the user logs in and that the user must accept to log
in:

1 Navigate to Users > Settings | Customization.
2 Select Start With Policy Banner Before Login Window. This option is not selected by default.

a To see a sample banner, click Example Template. The Policy banner content field is populated.

Settings

Authentication ‘Web Login Aurthentication Bypass User Sessions Accounting Customization

Start With Policy Banner Before Login Window

Policy banner content

Mote: Policy Barnar miy includs HTML formatting. e Terriel

Display an login from B Trusted Zones || WAN Zone B Public Zones [ Wireless Zones [1VPN Zone
Window Size [pixels) 460 x 310

Enable scroll bars an the window .~

owransAcceptable uie palicy text for
user login
{ean inchide HTML farmatting]

b Make changes to the sample banner or enter new coding. The page that is displayed to the user
includes | Accept and Cancel for user confirmation.

¢ Click Update.

Topics:
e Example Template

e Preview Message
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Example Template

Click Example Template to populate the content with the default Acceptable Use Policy (AUP) template, which
you can modify:
<font face=arial size=3>

<center><b><i>Welcome</center></b></i>
<font size=2>

<table width="100%" border="1">

<tr><td>

<font size=2>

<br><br><br>

<center>Enter your usage policy terms here.
<br><br><br>

</td></tr>

</table>

Click "l Accept" only if you wish to accept these terms and continue,
or otherwise click "Cancel™.

Preview Message

Click Preview to display your AUP message as it appears to the user.

Acceptable Use Policy

An acceptable use policy (AUP) is a policy that users must agree to follow to access a network or the Internet. It
is common practice for many businesses and educational facilities to require that employees or students agree
to an acceptable use policy before accessing the network or Internet through their Security Appliance.

ACCEPTABLE USE POLICY
Display on login from Trusted Zones [J WAN Zone B Public Zones [ Wireless Zones [ VPN Zone

Window Size (pixels) 460 |x 310

Enable scroll bars on the window [7]

nowrap>Acceptable use policy text for
user login
(can include HTML formatting)

g N N
‘\ Example Template ) & Preview... j

The Post-Login Acceptable Use Policy section allows you to create the AUP message window for users. You can
use HTML formatting in the body of your message. Clicking Example Template creates a preformatted HTML
template for your AUP window; see Example Template.

To create a post-login AUP message window:
1 Navigate to Users > Settings | Customization.

2 Scroll to the Acceptable Use Policy section.

3 Specify these settings:
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e Display on login from - Select the network interface(s) you want to display the Acceptable Use
Policy page when users login. You can choose Trusted Zones (default), WAN Zone, Public Zones
(default), Wireless Zones, and VPN Zone in any combination.

e Window size (pixels) - Allows you to specify the size of the AUP window, in pixels:

e  Width: Minimum size is 400 pixels, maximum size is 1280 pixels, and the default is 460
pixels.

e Height: Minimum size is 200 pixels, maximum size is 1024 pixels, and the default is 310
pixels.

e Enable scroll bars on window - Turns on the scroll bars when your content exceeds the display
size of the window. This option is selected by default.

e Acceptable use policy text for user login - Enter your Acceptable Use Policy text in this field. You
can include HTML formatting. The page that is displayed to the user includes | Accept and Cancel
for user confirmation.

4 Click Update.

Topics:
e Example Template

e Preview Meassage

Example Template

Click Example Template to populate the content with the default AUP template, which you can modify:

<font face=arial size=3>

<center><b><i>Welcome to the SonicWall</center></b></i>
<font size=2>

<table width="100%" border="1">

<tr><td>

<font size=2>

<br><br><br>

<center>Enter your usage policy terms here.
<br><br><br>

</td></tr>

</table>

Click "I Accept”™ only if you wish to accept these terms and continue, or otherwise select
"Cancel ."

Preview Message

Click Preview to display your AUP message as it appears to the user.

Customize Login Pages

The GMS provides the ability to customize the text of the login authentication pages that are presented to users.
Administrators can translate the login-related pages with their own wording and apply the changes so that they
take effect without rebooting.

Although the entire the GMS interface is available in different languages, sometimes the administrator does not
want to change the entire Ul language to a specific local language.

However, if the firewall requires authentication before users can access other networks, or enables external
access services (for example, VPN, SSL-VPN), those login related pages usually should be localized to make them
more usable for typical users.
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The Customizable Login Page feature provides the following functionality:

CUSTOMIZE LOGIN PAGES

Note: To set a custem login page, choose the Legin Page type in the drop-down list below. Then click the Defauft Page button, edit the HTML content in the text field and click Accept button to save your settings.

Caution: Be careful to verify the HTML of your custom login page before deploying it, because HTML errors may cause the login page to not function properly. An alternative login page is always available for the
administrator, in case a customized login page has any issues. To access the alternate login page, manually input the URL: hitpe/(device_i html or : ice_i htmil directly into the address
line of browser [case sensitive). The default login page without any customization is then displayed, allowing you to login as normal and reset your customized login related pages.

Select Login Page Login Authentication L4

Login page content

e Ty
( Default )
Nate: This section applies only to units running SonicOS Enhanced 5.9 and above.

=

The Customize Login Page feature provides the following functionality:

e Keeps the style of original login by default

e Customizes login related pages

e Uses the default login related pages as templates

e Saves customized pages into system preferences

e Allows a preview of changes before saving to preferences

e Presents customized login-related pages to typical users
The following login-related pages can be customized:

e Admin Preempt

e Login Authentication

e Logged Out

e Login Full

e Login Disallowed

e Login Lockout

e |ogin Status

e Guest Login Status

e Policy Access Barred

e Policy Access Down

e Policy Access Unavailable

e Policy Login Redirect

e Policy SSO Probe Failure

e User Password Update

e User Login Message
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To customize one of these pages:

1

2
3
4

5
6

Navigate to Users > Settings | Customization.
Scroll to the Customize Login Pages section.
Select the page to be customized from the Select Login Page drop-down menu.

Select the page to be customized from Select Login Page:

Admin Preempt Login Lockout Policy Access Unavailable
Login Authentication (default) Login Status Policy Login Redirect
Logged Out Guest Login Status Policy SSO Probe Failure
Login Full Policy Access Barred User Password Update
Login Disallowed Policy Access Down User Login Message

Click Default to load the default content for the page into the Login page content field.

Edit the content of the page.

@ NOTE: The var strXXX = linesin the template pages are customized JavaScript Strings. You
can change them into your preferring wording. Modifications should follow the JavaScript syntax.
You can also edit the wording in the HTML section.

Be careful to verify the HTML of your custom login page before deploying it, because HTML
errors might cause the login page to not function properly. An alternative login page is always available
for the administrator, in case a customized login page has any issues. To access the alternate login page,
manually input the URL https://(device_ip)/defauth.html directly into the address line of
browser (case sensitive). The default login page without any customization is then displayed, allowing
you to login as normal and reset your customized login related pages.

@ | TIP: Leave the Login Page Contents field blank and apply the change to revert to the default page.

7 Click Update.
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Configuring and Managing
Partitions

Topics:
e Users > Partitions Page
e Authentication Partitioning Settings
e Authentication Partitions
e Partition Selection Policies
e Assigning Servers, Agents, and Clients

e Editing Partitions

@ | NOTE: Users > Partitions displays only if partitioning has been configured on the SonicWall appliance.
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Users > Partitions Page

AUTHENTICATION PARTITIONING SETTINGS

Enable authentication partitioning

AUTHENTICATION PARTITIONS SEARCH

Qi [ v e semnes

AUTHENTICATION PARTITIONS

Add Policy Delete Policyls)

Mote: This screen applies only to units running SonicOS 6.5 and above

D » NAME PARENT PARTITION DOMAIN(S) ‘COMMENT CONFIGURE
O ¥ Default 0] -]
O » 5dB0 5dB0.com.sd81.5d82.com FaE- 3
O b oswiZ ew12.com -3
O » Techpubs SenicWall raE- B
O » TechPubs2 Techpubs TechPubsDomain -1

( ‘Add Partition ) ( ‘Auto Assign ) ( Delete Partition(s) )

Note: Auto-Assign supported only at unit level

Task will be created for units running SonicOS 6.5 and above.

PARTITION SELECTION POLICIES SEARCH

Qo v [ ][

PARTITION SELECTION POLICIES
O ZONE INTERFACE NETWORK PARTITION COMMENT CONFIGURE

Any Any Any Default @ rd

O Lan Any Any Techpubs a1
O DMZ Any Any Default @ ras i

The Users > Partitions page includes two Search features and three sections:
e Authentication Partitioning Settings
e Authentication Partitions

e Partition Selection Policies

Authentication Partitioning Settings

This section enables/disables authentication partitioning. When authentication partitioning is disabled, the

other sections do not display.

AUTHENTICATION PARTITIOMING SETTINGS

Enable authentication partitioning

When authentication partitioning is enabled, the two Search features and two additional sections;
Authentication Partitions and Authentication Selection Policies, also display.
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Authentication Partitions

@ | NOTE: This section displays only when authentication partitioning is enabled.

This section displays a table of authentication partitions and allows you to create, edit, delete, and manage the
partitions. The partitions you configure here control which authentication servers are used for which users.

You can expand a partition’s tree to show the servers, agents, and clients assigned to it.

AUTHENTICATION PARTITIONING SETTINGS

Enable authentication partitioning

AUTHENTICATION PARTITIONS SEARCH

R

AUTHENTICATION PARTITIONS

D » NAME PARENT PARTITION DOMAIN(S) COMMENT CONFIGURE
O » Default @ -

O » sdB0 SdB0.com,sd81,5d82 com S B0
O »swi2 ewl2.com PR -2 ]
D » Techpubs SonicWall ran -l
O » TechPubs2 Techpubs TechPubsDomain FaE- 1

( Add Partition ) ( Auto Assign ) ( Delete Partition|s) )

Note: Auto-Assign supperted only at unit level.
Task will be created for units running SonicOS 6.5 and above.

PARTITION SELE
Qe v|[onds ][ seachien

PARTITION SELECTION POLICIES

D ZONE INTERFACE NETWORK PARTITION COMMENT CONFIGURE
Any Any Any Defauit @ 4

O LAN Any Any Techpubs Al

O DMZ Any Any Default @ Al

Mote: This screen applies only to units running SonicOS 6.5 and above

Selection checkbox Allows you to select one or more partitions and/or subpartitions in the table. Selecting
the checkbox in the table heading selects all entries except the Default partition.

Name Specifies the name of the authentication partition. Subpartitions are indicated by a Link
L, icon in front of the name.

Parent Partition Specifies the parent authentication partition for subpartitions. This column is blank for
parent partitions.

Domain(s) Specifies the domain(s) to which the partition or subpartition belongs. This column is
blank for the Default partition.

Comment Displays the comment included when the partition was added. The comment for the
Default partition is Auto-created default partition.

Configure Displays the Edit, Selection, and Delete icons for the partition.
NOTE: The Delete icons are dimmed for the Default partition.

Add Partition Displays the Add an authentication partition pop-up dialog for adding an
authentication partition or subpartition.
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Auto Assign Assigns any unassigned LDAP servers, RADIUS servers, SSO agents, TSAs, and RADIUS
accounting clients to the relevant partitions automatically, based on their IP addresses
or host names.

Delete Partition(s)  Deletes the selected authentication partition(s) or subpartition(s).
NOTE: You cannot delete the Default partition.

There is always one authentication partition in this table, the auto-created Default partition. You cannot delete
this partition. You can, however, edit it and select servers, agents, and clients for it as well as subpartitions. If
you disable authentication partitioning, all LDAP servers, SSO agents, TSAs, and RADIUS accounting clients are
reassigned to the Default partition; when you re-enable authentication partitioning, you must reassign them.
RADIUS servers are not affected and remain with their assigned partitions.

Adding Partitions and Subpartitions

To add a partition:
1 Navigate to the Users > Partitions page.
2 In the Authentication Partitions section, click Add Partition. The Add Authentication Partition pop-up
dialog displays.

| AUTHENTICATION PARTITION
Partition Name |
Partition Type (@) A top-level partition
() Asub-partition @
Domain(s)

Add Edit Remaove

If the partition requires its own DNS servers then you can configure these for its
domainis) under Split DNS on the Netwerk / DNS page.

Comment

Update Cancel

3 Enter a friendly, meaningful name in the Partition Name field. The name can be from 1 to 32
alphanumeric characters.

4 For Partition type, choose whether the authentication partition is:
e A top-level partition; go to Step 6.
e A sub-partition; the Parent partition drop-down menu displays.

5 Select a parent partition from the drop-down menu. The default partition is Default.

TIP: If your installation does not have multiple partitions, then create subpartitions as subpartitions
of the Default partition.

6 Under the Domain(s) list, click Add. The Add Domain pop-up dialog displays.
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444 Domain
Enter the Domain Name:
I/ '\\.”/ '\I
\_ QK i Cancal J

7 Enter a Domain Name.

8 Click OK.

9 Repeat Step 6 through Step 8 for each domain you want to add.
10 Optionally, enter a comment in the Comment field.

11 Click Save. The partitions and/or subpartitions are added to the Authentication Partitions table.
Subpartitions are positioned immediately after their parent partitions, with a Link icon indicating they
are subpartitions.

Deleting Partitions and Subpartitions

@ | NOTE: In this section, partition refers to both partitions and subpartitions.

You can delete a single partition, multiple partitions, or all partitions. If you delete a single partition, the servers,
agents, and clients are reassigned to the Default partition.

@ | NOTE: You cannot delete the Default partition.

Topics:
e Deleting a Single Partition
e Deleting Multiple Partitions

e Deleting All Partitions (Except Default)

Deleting a Single Partition

To delete a single partition:
1 Navigate to Users > Partitions.

2 Under the Authentication Partitions table, click the Delete icon in the Configure column for the partition
to be deleted. A verification message displays.

3 Click OK.

Deleting Multiple Partitions

To delete multiple partitions:
1 Navigate to Users > Partitions.

2 In the Authentication Partitions table, click the checkbox(es) of the authentication partition(s) you want
to delete. You can select multiple partitions.
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3 Click Delete Partition(s). A verification message displays.

4 Click OK.

Deleting All Partitions (Except Default)

To delete all partitions (except Default):
1 Navigate to Users > Partitions.

2 In the Authentication Partitions table, click the checkbox at the top of the table’s left column. All
partitions should be selected.

3 Deselect the Default partition.
4  Click Delete Partition(s). A verification message displays.

5 Click OK. All servers/agents/clients are reassigned to the Default partition.

Expanding Trees

Expanding an authentication partition's tree shows the servers, clients, and agents assigned to the partition:
You can expand the tree of:
e All table entries by clicking the triangle next to the checkbox in the heading.

e One or more table entries by clicking the Expand icon of each.

Partition Selection Policies

@ | NOTE: This section displays only when authentication partitioning is enabled.

This section displays a table of policies affecting the selection of authentication partitions and allows you to
create, delete, and edit the policies you create. These policies select the partitions in the Authentication
Partitions table based on the physical locations of the users being authenticated. When authenticating users
whose domain names are not available for matching against those in the selected partitions, the users’
partitions are selected base on their physical locations set by these policies. These selection policies are also
used for auto-assigning authentication devices to partitions based on the physical locations of those devices.

The Default selection policy for the Default partition cannot be deleted.

PARTITION SELECTION POLICIES
D ZONE INTERFACE NETWORK PARTITION COMMENT CONFIGURE
Any Any Any Default @ rd
O LAN Any Any Techpubs Al
O DMZ Any Any Default @ L 1

( Add Policy ) ( Delete Policy(s) )

Mote: This screen applies only to units running SenicO'S 6.5 and above
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Selection checkbox

Zone

Interface
Network
Partition

Comment

Configure
Add Policy

Delete Policy(s)

Allows you to select one or more entries in the table. Selecting the checkbox in the table
heading selects all entries except that of the Default selection policy.

Displays the zone assigned to the partition selection policy.

Displays the interface assigned to the authentication partition selection policy.
Displays the network assigned to the authentication partition selection policy.
Displays the authentication partition to which the selection policy applies.

Displays any comment you entered when creating or editing the selection policy. The
selection policy for the Default partition has the comment Auto-created default policy.

Displays the Edit and Delete icons, which are dimmed for the default policy.

Displays the Add Authentication Partition Policy pop-up dialog for adding a selection
policy for an authentication partition or subpartition.

Deletes the selected policy or policies.

NOTE: You cannot delete the policy for the Default partition. Delete is dimmed unless at
least one policy has been selected.

There is always one selection policy in this table, the auto-created default policy for the Default partition. You
cannot select this policy, delete it, change its priority, or edit it, except for choosing the partition to which it

applies.

Assigning Servers, Agents, and Clients

After you have added the authentication partitions, you can assign servers, agents, and/or clients to the
partitions. You can also assign them to the authentication partitions at any time by following the same

procedures.

You can have unassigned servers, agents, and clients auto-assigned to the partition.

Topics:

e Assigning Manually

e Auto Assigning

Assigning Manually

To assign servers, agents, and clients:

1 Navigate to Users > Partitions.
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2 In the Authentication Partition table, click the partition's Selection icon in the Configure column. The
Select what? popup dialog displays.

SELECT WHAT?

Select the partition's:

@ RADIUS servers O LDAP servers

O S50 agents O Terminal services agents
O RADIUS accounting cliznts O RADIUS accounting servers
() 50 APl dients () TACACS+ servers

3 Select the type of server, agent, or client to assign. The appropriate Select the server/agent/client for
partition partitionName pop-up menu displays with a list of available servers, agents, or clients.

Select the RADIUS servers for partition swl2
Available RADIUS servers: Selected for partition sw12:

[ AddAl ) ([ = ) ( - ) (Remnvehll)

4 Do one of the following:
e Select a server/agent/client from the Available list and click the Right-arrow.

e Select multiple items from the Available list by pressing the Ctrl key while selecting each item and
then click the Right-arrow.

e Select all items by clicking Add All.
5 Click Save.

Auto Assigning

There is an Auto Assign button for assigning any unassigned servers, agents, and clients, based on their IP
addresses or host names, to the relevant partitions automatically.

To auto assign servers, agents, and clients:

1 Navigate to Users > Partitions.

2 In the Authentication Partitions table, click the checkbox(es) of the authentication partition(s) to which
you want to assign unassigned servers, agents, and/or clients. You can select more than one partition.
Auto assign becomes active.

3 Click Auto Assign. The auto-assign message appears.
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4 Click OK.

Editing Partitions

You can edit all partitions including the Default partition.

To edit a partition:
1 Navigate to Users > Partitions.

2 In the Authentication Partitions table, click the Edit icon in the Configuration column of the
authentication partition you want to modify. The Edit authentication partition pop-up displays.

| AUTHENTICATION PARTITION
Partition Mame Default
Partition Type (@) A top-level partition
() & sub-partition (D

Domain(s)

Add Edit Remove

If the partition requires its own DNS servers then you can configure those for its
domain(s) under Split DNS on the Netwark / DNS page.

Comment  Auto-created default partition

Update Cancel
3 You can change the partition’s name in the Partition Name field. The name can be from 1 to 32
alphanumeric characters.

4 You can change a partition from a top-level partition to a subpartition or from a subpartition to a

top-level partition by changing the Partition Type; choose whether the authentication partition is now to
be:

NOTE: A top-level partition that has subpartitions cannot be changed to a subpartition unless you

first delete the subpartitions, reallocate them to a different top-level partition, or make them
top-level partitions.

e A top-level partition, go to Step 6.

e A sub-partition; the Parent partition drop-down menu displays.

@ A sub-partition 6)

Parent partition v

5 Select a parent partition from the Parent partition drop-down menu. The default partition is Default.

6 You can also do the following:
e Edit a domain, go to Step 10.
e Delete a domain, go to Step 15.

e Add a domain, under the Domain(s) list, click Add. The Add domain popup dialog displays.
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444 Domain
Enter the Domain MName:

| oK J{ Caecal )

7 Enter a domain name, which can be from 1 to 32 alphanumeric characters.

8 Click OK.

9 GotoStep17.

10 Select a domain to edit by clicking on it.
11 Click Edit. The Edit domain dialog displays.

Enter a domain pame:
Enter the Domain MName:

| SomicWall |

Cox))Com)

12 Change the domain name.

13 Click OK.

14 Goto Step 17

15 Select a domain to delete.

16 Click Remove.

17 Repeat Step 6 for each domain you want to add, edit, or delete.
18 Optionally, enter a comment in the Comment field.

19 Click Save.
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Configuring Multi-RADIUS

To configure Multi-RADIUS server settings:

1 Navigate to Users > Multi-RADIUS.

2 Click Add.

3 Configure the following options in Settings | RADIUS Servers.

Host Name or IP Address — Enter the FQDN or the IP address of the RADIUS server against which
you wish to authenticate. If using a name, be certain it can be resolved by your DNS server. Also, if
using TLS with the ‘Require valid certificate from server’ option, the name provided here must
match the name to which the server certificate was issued (such as the CN) or the TLS exchange
will fail.

Port —In the Port field, enter the port for the RADIUS server to use for communication with GMS.
The default is 1812.

Authentication Partition — Select an associated Authentication Partition from the drop-down
menu.

Shared Secret/Confirm Shared Secret — Enter the RADIUS server administrative password or
shared secret in the Shared Secret and Confirm Shared Secret fields. The case-sensitive,
alphanumeric Shared Secret can range from 1 to 31 characters in length.

4 Click Advanced.

5 Optionally, select Send Through VPN tunnel. This option is not selected by default.

6 Select the format for the user name from User Name Format:

Simple-Name (default)
Name@Domain
Domain\Name

Name.Domain

7 If the RADIUS server requires user names be sent with the domain component included, then select the
format for that here.

®

®

NOTE: If the server accepts either the simple name without any domain component or a qualified
name with the domain, then you can leave the selection as the default simple name unless you
specifically want to force including the domain in the name sent to the server.

NOTE: In a Windows domain, if users are to be allowed to log in with a qualified user-name format
that differs from what is set here (for example, to allow a login to the firewall with domain\name
when name@domain is selected or vice versa), then LDAP must be enabled for looking up the
domain name mappings; otherwise, the user must enter a correctly-formatted name acceptable by
the RADIUS server.

8 Click Update.

9 Click OK. The server is added to the RADIUS Accounting Servers table.
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Multi-RADIUS General Settings

1 Onthe General Settings view, define the RADIUS Server Timeout (seconds). The allowable range is 1-60
seconds with a default value of 5.

2 Define the number of times the SonicWall attempts to contact the RADIUS server in the Retries field. If
the RADIUS server does not respond within the specified number of retries, the connection is dropped.
This field can range between 0 and 10, however 3 RADIUS server retries is recommended.

3 To periodically check the status of RADIUS servers, select Periodically check RADIUS servers that are
down. This option is selected by default.

If the primary RADIUS server fails to respond to a request, then its status is changed to down (showing
red on the RADIUS servers table of the RADIUS Configuration dialog and further authentication requests
are sent to the secondary server until the primary comes back up. If this setting is checked, then while a
a server is down, dummy authentication requests are periodically sent to check it. When the server
responds to one, its status is restore to up. Your RADIUS server may log an occasional authentication
request failure with user name, status check.

Disabling this option generally does not adversely affect user authentication. However, if it is disabled
when the primary server goes down temporarily, then the firewall does not know when it becomes up,
and so continues to show the server as down and sends authentication requests to the secondary server.
This continues until secondary fails to respond to a request or the primary’s status is checked manually,
which can be done via the RADIUS test under Test on the Configure RADIUS dialog.

@ NOTE: If the secondary server goes down while the primary server is down, then the firewall

reverts to sending requests to the primary server, so the firewall detects when/if the primary
server is responsive regardless of this setting.

4  Optionally, to enforce MS-CHAPv2 RADIUS authentication, select Force PAP to MSCHAPv2. This option is
not selected by default.

5 Click Update.

Configuring Multi-RADIUS User
Settings

On the RADIUS Users page of the RADIUS Configuration dialog, you can specify what types of local or LDAP
information to use in combination with RADIUS authentication. You can also define the default user group for
RADIUS users.

Multi-RADIUS

RADIUS
Users

| RADIUS USER SETTINGS
Albow only users isted locally

Mechanism for locking up user group  —.

memberships for RADIUS users (@) Use vendor-specific attribute on RADIUS server
() Use RADIUS Filter-Id attribute on RADIUS server
() Use LDAP to retrieve user group information

() Local configuratian only
Default user group to which all RADIUS users

--Select a user group-- -
belong
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To configure the RADIUS user settings:
1 Navigate to Users > Multi-RADIUS | RADIUS Users.

2 Select Allow only users listed locally if only the users listed in the GMS database are authenticated using
RADIUS.

3 Select the Mechanism for looking up user group memberships for RADIUS users option:

@ NOTE: If the Use vendor-specific attribute on Radius server or Use RADIUS Filter-ID attribute on
RADIUS server options are selected, the RADIUS server must be properly configured to return
these attributes to the SonicWall appliance when a user is authenticated. The RADIUS server
should return zero (0) or more instances of the selected attribute, each giving the name of a user
group to which the user belongs.

e Use vendor-specific attribute on RADIUS server — To apply a configured vendor-specific attribute
from the RADIUS server. The attribute must provide the user group to which the user belongs.
The preferred vendor-specific RADIUS attribute is SonicWall-User-Group.

e Use RADIUS Filter-ID attribute on RADIUS server — To apply a configured Filter-ID attribute from
the RADIUS server. The attribute must provide the user group to which the user belongs.

e Use LDAP to retrieve user group information (default) — To obtain the user group from the LDAP
server. You can click Configure to set up LDAP if you have not already configured it or if you need
to make a change.

e Local configuration only — If you do not plan to retrieve user group information from RADIUS or
LDAP.

4 If you have previously configured User Groups in GMS, select the group from the Default user group to
which all RADIUS users belong drop-down menu.

5 Click Update if you have finished configuring the RADIUS server.

6 If you have previously configured User Groups on the SonicWall, select the group from the Default user
group to which all RADIUS users belong menu.

Configuring Multi-RADIUS Client Test

You can test your RADIUS Client user name, password and other settings by typing in a valid user name and
password and selecting one of the authentication choices for Test. Performing the test applies any changes you
have made.

Multi-RADIUS

£ / Tenant - LocalDomain / dev-tes

| TEST RADIUS SETTINGS

To test the RADIUS settings, enter a valid RADIUS lagin name and password and click the Test button. Mote that this will apply any changes that have
been made,

Select server to test 0000
User
Password
Test () Connectivity Test
\.\ Password authentication
() cHap
() MscHap
() MSCHAP2

Test
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To test your Multi-RADIUS settings:
1 Navigate to Users > Multi-RADIUS | Test.
2 Select the Server to test.
3 Inthe User field, type a valid RADIUS login name.
4 In the Password field, type the password.
5 For Test, select one of the following:
e Connectivity — Select this to test RADIUS connectivity.
e Password authentication — Select this to use the password for authentication.

e CHAP — elect this to use the Challenge Handshake Authentication Protocol. After initial
verification, CHAP periodically verifies the identity of the client by using a three-way handshake.

e MSCHAP — Select this to use the Microsoft implementation of CHAP. MSCHAP works for all
Windows versions before Windows Vista.

e MSCHAPv2 — Select this to use the Microsoft version 2 implementation of CHAP. MSCHAPv2
works for Windows 2000 and later versions of Windows.

6 Click TEST. If the validation is successful, the Status messages changes to Success. If the validation fails,
the Status message changes to Failure.

7 To complete the RADIUS configuration, click Update.

After GMS has been configured, a VPN Security Association requiring RADIUS authentication prompts incoming
VPN clients to enter a User Name and Password into the dialog.
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Configuring RADIUS

If you selected Use RADIUS for user authentication or Use RADIUS but also allow locally configured users,
you must now configure RADIUS information.

Topics:

e Configuring RADIUS

RADIUS Servers

RADIUS Users

RADIUS Client Test
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Configuring RADIUS

To configure RADIUS Global Settings:
1 Navigate to the Users > RADIUS page.

RADIUS GLOBAL SETTINGS
Radius Server Retries | 3
Radius Server Timeout | 5 seconds
User Name Format Simple-Name ¥ (@

RADIUS SERV

Primary Server
IP Address/Name
Port Number | 200
Shared Secret @
The following apply only to units running SonicO5 5.9 Enhanced and above

[ send Through VPN tunnel

Secondary Server

IP Address/Name
Port Number | 200

Shared Secret @
The following apply only to units running SonicO5 5.9 Enhanced and above
[ send Through VPN tunnel
[ Force PAR to MSCHAPV2

RADIUS USE

Privileges For All Users

Allow Internet access (when access is restricted)
Remote Access

Bypass Filters

Access to VPNs

Access from VPN Client with XAUTH

Access from L2TP VPN client

Wireless Guest Service (WGS) user

Easy WGS MAC Filtering

Oooo0ooe O

Limited Management Capabilities
Allow only users listed locally

Mechanism for setting user group
memberships for RADIUS users

© Use SonicWall vendor-specific attribute on RADIUS server

() Use RADIUS Filter-ID attribute on RADIUS server

O Use LDAP to retrieve user group information ()

O Local configuration only

D Memberships can be set locally by duplicating RADIUS user names

Default user group to which all RADIUS

--Select a user group-- v
users belong SR

RADIUS CLIENT TEST
This feature is moved to the Policies > Diagnostics > Network screen

2 Define the number of times the SonicWall attempts to contact the RADIUS server in the Radius Server
Retries field. If the RADIUS server does not respond within the specified number of retries, the
connection is dropped. This field can range between 0 and 10, however, at least three (3) Radius Server
Retries is recommended.
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3 Define the Radius Server Timeout (seconds). The allowable range is 1-60 seconds with a default value of
five (5).

4 Define the User Name Format by selecting one of the preferred format styles offered in the drop-down
menu.

RADIUS Servers

To configure RADIUS servers:
1 Navigate to the Users > RADIUS page.

2 Scroll to the Radius Servers section.

Primary Server

IP Address/Mame
Port Number 200

Shared Secret @
The following apply only to units running SonicOS 5.9 Enhanced and above
D Send Through VPN tunnel
Secondary Server

IP Address/Mame
Port Number 200

Shared Secret @

The fallawing apply only to units running SonicOS 5.9 Enhanced and above
[ send Through VPN tunnel
[ Force PAP to MSCHAPV2

3 Specify these settings for the primary RADIUS server in the Primary Server section:
e Type the IP address of the RADIUS server in the IP Address/Name field.
e Type the Port Number for the RADIUS server.

e Type the RADIUS server administrative password or “shared secret” in the Shared Secret field.
The alphanumeric Shared Secret can range from 1 to 31 characters in length. The shared secret is
case sensitive.

Optionally, select Send Through VPN tunnel. This option is not selected by default.
If there is a secondary RADIUS server, type the appropriate information in the Secondary Server section.

Optionally, select Send Through VPN tunnel. This option is not selected by default.

N o b

Optionally, to enforce MS-CHAPv2 RADIUS authentication, select Force PAP to MSCHAPv2. This option is
not selected by default.

RADIUS Users

To configure RADIUS users:
1 Navigate to the Users > RADIUS page.
2 Scroll to the RADIUS Users section.
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Select from the list of privileges you would like to provide for ALL users.

@ NOTE: The Bypass Filters and Limited Management Capabilities privileges are returned based on
membership to user groups named Content Filtering Bypass and Limited Administrators — these are
not configurable.

To only allow users that are configured locally, but to still use RADIUS to authenticate them, select Allow
only users listed locally. This option is selected by default.

Select the mechanism used for setting user group memberships for RADIUS users from the following list:

e Use SonicWall vendor-specific attribute on RADIUS server: select to tell the RADIUS server to
send vendor-specific attributes back to the SonicWall appliance.

e Use RADIUS Filter-ID attribute on RADIUS server: select to tell the RADIUS server to send
Filter-ID user attributes back to the SonicWall appliance. Filter-ID attributes include the names of
user groups that a user belongs to.

e Use LDAP to retrieve user group information: To obtain the user group from the LDAP server. To
configure LDAP settings, go to Users > LDAP.

e Local configuration only — If you do not plan to retrieve user group information from RADIUS or
LDAP.

For a shortcut for managing RADIUS user groups, check Memberships can be set locally by duplicating
RADIUS user names. When you create users with the same name locally on the security appliance and
manage their group memberships, the memberships in the RADIUS database automatically changes to
mirror your local changes.

If you have previously configured User Groups on the SonicWall, select the group from the Default user
group to which all RADIUS user belong drop-down menu.

You can create a new group by choosing Create a new user group... from the list. The Add Group window
displays.

Click Update.

RADIUS Client Test

To test your RADIUS Client user name and password:

1

2
3
4
5

Navigate to the Diagnostics > Network page.

Scroll to the Diagnostic Data Request section and click Client Test.

Ensure that Radius is selected as the Test Type.

Enter a valid user name to test in the User field, and a valid user password in the Password field.

Click Update.

If the validation is successful, the Status messages changes to Success. If the validation fails, the Status
message changes to Failure. After the SonicWall has been configured, a VPN Security Association requiring
RADIUS authentication prompts incoming VPN clients to type a User Name and Password into a dialogue box.
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Configuring LDAP

In addition to RADIUS and the local user database, GMS supports LDAP as well as Microsoft Active Directory
(AD) directory services for user authentication.

Active Directory support in GMS is not a single-sign on mechanism by itself, but rather the ability for GMS to act
as an LDAP client against an Active Directory’s LDAP interface using Microsoft’s implementation of an LDAP
schema. GMS provides extremely flexible schema interoperability, with support for the Microsoft AD schema,
the LDAP core schema, the RFC2798 inetOrgPerson schema, and even user-defined schemas. Connectivity to
LDAP servers is also flexible, with support from the following protocols:

LDAPv2 (RFC3494)

LDAPv3 (RFC2251-2256, RFC3377)
LDAPv3 over TLS (RFC2830)
LDAPv3 with STARTTLS (RFC2830)
LDAP Referrals (RFC2251)

Topics:

LDAP Terms
Prerequisites for an Active Directory Configuration
Configuring LDAP

More Information on LDAP Schemas

LDAP Terms

Attribute—A data item stored in an object in an LDAP directory. Object can have required attributes or
allowed attributes. For example, the dc attribute is a required attribute of the dcOb ject (domain
component) object.

cn—The common name attribute is a required component of many object classes throughout LDAP.

dc—The domain component attribute is commonly found at the root of a distinguished name, and is
commonly a required attribute.

dn—A distinguished name, that is, a globally unique name for a user or other object. It is made up of a
number of components, usually starting with a common name (cn) component and ending with a
domain specified as two or more domain components (dc). For example,
cn=john,cn=users,dc=domain,dc=com.

Entry—The data that is stored in the LDAP directory. Entries are stored in attribute/value (or
name/value) pairs, where the attributes are defined by object classes. A sample entry would be
cn=john where cn (common name) is the attribute, and john is the value.

Object—In LDAP terminology, the entries in a directory are referred to as objects. For the purposes of the
GMS implementation of the LDAP client, the critical objects are User and Group objects. Different
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implementations of LDAP can refer to these object classes in different fashions, for example, Active
Directory refers to the user object as user and the group object as group, while RFC2798 refers to the
user object as inetOrgPerson and the group object as groupOfNames.

e Object class—Object classes define the type of entries that an LDAP directory might contain. A sample
object class, as used by AD, would be user or group.

e ou—The organizational unit attribute is a required component of most LDAP schema implementations.

e Schema—The schemais the set of rules or the structure that defines the types of data that can be stored
in a directory, and how that data can be stored. Data is stored in the form of entries.

e TLS—Transport Layer Security is the IETF standardized version of SSL (Secure Sockets Layer). TLS 1.0 is the
successor to SSL 3.0.

Microsoft Active Directory’s Classes can be browsed at
<http://msdn.microsoft.com/library/default.asp?url=/library/en-us/adschema/adschema/classes_all.asp>

LDAP / AD Configuration is executed on the User > Settings page.

Selecting either LDAP or LDAP+Local Users and clicking Update enables LDAP support, the former using an
LDAP directory server exclusively, and the latter using a combination of the LDAP server and the local user
database. Upon applying these settings, an informational alert is presented. Because SonicWall is receiving
sensitive username and password information from authenticating clients, HTTPS logins are automatically
enabled to secure the credential exchanges.

Prerequisites for an Active Directory
Configuration

Before beginning your Active Directory configuration, you should prepare your LDAP server and your SonicWall
for LDAP over TLS support. This involves installing a server certificate and your LDAP server, and a CA (Certificate
Authority) certificate for the issuing CA on your SonicWall. Assuming this has not already been done, the steps

for completing these tasks in an Active Directory environment follow:

Configuring the CA on an Active Directory server:
1 Navigate to Window’s Start > Settings > Control Panel > Add/Remove Programs.

2 Select Add/Remove Windows Components.
@ | NOTE: Skip step numbers 3 through 7 if Certificate Services are already installed.

3 Select Certificate Services.
4 Select Enterprise Root CA when prompted.

5 Enter the requested information. For detailed information on CA setup, see:
https://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx.

6 Launch the Domain Security Policy application:
Start > Run > dompol .msc.

7 Open Security Settings > Public Key Policies.

8 Right click on Automatic Certificate Request Settings.

9 Select New > Automatic Certificate Request.

10 Step through the wizard, and select Domain Controller from the list.
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Exporting the CA certificate from the AD server:

1

2
3
4
5
6

Launch the Certification Authority application: Start > Run > certsrv.msc.

Right-click on the CA you created, select properties.
In the General view, click View Certificate.

From the Details view, select Copy to File.

Step through the wizard, select the Base-64 Encoded X.509 (.cer) format.

Specify a path and filename to which to save the certificate.

Configuring LDAP

Topics:

Configuring LDAP Authentication
Configuring the Schema
Configuring the Directory
Configuring Referrals

Configuring LDAP Users & Groups
Configuring LDAP Relay
Configuring Test Settings

More Information on LDAP Schemas
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Configuring LDAP Authentication

To configure LDAP authentication:

1 Navigate to the Users > Settings page.

Authentication ‘Web Login Authentication Bypass User Sessions Accounting Customization
USER LOGIN SETTINGS

Authentication method forlogin | Windows AD/LDA ¥

Allow only users listed locally
Include privileges from users listed locally
Terminal Services Agent

Single-sign-on method (s)  Browser NTLM
Authentication

RADIUS Accounting

X X X X X

3rd Party APl

Case-sensitive user names
Enforce login uniqueness [
Force relogin after password change D

Display user login info since last login

ONE-TIME PAS

Enforce password complexity for One-Time Password[_|
One-time password Email format () PlainText (7)) HTML

One Time Password Format Characters v

One Time Password Length | 10 - |10 characters ()

2 From Authentication method for login, select either Windows AD/LDAP or LDAP + Local Users.
3 Click Configure AD Connector.

If you are connected to your firewall through HTTP rather than HTTPS, a message displays warning you of
the sensitive nature of the information stored in directory services and offering to change your
connection to HTTPS. If you have HTTPS management enabled for the interface to which you are
connected (recommended), click Yes. The ADConnector Configuration dialog displays.

ADConnector Configuration
IP Address:
Port Number: 389

Shared Secret:

Update Cancel

4 After you have established a connection with the LDAP server, navigate to Users > LDAP and configure
the following options:

e Name or IP Address—Enter the FQDN or the IP address of the LDAP server against which you wish
to authenticate. If using a name, be certain it can be resolved by your DNS server. Also, if using TLS
with the Require valid certificate from server option, the name provided here must match the
name to which the server certificate was issued (such as the CN) or the TLS exchange fails.

e Port Number—The default LDAP over TLS port number is TCP 636. The default LDAP
(unencrypted) port number is TCP 389, but you can select from the Standard port choices
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drop-down menu for more options. If you are using a custom listening port on your LDAP server,
specify it here.

Server timeout (seconds)—The amount of time, in seconds, that GMS waits for a response from
the LDAP server before timing out. The range is 1 to 99999, with a default of 10 seconds.

Overall operation timeout (minutes)—The amount of time, in minutes, to spend on any
automatic operation. Five (5) minutes is the default time. Some operations, such as directory
configuration or importing user groups, can take several minutes, especially when multiple LDAP
servers are in use.

Choose one of these options:

e Anonymous Login—Some LDAP servers allow for the tree to be accessed anonymously. If
your server supports this (MS AD generally does not), then you could select this option.

e Give login name/location in tree—Select this option to build the distinguished name (dn)
that is used to bind to the LDAP server from the Login user name and User tree
for login to server fields according to the following rules:

e The first name component begins cn=.

e The ‘location in tree’ components all use ou= (apart from certain Active Directory
built-ins that begin with cn=).

e The domain components all use dc=.

e |f the User tree for the login to server field is given as a dn, you can also select this
option if the bind dn conforms to the first bullet above, but not to the second
and/or the third bullet.

e Give bind distinguished name—Select this option if the bind dn does not conform to the
first bullet above (if the first name component does not begin with cn=). This option can
always be selected if the dn is known. You must provide the bind dn explicitly if the bind
dn does not conform to the first bullet above.

Login user name—Specify a user name that has rights to log in to the LDAP directory. The login
name is automatically presented to the LDAP server in full ‘dn’ notation. This can be any account
with LDAP read privileges (essentially any user account) — Administrative privileges are not
required.

NOTE: This is the user’s name, not their login ID (for example, John Smith rather than
Jsmith).

Login password—The password for the user account specified above.

Protocol version—Select either LDAPv3 or LDAPv2. Most modern implementations of LDAP,
including AD, employ LDAPv3.

Use TLS (SSL)—Use Transport Layer Security (SSL) to log in to the LDAP server. It is strongly
recommended that TLS be used to protected the username and password information that is sent
across the network. Most modern implementations of LDAP server, including Active Directory,
support TLS. Deselecting this default setting provides an alert that must be accepted to proceed.

Send LDAP ‘Start TLS’ Request—Some LDAP server implementations support the Start TLS
directive rather than using native LDAP over TLS. This allows the LDAP server to listen on one port
(normally 389) for LDAP connections, and to switch to TLS as directed by the client. AD does not
use this option, and it should only be selected when required by your LDAP server.

Require valid certificate from server—Validates the certificate presented by the server during the
TLS exchange, matching the name specified above to the name on the certificate. Deselecting this
default option presents an alert, but exchanges between GMS and the LDAP server still use TLS —
only without issuance validation.
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e Local certificate for TLS—Optional, to be used only if the LDAP server requires a client certificate
for connections. Useful for LDAP server implementations that require passwords to ensure the
identity of the LDAP client (AD does not require passwords). This setting is not required for AD.

If your network uses multiple LDAP/AD servers with referrals, then select one of them as the
primary server (probably the one that holds the bulk of the users) and use the above settings for
that server. It then refers GMS to the other servers for users in domains other than its own. For
GMS to access those other servers, each server must have a user configured with the same
credentials (user name, password, and location in the directory) as per the login to the primary
server. This might entail creating a special user in the directory for the GMS login.

@ | NOTE: Only read access to the directory is required.

e Force PAP to MSCHAPv2 — Optional, select this option to enforce MS-CHAPv2 LDAP
authentication. If a RADIUS server is also configured, it provides authentication if the LDAP
authentication fails. This option is not selected by default.

5 Click Update.

Configuring the Schema

To configure the LDAP server schema:

1 Navigate to the Users > LDAP | Schema page.

Settings Schema Directory Referrals Users & Groups LDAP Relay Test

| USER DIRECTORY LDAP SCHEMA

LDAP Schema User defined v @
| useroBiECTS
Object class
Login name attribute
Qualified login name attribute @

User group membership attribute
Additional user group |D attribute Use (@
Framed IP address attribute )
USER GROUPR OBIECTS
Object class

Member attribute

@ Distinguished name

O User ID

Additional user group match attribute @

MNote: This screen applies only To units running Sonic0S 6.2 Enhanced and below

( Update ) ( Reset )

GMS 9.3 Users Administration Guide
Configuring LDAP



e LDAP Schema—Select one of the following from the LDAP Schema:

NOTE: Selecting any of the predefined schemas automatically populates the fields used by
that schema with their correct values. These values cannot be changed and their fields are
dimmed.

e Microsoft Active Directory

e RFC2798 inetOrgPerson

e RFC2307 Network Information Service

e Samba SMB

e Novell eDirectory

e User defined—Allows you to specify your own values; use this only if you have a specific or
proprietary LDAP schema configuration. (default)

e Object class—This defines which attribute represents the individual user account to which the
next two fields apply.

e Login name attribute—This defines which attribute is used for login authentication:
e sAMAccountName for Microsoft Active Directory
e inetOrgPerson for RFC2798 inetOrgPerson
e posixAccount for RFC2307 Network Information Service
e sambaSAMAccount for Samba SMB
e inetOrgPerson for Novell eDirectory

e Qualified login name attribute—Optionally, select an attribute of a user object that sets an
alternative login name for the user in name@domai n format. This might be needed with multiple
domains in particular, where the simple login name might not be unique across domains.

NOTE: For Microsoft Active Directory, this is normally set to userPrinicpalName for log in
using name@domain, but could be set to mail to enable log in by email address. For
RFC2798 inetOrgPerson, it is set to mail.

e User group membership attribute—this attribute contains the information in the user object of
which groups it belongs to. This is memberOf in Microsoft Active Directory. The other pre-defined
schemas store group membership information in the group object rather than the user object,
and therefore do not use this field.

e Framed IP address attribute—this attribute can be used to retrieve a static IP address that is
assigned to a user in the directory. Currently it is only used for a user connecting through L2TP
with the SonicWall’s L2TP server In future, this might also be supported for Global VPN Client. In
Active Directory the static IP address is configured in the Dial-in view of a user’s properties.

e User Group Objects—This section is auto-configured unless you select User Defined for the LDAP
Schema.

e Object class—Specify the name associated with the group of attributes.
e Member attribute—Specify the attribute associated with a member.
e Select whether this attribute is a Distinguished name or User ID.

e Additional user group match attribute—The Additional user group 1D user
attribute and Additional user group match user group attribute allow for a
schema that could set additional memberships for a user on top of those that are found
through member/memberOF attributes, such as Active Directory’s primary group
attribute.
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If the Additional user group 1D userattribute is set and its use is enabled (Use is
selected), then when a user object is found with one or more instances of this attribute, a
search for additional user groups matching those are made in the LDAP directory. If a
group is found with the Additional user group match attribute set to that value
then the user is also made a member of that group.

@ NOTE: This additional LDAP sear is comparatively inefficient and so to maximize
performance and minimize load on the LDAP server it is only recommended to use this if it is
absolutely needed.

TIP: With Active Directory, you can set these to primaryGrouplD and primaryGroupToken
to include membership of their primary user group (typically Domain Users) for users.

e Read from server—Click to read the user group object information from the LDAP server.

@ | NOTE: You must enter the primary domain on the Directory page first.

e Select whether you want to Automatically update the schema configuration or Export
details of the schema.

2 Click Update.

Configuring the Directory

To configure the Directory:

1 Navigate to the Users > LDAP | Directory page.

Settings Schema Directory Referrals Users & Groups LDAP Relay Test

Primary domain mydomain.com

User tree for login to server 16

Trees containing users mydomain.comfusers @

Trees containing user groups mydomain.com/groups @

Add

Mote: This screen applies only to units running SenicOS 6.2 Enhanced and below

e Primary Domain—specify the user domain used by your LDAP implementation. For AD, this is the
Active Directory domain name; for example, yourADdomain . com. Changes to this field,
optionally, automatically update the tree information in the rest of the page. This is set to
mydomain.com by default for all schemas except Novell eDirectory, for which it is set to
o=mydomain.

e User tree for login to server—The tree in which the user specified in Settings resides. For
example, in AD the administrator account’s default tree is the same as the user tree.

e Trees containing users—The trees where users commonly reside in the LDAP directory. One
default value is provided that can be edited, and up to a total of 64 DN values can be added by
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clicking Add. GMS searches the directory using them all until a match is found or when the list is
exhausted. If you have created other user containers within your LDAP or AD directory, you should
specify them here.

e Trees containing user groups—Same as the previous, only with regard to user group containers,
and a maximum of 32 DN values can be added by clicking Add. These are only applicable when
there is no user group membership attribute in the schema's user object, and are not used with
AD.

All the above trees are normally given in URL format but can alternatively be specified as
distinguished names (for example, myDom.com/Sales/Users could alternatively be given as
the DN ou=Users,ou=Sales,dc=myDom,dc=com). The latter form is necessary if the DN
does not conform to the normal formatting rules as per that example. In Active Directory the URL
corresponding to the distinguished name for a tree is displayed in the Object view in the
properties of the container at the top of the tree.

Ordering is not critical, but because they are searched in a given order, it is most efficient to place
the most commonly used trees first in each list. If referrals between multiple LDAP servers are to
be used, then the trees are best ordered with those on the primary server first, and the rest in the
same order that they are referred.

@ NOTE: AD has some built-in containers that do not conform (for example, the DN for the top
level users container is formatted as cn=Users, dc=.., using cn rather than ou) but GMS
knows about and deals with these, so they can be entered in the simpler URL format.

@ NOTE: When working with AD, to locate the location of a user in the directory for the user
tree for login to server field, the directory can be searched manually from the Active
Directory Users and Settings control panel applet on the server, or a directory search utility
such as queryad . vbs in the Windows NT/2000/XP Resource Kit can be run from any PCin
the domain.

2 Click Update.

@ NOTE: The auto-configuration process might also locate trees that are not needed for user login.
You can manually remove these entries, which might be worthwhile.
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Configuring Referrals

To configure LDAP server referrals:

1 Navigate to the Users > LDAP | Referrals page.

Settings Schema Directory Referrals Users & Groups LDAP Relay Test

LDAP REFERRALS AND REFERENCES

LDAP referrals and continuation references can simplify configuration, but using them can also lead to performance issues. They can be used by this
Sonic\Wall in the following ways:
e |tis necessary to use referrals any time that user information is located on an LDAP server ather than the configured primary one.

» Individual directory trees can be manually configured to span multiple LDAP servers, and that requires the use of continuation references during
authentication. (&

» During auto-configuration of the directory, continuation references can allow the trees to be read from multiple LDAP servers in a single operation.

» With single-sign-on, the LDAP directory is searched for domain entries corresponding to the domains that users are logged into. For this to work with
users in multiple sub-domains having separate LDAP servers, continuation references must be used here.

Allow referrals
Allow continuation references during user authentication

Allow continuation references during directory auto-configuration

NEOR

Allow continuation references in domain searches

Mote: This screen applies only to units running SonicOS 6.2 Enhanced and below

2 Configure these fields:

e Allow referrals—Select this option any time that user information is located on an LDAP server
other than the configured primary one.

e Allow continuation references during user authentication—Select this option any time that
individual directory trees have been manually configured to span multiple LDAP servers.

e Allow continuation references during directory auto-configuration—Select this option to allow
the trees to be read from multiple LDAP servers in a single operation.

e Allow continuation references in domain searches—Select this option when using single-sign-on
with users in multiple sub-domains having separate LDAP servers.

3 Click Update.
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Configuring LDAP Users & Groups

To configure the LDAP users and groups settings:

1 Navigate to the Users > LDAP | Users & Groups page.

Settings Schema Directory Referrals Users & Groups LDAP Relay Test

LDAP USER SETTIMNGS
Allow only users listed locally
D User group memberships can be set locally by duplicating LDAP user names
Default LDAP User Group Mane v

|:| Mirror LDAP user groups locally
Refresh period minutas

Mirror Al user groups on the LDAP server

Only groups that hawe member users or groups

Exclude groups in these sub-trees

A m( Add ) ( Edit jl ( Remove )

Mote: This screen applies only to units running SenicOS 6.2 Enhanced and below

2 Configure these fields:

Allow only users listed locally — Requires that LDAP users also be present in the GMS local user
database for logins to be allowed.

User group membership can be set locally by duplicating LDAP user names — Allows for group
membership (and privileges) to be determined by the intersection of local user and LDAP user
configurations.

Default LDAP User Group — A default group on GMS to which LDAP users belong in addition to
group memberships configured on the LDAP server.

Group memberships (and privileges) can also be assigned simply with LDAP. By creating user
groups on the LDAP/AD server with the same name as GMS built-in groups (such as Guest
Services, Content Filtering Bypass, Limited Administrators, and so on) and assigning users to
these groups in the directory, or creating user groups on the SonicWall with the same name as
existing LDAP/AD user groups, GMS group memberships are granted upon successful LDAP
authentication.

GMS can retrieve group memberships more efficiently in the case of Active Directory by taking
advantage of its unique trait of returning a memberOT attribute for a user.

The list of users read from the LDAP server can be quite long, and you might not want to import
all of them. Remove is provided, along with several methods of selecting unwanted users. You can
use these options to reduce the list to a manageable size and then select the users to import.

Having users in GMS with the same name as existing LDAP users allows SonicWall user privileges
to be granted upon successful LDAP authentication.

Mirror — Select the type of user groups that are mirrored by choosing:

e All user groups on the LDAP server
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e Only groups that have member users or groups

e Exclude groups in these sub-trees — Enter groups to be excluded in this field using Add. You can
reorder, edit, and remove groups using the buttons underneath the field.

3 Click Update.

Configuring LDAP Relay

The RADIUS to LDAP Relay feature is designed for use in a topology where there is a central site with an LDAP/AD
server and a central SonicWall, with remote satellite sites connected into it through low-end SonicWall security
appliances that might not support LDAP. In that case, the central SonicWall can operate as a RADIUS server for
the remote SonicWalls, acting as a gateway between RADIUS and LDAP, and relaying authentication requests
from them to the LDAP server.

Additionally, for remote SonicWalls running non-enhanced firmware, with this feature the central SonicWall can
return legacy user privilege information to them based on user group memberships learned through LDAP. This
avoids what can be very complex configuration of an external RADIUS server such as IAS for those SonicWalls.

To configure the LDAP server relay settings:

1 Navigate to the Users > LDAP | LDAP Relay page.

Settings Schema Directory Referrals Users & Groups LDAP Relay Test

RADIUS TO LDAP RELAY SETTINGS

Mote: This appliance can operate as a RADIUS server for remote appliances that do not support LDAP, acting as a gateway between RADIUS and
LDAR, and relaying authentication requests from them to the LDAP server. ()

[} Enable RADIUS to LDAP Relay
Allow RADIUS clients to connectvia || Trusted Zones

(] WAN Zone

[ Public Zones
(] Wireless Zones
U

VPN Zone

RADIUS shared secret @
User group for legacy VPN users @
User group for legacy VPN client users

User group for legacy L2TP users

User group for legacy users with Internet
access

Mote: This screen applies only to units running Sonic0S 6.2 Enhanced and below

2 Configure these LDAP Relay options:
e Enable RADIUS to LDAP Relay — Enables this feature.

e Allow RADIUS clients to connect via - Check the relevant checkboxes and policy rules are added
to allow incoming Radius requests accordingly.

e RADIUS shared secret - This is a shared secret common to all remote SonicWalls.
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e User group for legacy VPN users — Defines the user group that corresponds to the legacy Access
to VPNs privileges. When a user in this user group is authenticated, the remote SonicWall is
notified to give the user the relevant privileges.

e User group for legacy VPN client users — Defines the user group that corresponds to the legacy
Access from VPN client with XAUTH privileges. When a user in this user group is authenticated,
the remote SonicWall is notified to give the user the relevant privileges.

e User group for legacy L2TP users — Defines the user group that corresponds to the legacy Access
from L2TP VPN client privileges. When a user in this user group is authenticated, the remote
SonicWall is notified to give the user the relevant privileges.

e User group for legacy users with Internet access — Defines the user group that corresponds to the
legacy Allow Internet access (When access is restricted) privileges. When a user in this user group
is authenticated, the remote SonicWall is notified to give the user the relevant privileges.

Configuring Test Settings

The Test page allows for the configured LDAP settings to be tested by attempting authentication with specified
user and password credentials. Any user group memberships and/or framed IP address configured on the
LDAP/AD server for the user is displayed.

To configure the LDAP server test settings:

1 Navigate to the Users > LDAP | Test page to test the configured LDAP settings.

Settings Schema Directory Referrals Users & Groups LDAP Relay Test

TEST LDAP SETTINGS

To test the LDAP settings, enter a valid LDAP login name and password and click the Test button. Mote that this will use any changes that have been made so far
in this page. Also note that multiple incorrect tries might lockout or disable the login name used here in the actual LDAP server based on the server configurations.

User

Test © Password authentication O CHARP @

Test Status Ready

Message from LDAP

Returned User Attributes

Mote: Use the above to test the connectivity and authentication from GMS. Go to Diagnostics » Network screen to test from the SonicWall.

Mote: This screen applies only to units running SonicOS 6.2 Enhanced and below

2 Enter avalid LDAP login name in the User field.
3 Enter the password for the LDAP login name in the Password field.
4 Choose the type of test:

e Password authentication

e CHAP

5 Click Test. The results are displayed in the Test Status and Returned User Attributes sections.
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More Information on LDAP Schemas

e Microsoft Active Directory: Schema information is available at
https://msdn.microsoft.com/library?url=/library/en-us/ldap/ldap/ldap_reference.asp

e RFC2798 InetOrgPerson: Schema definition and development information is available at
<http://rfc.net/rfc2798.html>

e RFC2307 Network Information Service: Schema definition and development information is available at
<http://rfc.net/rfc2307.html>

e Samba SMB: Development information is available at <http://us5.samba.org/samba/>

e Novell eDirectory: LDAP integration information is available at
<http://www.novell.com/documentation/edir873/index.html|?page=/documentation/edir873/edir873/d
ata/h0000007.html>

e User-defined schemas: See the documentation for your LDAP installation.
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7

Configuring Multi-LDAP

Topics:
e Managing Multi-LDAP Integration
e Configuring Login/Bind

e Configuring the General Settings

Managing Multi-LDAP Integration

To manage a multi-LDAP integration:

1 Navigate to the Users > Settings page.

Authentication Web Login Authentication Bypass User Sessions Accounting Customization
USER LOGIN SETTINGS

Authentication method for login | Windows ADILDA ¥

Allow only users listed locally

Include privileges from users listed locally

some X
Terminal Services Agent X
single-sign-on method (s)  Browser NTLM X
Authentication
RADIUS Accounting X
3rd Party API X

Case-sensitive user names

Enforce login uniqueness [

Force relogin atter password change |
Display user login info since last login D

ONE-TIME PA RD SETTINGS

Enforce password complexity for One-Time Password_|
One-time password Email format (@) PlainText (7)) HTML

One Time Password Format Characters v

One Time Password Length | 10 - |10 characters (0

2 From Authentication method for login, select either Windows AD/LDAP or LDAP + Local Users.
3 Click Configure AD Connector.

If you are connected to your firewall through HTTP rather than HTTPS, a message displays warning you of
the sensitive nature of the information stored in directory services and offering to change your
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connection to HTTPS. If you have HTTPS management enabled for the interface to which you are
connected (recommended), click Yes. The ADConnector Configuration dialog displays.

ADConnector Configuration
IP Address:

Port Number: 389

Shared Secret:

Update Cancel

4 After you have established a connection with the LDAP server, you can begin to add multiple LDAP
servers by navigating to Users > Multi-LDAP | Settings and click Add. Additional options appear.

5 Configure the following:

Role—Select a role for the server you are adding. You can choose a primary LDAP server role,
secondary server, or backup/replica server.

Name or IP Address—Enter the FQDN or the IP address of the LDAP server against which you wish
to authenticate. If using a name, be certain it can be resolved by your DNS server. Also, if using TLS
with the Require valid certificate from server option, the name provided here must match the
name to which the server certificate was issued (such as the CN) or the TLS exchange fails.

Port Number—The default LDAP over TLS port number is TCP 636. The default LDAP
(unencrypted) port number is TCP 389, but you can select from the Standard port choices
drop-down menu for more options. If you are using a custom listening port on your LDAP server,
specify it here.

Server timeout (seconds)—The amount of time, in seconds, that GMS waits for a response from
the LDAP server before timing out. The range is 1 to 99999, with a default of 10 seconds.

Overall operation timeout (minutes)—The amount of time, in minutes, to spend on any
automatic operation. Five (5) minutes is the default time. Some operations, such as directory
configuration or importing user groups, can take several minutes, especially when multiple LDAP
servers are in use.

Use TLS (SSL)—Use Transport Layer Security (SSL) to log in to the LDAP server. It is strongly
recommended that TLS be used to protected the username and password information that is sent
across the network. Most modern implementations of LDAP server, including Active Directory,
support TLS. Deselecting this default setting provides an alert that must be accepted to proceed.

Send LDAP ‘Start TLS’ Request—Some LDAP server implementations support the Start TLS
directive rather than using native LDAP over TLS. This allows the LDAP server to listen on one port
(normally 389) for LDAP connections, and to switch to TLS as directed by the client. AD does not
use this option, and it should only be selected when required by your LDAP server.

6 Click Update.

Configuring the Schema

To configure the LDAP server schema:

1 Navigate to the Users > Multi-LDAP | Schema page.
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Multi-LDAP

Settings

Schema Dewctory LoginBind

LDAP Schema | Microsaft Active Dineclary -

Qualified login name  userPrincipaltiame
User group membership
Additional user group ID use @

Framed IP address

‘Object class
Member

Is Dratmguished name

Dustinguished name

Additional user group match

e LDAP Schema—Select one of the following from the LDAP Schema:

NOTE: Selecting any of the predefined schemas automatically populates the fields used by
that schema with their correct values. These values cannot be changed and their fields are
dimmed.

Microsoft Active Directory (default)

RFC2798 inetOrgPerson

RFC2307 Network Information Service

Samba SMB

Novell eDirectory

User defined—Allows you to specify your own values; use this only if you have a specific or
proprietary LDAP schema configuration.

e Object class—This defines which attribute represents the individual user account to which the
next two fields apply.

e Attributes Login name —This defines which attribute is used for login authentication:

sAMAccountName for Microsoft Active Directory
inetOrgPerson for RFC2798 inetOrgPerson
posixAccount for RFC2307 Network Information Service
sambaSAMAccount for Samba SMB

inetOrgPerson for Novell eDirectory

e Qualified login name —Optionally, select an attribute of a user object that sets an alternative
login name for the user in name@domain format. This might be needed with multiple domains
in particular, where the simple login name might not be unique across domains.

NOTE: For Microsoft Active Directory, this is normally set to userPrinicpalName for log in
using name@domain, but could be set to mail to enable log in by email address. For
RFC2798 inetOrgPerson, it is set to mail.

e User group membership —this attribute contains the information in the user object of which
groups it belongs to. This is memberOf in Microsoft Active Directory. The other pre-defined
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schemas store group membership information in the group object rather than the user object,
and therefore do not use this field.

Framed IP address—this attribute can be used to retrieve a static IP address that is assigned to a
user in the directory. Currently it is only used for a user connecting through L2TP with the
SonicWall’s L2TP server In future, this might also be supported for Global VPN Client. In Active
Directory the static IP address is configured in the Dial-in view of a user’s properties.

User Group Objects—This section is auto-configured unless you select User Defined for the LDAP
Schema.

e Object class—Specify the name associated with the group of attributes.
e Attributes Member—Specify the attribute associated with a member.
e Select whether this attribute is a Distinguished name or User ID.

e Additional user group match—The Additional user group 1D user attribute and
Additional user group match user group attribute allow for a schema that could
set additional memberships for a user on top of those that are found through
member/memberOF attributes, such as Active Directory’s primary group attribute.

If the Additional user group ID userattribute is set and its use is enabled (Use is
selected), then when a user object is found with one or more instances of this attribute, a
search for additional user groups matching those are made in the LDAP directory. If a
group is found with the Additional user group match attribute set to that value
then the user is also made a member of that group.

@ NOTE: This additional LDAP sear is comparatively inefficient and so to maximize
performance and minimize load on the LDAP server it is only recommended to use this if it is
absolutely needed.

TIP: With Active Directory, you can set these to primaryGrouplD and primaryGroupToken
to include membership of their primary user group (typically Domain Users) for users.

_©

e Read from server—Click to read the user group object information from the LDAP server.

@ | NOTE: You must enter the primary domain on the Directory page first.
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Configuring the Directory

To configure the Directory:

1 Navigate to the Users > Multi-LDAP | Directory page.

Multi-LDAP

alDom:

Settings Schema Directary Lagin/Bind

Primary domain  mydomain.com

Trees ining users /Users

Trees containing user groups  mydomain corm/Users

Primary Domain—specify the user domain used by your LDAP implementation. For AD, this is the
Active Directory domain name; for example, yourADdomain.com. Changes to this field,
optionally, automatically update the tree information in the rest of the page. This is set to
mydomain.com by default for all schemas except Novell eDirectory, for which it is set to
o=mydomain.

Trees containing users—The trees where users commonly reside in the LDAP directory. One
default value is provided that can be edited, and up to a total of 64 DN values can be added by
clicking Add. GMS searches the directory using them all until a match is found or when the list is
exhausted. If you have created other user containers within your LDAP or AD directory, you should
specify them here.

Trees containing user groups—Same as the previous, only with regard to user group containers,
and a maximum of 32 DN values can be added by clicking Add. These are only applicable when
there is no user group membership attribute in the schema's user object, and are not used with
AD.

All the above trees are normally given in URL format but can alternatively be specified as
distinguished names (for example, myDom.com/Sales/Users could alternatively be given as
the DN ou=Users,ou=Sales,dc=myDom,dc=com). The latter form is necessary if the DN
does not conform to the normal formatting rules as per that example. In Active Directory the URL
corresponding to the distinguished name for a tree is displayed in the Object view in the
properties of the container at the top of the tree.

Ordering is not critical, but because they are searched in a given order, it is most efficient to place
the most commonly used trees first in each list. If referrals between multiple LDAP servers are to
be used, then the trees are best ordered with those on the primary server first, and the rest in the
same order that they are referred.

NOTE: AD has some built-in containers that do not conform (for example, the DN for the top
level users container is formatted as cn=Users, dc=.., using cn rather than ou) but GMS
knows about and deals with these, so they can be entered in the simpler URL format.
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@ NOTE: When working with AD, to locate the location of a user in the directory for the user
tree for login to server field, the directory can be searched manually from the Active
Directory Users and Settings control panel applet on the server, or a directory search utility
such as queryad . vbs in the Windows NT/2000/XP Resource Kit can be run from any PCin
the domain.

Configuring Login/Bind

1 Navigate to Users > Multi-LDAP | Login/Bind.
Choose one of the following radio buttons:

e Anonymous Login — Some LDAP servers allow for the tree to be accessed anonymously. If your
server supports this (Active Directory generally does not), then you might select this option.

e Give login name/location in tree — Select this option to build the distinguished name (dn) that is
used to bind to the LDAP server from the Login user name and User tree for login to server fields
according to the following rules:

e The first name component begins cn=

e The ‘location in tree’ components all use ou= (apart from certain Active Directory built-ins
that begin with cn=)

e The domain components all use dc=

e [fthe User tree for login to server field is given as a dn, you can also select this option if the
bind dn conforms to the first bullet above, but not to the second and/or the third bullet.

e Give bind distinguished name — Select this option if the bind dn does not conform to the first
bullet above (if the first name component does not begin with cn=). This option can always be
selected if the dn is known. You must provide the bind dn explicitly if the bind dn does not
conform to the first bullet above.

e Login user name — Provide the user account to use to log in to (bind) to the LDAP server.

e User tree for login to server — When Give login name/location in tree is selected, this specifies the tree
in the directory that holds the user object for the user account configured there to login (bind) to the
LDAP server.

e Password — The password for the user account specified above.

e When referred to other servers — Choose between Bind with this account or Bind with an equivalent
account on that server (same password).

Configuring the General Settings

1 Navigate to Users > Multi-LDAP | Settings | General Settings.
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£ [ Ten

ant - LocalDomain / GlobalView

lti-LDAP

(D Update was a success,

Settings Referrals Users & Groups LDAP Relay Test

LDAP Servers General Settings

Protocol version LDAP version 3 -

~'|  Require valid certificate from server when using TLS

Local certificate for TLS MNone

2 Configure the following:

Protocol version — Select either LDAPv3 or LDAPv2 from the drop-down menu. Most modern
implementations of LDAP, including Active Directory, employ LDAPv3.

Require valid certificate from server — Validates the certificate presented by the server during the
TLS exchange, matching the name specified above to the name on the certificate. Deselecting this
default option presents an alert, but exchanges between GMS and the LDAP server still use TLS —
only without issuance validation.

Local certificate for TLS — Optional, to be used only if the LDAP server requires a client certificate
for connections. Useful for LDAP server implementations that require passwords to ensure the
identity of the LDAP client (Active Directory does not require passwords). This setting is not
required for Active Directory.

If your network uses multiple LDAP/AD servers with referrals, then select one as the primary
server (probably the one that holds the bulk of the users) and use the above settings for that
server. It then refers GMS to the other servers for users in domains other than its own. For GMS to
be able to log in to those other servers, each server must have a user configured with the same
credentials (user name, password and location in the directory) as the login to the primary server.
This might entail creating a special user in the directory for the GMS login. Note that only read
access to the directory is required.
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Configuring Referrals

To configure LDAP server referrals:

1 Navigate to the Users > Multi-LDAP | Referrals page.

Settinzz Fefamals Usarz & Croups LDAPRelay Tast

LDAP Referrals and References

LDAP referrals and continuati can simplify suration, but using them can also lead to performance issues. They can be used by this SonicWall in
the following ways:
» It iz necessary to use referrals any time that user information is located on an LDAP server other than the confizured primary one.
= Individual dirsctory trees can be mamally confizured to span multipls LDAP sarvars, and that requires the use of continuation raferances during
authentication.
» During aute-configuration of the directory, continuation refarences can allow the trees to be read from multipls LDAP servers in a single operation.
« With single-sizn-on, the LDAF dirsctory is searched for domain entries corresponding to the domains that users are lozzed mto. For this to work with users
in multiple sub-demaims having separate LDAP servers, continuation references must be used hare.
¥ Allow refarrals
= Allow continuation references during user authentication
¥ Allow continuation references during diractory auto-confizuration
¥ Allow continuztion referances in domain searchas

Upnate Lancel
Mote: This screen applies only to units mrming SonicOS 6.5 Enhanced and zbove

2 Configure these fields:

e Allow referrals—Select this option any time that user information is located on an LDAP server
other than the configured primary one.

e Allow continuation references during user authentication—Select this option any time that
individual directory trees have been manually configured to span multiple LDAP servers.

e Allow continuation references during directory auto-configuration—Select this option to allow
the trees to be read from multiple LDAP servers in a single operation.

e Allow continuation references in domain searches—Select this option when using single-sign-on
with users in multiple sub-domains having separate LDAP servers.

3 Click Update.
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Configuring Multi-LDAP Users & Groups

To configure the LDAP users and groups settings:

1 Navigate to the Users > Multi-LDAP | Users & Groups page.

Settings Referals Users & Croups LDAPRelay Test
LDAP User Settings
¥ Allow only users listed locally
Default LDAP Usar Group: | None v

& Nirror LDAP user groups locally  Refresh period (mimates):

Mirror: All user groups on the LDAP sarver  * Only sroups that have member users or sroups

Exclode sroups in these sub-frees:

Update Lancel

Note: This screen applies only to units muming Sonic0S 6.5 Enhanced and zbove

2 Configure these fields:

e Allow only users listed locally — Requires that LDAP users also be present in the GMS local user
database for logins to be allowed.

e Default LDAP User Group — A default group on GMS to which LDAP users belong in addition to
group memberships configured on the LDAP server.

Group memberships (and privileges) can also be assigned simply with LDAP. By creating user
groups on the LDAP/AD server with the same name as GMS built-in groups (such as Guest
Services, Content Filtering Bypass, Limited Administrators, and so on) and assigning users to
these groups in the directory, or creating user groups on the SonicWall with the same name as
existing LDAP/AD user groups, GMS group memberships are granted upon successful LDAP
authentication.

GMS can retrieve group memberships more efficiently in the case of Active Directory by taking
advantage of its unique trait of returning a memberOT attribute for a user.

The list of users read from the LDAP server can be quite long, and you might not want to import
all of them. Remove is provided, along with several methods of selecting unwanted users. You can
use these options to reduce the list to a manageable size and then select the users to import.

Having users in GMS with the same name as existing LDAP users allows SonicWall user privileges
to be granted upon successful LDAP authentication.

e Mirror LDAP user groups locally — When this option is enabled, GMS periodically auto-imports
user groups and user group nestings (memberships where groups are members of other groups)
from the LDAP server(s) to create local user groups that mirror those in the LDAP directory.

These mirror user groups are listed separately on the Users/Local Groups page and have names
that include the domain in which they are located. They can be selected in access rules, CFS
policies, and so on, just like other local user groups, although there are a few restrictions with
them such as they cannot have other user groups added as members locally on the SonicWall
(although they can be made members of other local user groups and local users can be made
members of them). Users who are members of a user group on the LDAP server are automatically
given any access privileges set through its local mirror group.
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The groups are imported from the directory trees and configured from the trees containing user
group lists in the Directory view, and filters can be set below to exclude importing groups from
the given sub-trees under those.

The maximum number of user groups that can be imported is limited per product and an event
log is generated when not all of the groups found on the LDAP server can be imported because of
exceeding that.

@ TIP: To avoid hitting this limit, select to import only groups that have members or set filters
to avoid importing unnecessary groups. To see an XML list of all the user groups that you
might want to mirror, enter the following in the browser’s address bar:
https://ip-address/ldapMirror.xml.

e Mirror — Select the type of user groups that are mirrored by choosing:
e All user groups on the LDAP server

e Only groups that have member users or groups

e Exclude groups in these sub-trees — Enter groups to be excluded in this field using Add. You can
reorder, edit, and remove groups using the buttons underneath the field.

3 Click Update.

Configuring LDAP Relay

The RADIUS to LDAP Relay feature is designed for use in a topology where there is a central site with an LDAP/AD
server and a central SonicWall, with remote satellite sites connected into it through low-end SonicWall security
appliances that might not support LDAP. In that case, the central SonicWall can operate as a RADIUS server for
the remote SonicWalls, acting as a gateway between RADIUS and LDAP, and relaying authentication requests
from them to the LDAP server.

Additionally, for remote SonicWalls running non-enhanced firmware, with this feature the central SonicWall can
return legacy user privilege information to them based on user group memberships learned through LDAP. This
avoids what can be very complex configuration of an external RADIUS server such as IAS for those SonicWalls.

To configure the LDAP server relay settings:

1 Navigate to the Users > Multi-LDAP | LDAP Relay page.

Settinzs Rafarrals Tsars & CGroups LDAP Ralay Tazt

RADIUS to LDAP Relay Settings

This Sonic™Wall can operate 25 a RADIUS sarver for remote SonicWalls that do not support LDAP, acting as 2 sateway between RADIUS and LDAP, =
and relzying authantication requests from them to the LDAP sarver.

2 Enzble RADIUS to LDAP Relay

Allow RADIUS clients to conmect via:
' Trosted Zomes ) WAN Zone U Public Zomes ' Wireless Zones & VPN Zome

FADIUS zhared sscret:

Uzar group for legacy VPN users:

Uzer group for lesacy VPN client usars:

Usar group for legacy LITP users:

Usar group for legacy usars with Intemet accass:

Update Lancel

Mote: This screen applies only to units niming SonicOS 6.5 Enhanced and above
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2 Configure these LDAP Relay options:

Enable RADIUS to LDAP Relay — Enables this feature.

Allow RADIUS clients to connect via - Check the relevant checkboxes and policy rules are added
to allow incoming Radius requests accordingly.

RADIUS shared secret - This is a shared secret common to all remote SonicWalls.

User group for legacy VPN users — Defines the user group that corresponds to the legacy Access
to VPNs privileges. When a user in this user group is authenticated, the remote SonicWall is
notified to give the user the relevant privileges.

User group for legacy VPN client users — Defines the user group that corresponds to the legacy
Access from VPN client with XAUTH privileges. When a user in this user group is authenticated,
the remote SonicWall is notified to give the user the relevant privileges.

User group for legacy L2TP users — Defines the user group that corresponds to the legacy Access
from L2TP VPN client privileges. When a user in this user group is authenticated, the remote
SonicWall is notified to give the user the relevant privileges.

User group for legacy users with Internet access — Defines the user group that corresponds to the
legacy Allow Internet access (When access is restricted) privileges. When a user in this user group
is authenticated, the remote SonicWall is notified to give the user the relevant privileges.

Configuring Test Settings

The Test page allows for the configured LDAP settings to be tested by attempting authentication with specified
user and password credentials. Any user group memberships and/or framed IP address configured on the

LDAP/AD server for the user is displayed.

To configure the LDAP server test settings:

1 Navigate to the Users > Multi-LDAP | Test page to test the configured LDAP settings.

Settinzz Fafarmals Uzers & CGroups LDAP Relay

Test LDAP Settings

To run the LDAP test, selact tha server and type of test, enter any raquired information and click the Test button. Mote that this will apply any chanszes that

have beanmade.
Test method: ® Via FireWall O Via GMS
Select sarver to test: v
Test: ® Connectivity / bind test O User authenticationtest O LDAP saarch

s ™

| Test )

Dhagnestic Data display is available only at the Unit level.
|
I/—\I I/—\I
\. Rafresh I Delate J
Up(!ate Lancel

Note: This seraen zpplies only to units ruvming SonicOS 6.5 Enhanced and zbove

2 Choose the test method:
e Via Firewall
e ViaGMB

3 Choose the type of test:
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e Connectivity/bind test
e User authentication test
e LDAP search

4 Click Test. The results are displayed in the Test Status and Returned User Attributes sections.
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Configuring TACACS+

If you selected Use TACACS+ for user authentication or Use TACACS+ but also allow locally configured
users, you must now configure TACACS+ information.
Topics:

e Configuring TACACS+ Servers

e Configuring TACACS+ General Settings

e Configuring TACACS+

e TACACS+ Test

Configuring TACACS+ Servers

To configure TACACS+ servers:

1 Navigate to the Users > TACACS+ | Settings page.

Settings TACACS Users Test

TACACS+ SERVERS SETTINGS
TACACS: Servers General Settings
# HOST NAME/IP ADDRESS PORT PARTITION EMABLE CONFIGURE

No TACACS+ Servers Found.
Add... Show partition: All v

Note: This screen applies only to units running SonicOS 6.5.2 Enhanced and above
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2 Under the TACACS+ Servers view, click Add.

TACACS

ﬂ { Tenant - LocalDomain / GlobalView
Add... )
Settings Advanced
Host Name or IP Address  0.0.0.0 Port 49
Shared Secret
Confirm Shared Secret
Update Reset

3 Enter the Host Name or IP Address of the TACACS+ server and port number.

4  Enter a Port. The default port is 49.

5 Enter and confirm the Shared Secret.

6 If you want to send the traffic through a VPN tunnel, click Advanced and then check Send Through VPN
tunnel.

7 Click Update.

Configuring TACACS+ General Settings

To configure TACACS+ general settings:

1 Navigate to the Users > TACACS+ | Settings | General Settings page.

Settings TACACS Users Test

TACACS+ SERWVERS SETTINGS
TACACS+ Servers General Settings
TACACS+ Server Timeout (seconds) 25

Retries 3

[} Support Single-Connect (&
Periodically check TACACS servers that are down (1)

( Update ) IC Reset )

Mote: This screen applies only to units running Sonic0S 6.5.2 Enhanced and above

2 Specify the TACACS+ Server Timeout in seconds. The default is 25 seconds.

3 Define the number of times the SonicWall attempts to contact the TACACS+ server in the Retries field. If
the TACACS+ server does not respond within the specified number of retries, the connection is dropped.
This field can range between 0 and 10, 3 tries is the default value.
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4 If you want to enable Single-Connect, check Support Single-Connect. Using Single-Connect, you can
support multiple TACACS+ sessions using a single TCP connection.

5 If you want GMS to check for malfunctioning servers - unresolved DNS and so on, check the Periodically
check TACACS servers that are down option.

6 Click Update.

TACACS+ Users

To configure TACACS+ users:
1 Navigate to the Users > TACACS+ | TACACS Users page.

Settings TACACS Users Test

| TACACS+ USER SETTINGS
Allow only users listed locally

Mechanism for looking up user group memberships for TACACS+ users:
@ Use LDAP to retrieve user group information
To configure LDAP settings, go to screen.  Users » Multi-LDAP
O Local configuration only

Default user group to which all TACACS+ users belong:

--Select & user group-- r

O

MNote: This screen applies only to units running Sonic0S 6.5.2 Enhanced and above

2 To allow only those users who are configured locally, but to still use TACACS+ to authenticate them,
select Allow only users listed locally.

3 Select the mechanism used for setting user group memberships for TACACS+ users from the following
list:

e Use LDAP to retrieve user group information: select to tell the RADIUS server to send
vendor-specific attributes back to the SonicWall appliance.

e Local configuration only: select when you want TACACS+ users to use local settings only.
4  From the drop-down menu select the user group for all TACACS+ users.

5 Click Update.
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TACACS+ Test

To test your TACACS+ Settings:

1

5
6

Navigate to the Users > TACACS+ | Test page.

Settings TACACS Users Test

TEST TACACS SETTINGS

Co AlALS 5

To test the TACACS settings select the test, enter a user name and password that is valid on the TACACS server if
relevant, and then click the Test button.
Mote that this will apply any changes that have been made.

Select server to test: | 0.0.0.0 A\
Test: Connectivity @ Password authentication O CHAP O MsCHAP (@
Outbound TACACS+ Authentication

[} TestCombined A48 @
D Send clear TACACS+ packet

User:

Password:

TEST

‘ Diagnostic Data display is available only at the Unit level.

((Update ) ( meset )

Note: This screen applies only to units ruaning SonicOS 6.5.2 Enhanced and above

Select the server to test from the drop-down list.

Check one of the radio buttons based on what you want to check. You can check Connectivity, Password
Authentication, CHAP, or MS-CHAP.

Select one of the check-boxes for the type of testing you would like to complete:
e Outbound TACACS+ Authentication
e Test Combined AAA
e Send clear TACACS+ packet

Enter a User Name and Password.

Click Test.

If the validation is successful, the Status message changes to Success. If the validation fails, the Status message
changes to Failure.
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Configuring Local Users

GMS uses a Group/User hierarchy for organizing users. This section describes how to configure new users and
groups.

To add or edit a user:

1 Navigate to the Users > Local Users page.

g

LOCALU

5]
ny]
(%]
L

SETTINGS

|:| Apply password constraints for all local users (@
|:| Prune expired user accounts

Preferred display format for domain user

O name(@domain.com

names
O domaininame (Windows)
O name.domain (Movell)
@ Automatic (from the LDAP schema)
LOCAL USERS
» NAME CFs POLICY GUEST SERVICES ~ LIMITED ADMIN VPN ACCESS CONFIGURE

No Entries
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2 To add a local group, click Add. To edit the settings of an existing user, click its Configure icon.

Settings Groups WFN Access User Quota
USER SETTINGS
Name @
Display Name @
Password

Confirm Password

One-time passwords Disahled v

D User must change password

E-mail address
|:| Prune account upon expiration

Comment

( Update ) ( Cancel )

3 Configure the following options:

Name—name of the user.
Display Name—the user’s name as you would like it displayed

Password/Confirm—password of the user.

4 Optionally, select User must change password to force users to change their passwords the first time
they login. This option is not selected by default.

5 From One-time password method, select the method to require SSL VPN users to submit a
system-generated password for two-factor authentication:

®

®

TIP: When a Local User does not have a one-time password enabled, while a group it belongs to
does, ensure the user’s email address is configured, otherwise this user cannot login.

TIP: To avoid another password change request for this user, this option applies only to the first
login.

Disabled (default) — If User must change password is selected, a dialog to change it displays at the
first login attempt.

OTP via Mail — Users receive a temporary password by email after they enter their user name and
first password. After receiving the password-containing email, they can enter the second
password to complete the login process. Go to Step 12.

TOTP — Users receive a temporary password by email after they input their user name and first
password, but to use this feature, users must download a TOTP client app (such as Google
Authentication, DUO, or Microsoft Authentication) on their smart-phone.

The unbind totp key displays.

6 Enter the user’s email address so they can receive one-time passwords.

7 Optionally, enter a comment in the Comment field.

8 Click the Groups view.
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Groups

Settings Groups WPM Access User Quota

GROUP MEMBERSHIPS

User Groups Member OFf
Content Filtering Bypass Everyone
Guest Administrators Trusted Users

Guest Services

Limited Administrators
SonicWALL Administrators
SonicWALL Read-Only Admins
SSLVPN Services

O G
( Update ) ( Cancel )

1 Select one or more User Groups to which this user is a member and click the right arrow (>). Repeat this
step for each group to add. You can also choose Add All.

@ NOTE: To remove a user from a group:
1 Select the group from the Member of list.
2 Either:

e C(Click the Left Arrow <-.

e Click Remove All.

@ | NOTE: You cannot delete Everyone and Trusted Users from Member Of.

3 To configure which network resources VPN users (either GVC, NetExtender, or Virtual Office bookmarks)
can access, click VPN Access.

4 Click the VPN Access view.

GMS 9.3 Users Administration Guide
Configuring Local Users



VPN Access

Settings Groups VPN Access User Quota
VPN CLIENT ACCESS NETWORKS
Networks Access List
All Interface IP

All Intertace IPvE Addresses
All LAN/XD Management [P
All MO Management IP

All MGMT Management IP
All Uo Management IP

All U1 Management IP

All WAN [P

Al WANK1 Management IP
All X10 Management IP

All X11 Management IP

Add Al (< ) ( Removean )
( Update ) ( Cancel )

1 Select one or more networks from Networks.

2 Click the Right Arrow (->). Repeat this step for each network to add.

NOTE: VPN Access affects the ability of remote clients using GVC, NetExtender, and Virtual Office
bookmarks to access network resources. To allow these users to access a network resource, the

network address objects or groups must be added to the Access List.

3 To remove the user’s access from a network:

e Select the network(s) from the Access List, and then click Left Arrow (<-).

e Click Remove All.

4 When you are finished, click OK. The settings are saved. Repeat this procedure for each user to add or

modify.
5 Click User Quota.
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User Quota

Settings Groups VPN Access User Quota
User Quota
Quota Cycle Type Setting: Mon Cyclic ¥
Session Lifetime: 1 Hours v
Receive limit (0 to disable): Unlimited MEB ¥ | B2
Transmit limit (0 to disable): Unlimited MB ¥ | B2

(update ) (( cancel )

1 Configure the options.

2 Click Update to complete the User configuration.
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10

Configuring Local Groups

By default, GMS includes the following groups:

Everyone
Guest Services

Limited Administrators

Trusted Users

SonicWall Read-Only Admins
SSLVPN Services
SonicWall Administrators

Guest Administrators

The permissions of these groups are automatically applied to its members unless you manually modify a user’s
settings.

To add or edit a group:

1 Navigate to the Users > Local Groups page.

Local groups are displayed in the Local Groups table. Certain local groups are default groups that can be

modified, but not deleted.

USER LOCAL GROUPS
(] »NAME

» Everyone
» Content Filtering Bypass
» Guest Services
» Limited Administrators
» Trusted Users
» SenicWALL Read-Onby Admins
» SSLVPN Services
» SonicWALL Administrators

» Guest Administrators

Add New Local Group

CFs POLICY

Default

Filters bypassed

Default

Default

Default

Default

Default

Default

Default

WGS MAC FILTERING

LIMITED ADMIN VPN ACCESS CONFIGURE

@

~

N
g & © e @

S

@
o

NN N N N N NN

@
0

e Checkbox — Used to select individual local groups. Default local groups cannot be changed, and,

therefore, their checkboxes are dimmed.

e Expand/Collapse icons — By default, only the local group’s name is listed. Clicking the:
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e Expand icon expands the listing to show all members of the group. If the local group does
not have any members, the words, No Members, appears under that group’s listing.

e Collapse icon hides the local group’s membership.
Name — Lists both the default and configured local groups by name.

If the Enable Multiple Administrator Role option has been enabled on the System >
Administration page, the Users > Local Groups page lists these default role-based administrator
groups:

e System Administrators
e Cryptographic Administrators
e Audit Administrators

Bypass content filters — Indicates with a green checkmark icon whether content filtering is
bypassed for the local group. Mousing over the icon displays a tooltip.

For remote users, a Comment icon displays Not applicable with remote
authentication.

Guest Services — Indicates with a green checkmark icon whether guest services is active for the
local group. Mousing over the icon displays a tooltip.

For remote users, a Comment icon displays Not applicable with remote
authentication.

Limited Admin — Displays the type of administration capabilities available to the local group.
Mousing over the icon displays a tooltip regarding the listed capability.

For remote users, a Comment icon displays Not applicable with remote
authentication.

Comment — Lists any comment provided for the local group.

VPN Access — Displays a Comment icon for each group and each member of the group. Mousing
over the icon displays the status of the local group’s VPN access and that of each member of the

group.
Configure — Displays the Edit and Delete icons for each local group and group member, and for

group members, a Remove icon. If an icon is dimmed, that function is not available for that local
group or group member.
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2 To add alocal group, click Add New Local Group. To edit the settings of an existing group, click Configure.

Settings Members VPN Access CFS Policy  Administration

GROUP SETTINGS

P
Name {0
Domain Select domain.. ¥
Comment 6]

LDAF Location

For users &t or under the given location
&t the given location

One-time passwords Disabled v

(" Update ) ( cancel )

3 Enter a name for the new local group in the Name field.

@ | NOTE: The name of a predefined user or group cannot be edited and the field is dimmed.

4 Enter the domain name in the Domain field. You can select the Domain from the drop-down menu. If you
enter a domain name that is not listed, you must enter the full domain name or a message is displayed.

5 Optionally, enter a comment about the local group in the Comment field.

6 Optionally, select Memberships are set by user’s location in the LDAP directory checkbox. If this setting is
enabled, when users log in or are identified through SSO, if their user object on the LDAP server is at the
location specified in LDAP Location (or under it if appropriate), they are given membership to this user
group for the session. This setting is disabled by default.

@ | TIP: Local users and other groups also can be made members of the group on the Members view.

If you enable this setting, the LDAP Location field becomes active.

a Inthe LDAP Location field, enter the location in the LDAP directory tree. The location can be given
as a path (for example, domain.com/users) or as an LDAP distinguished name.

NOTE: If LDAP user group mirroring is enabled, then for mirror user groups this field is
read-only and displays the location in the LDAP directory of the mirrored group.

b Select precisely where the location is from one of the For Users options:
e at or under the given location (default)
e at the given location

7 Optionally, to require one-time passwords for the group, select One-time passwords. If you enable this
setting, users must have their email addresses set.

8 Click Update.

9 Click the Members view.
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Members

Settings Members VPN Access CFS Policy  Administration

GROUP MEMBERSHIPS
Mon-Member Users and Groups Member Users and Groups
Content Filtering Bypass ™ —---
Eweryone
Guest Administrators
Guest Services

I imitad Adminictratoree

(< ) ( Removeni )
( pdate ) ( cancel )

1 Select the members or groups that belong to this group and click the right arrow (->).

Click Add All to add all users and groups.

@ NOTE: You can add any group as a member of another group except Everybody and All LDAP
Users. Be aware of the membership of the groups you add as members of another group.

To remove users and/or groups, from the Member Users and Groups list, select the user(s) and/or
group(s) and click the Left Arrow <-. To remove all users and groups, click Remove All.

2 Click Update.
3 Click the VPN Access view.

VPN Access

Settings Members VPN Mccess CF5S Policy  Administration
WPMN CLIENT ACCESS METWORKS
Metworks Access List
All Interface IP

All Interface IPvE Addresses
All LAN/XO Management IP
All MO Management IP

All AZhAT bdsnascmant 1D

.C ) ( Remave Al )
( pdate ) ( cancel )

1 From the Networks list, select the network resource(s) to which this group has VPN Access by default.
@ | NOTE: Group VPN access settings affect remote clients and SSL VPN Virtual Office bookmarks.

2 Click the Right Arrow -> to add the resource(s) to Access List.

To remove resource(s), from the Member Users and Groups list, select the resource(s) and click the Left
Arrow <-. To remove resources, click Remove All.
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3 Click the CFS Policy view.

CFS Policy

Settings Members WPN Access CFS Policy  Administration

CFS POLICY
Policy Default v

Mote: This tab applies only to units running SonicOS 6.2 and below.

I

1 Select a CFS policy to apply to the group in the Policy drop-down menu.
2 When you are finished, click Update. The settings are saved.

3 Click the Administration view.

Administration

Settings Members WFN Access CFS Policy  Administration

ADMINISTRATION
[] Members go straight to the management Ul on web login ()
If this group will give read-only administration and is used with other administrative groups ()
O The administrative rights from the ather groups override thiz {no read-only restriction)

O The administrative rights from the other groups will be restricted to read-only

1 If the new group is to be made an administrative group by giving it membership in another
administrative group, select Members go straight to the management Ul on web login. This option is
not selected by default.

2 The If this read-only admin group is used with other administrative groups options control what
happens when users start with membership in a user group that gives read-only administration (that is,
the SonicWall Read-Only Admins group or one with membership in it) and then are added to other
administrative user groups. To give users the:

e Admin rights set by their other administrative groups with no read-only restriction, choose The
administrative rights from the other groups override this (no read-only restriction). This setting
allows the read-only admin group to be the default for a set of users, but then overrides the
default for selected users by making them members of other administrative groups so they can do
configuration. This option is selected by default. In the Local Users table, the Admin column for
the user displays the other group’s designation, such as Ltd or “Full.”

e To give member users the administration level set by their other groups, but restrict them to
read-only access, select The administrative rights from the other groups will be restricted to
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read-only. In the Local Users table, the Admin column for the user displays the dual designation,
such as Rd-Only Ltd.

@ TIP: To do a mix of both, select the first option for SonicWall Read-Only Admins, and then
create another group that is a member of this group, but that has the second option
selected (but not vice versa).

@ NOTE: If a user is a member of a read-only admin group and has membership in no other
administrative groups, then that member gets full-level access (as per SonicWall
Administrators) restricted to read-only.

3 Click Update to complete the configuration.

Editing Local Groups

To edit a local group:
1 Navigate to Users > Local Groups.

2 Click the Edit icon in the Configuration column for the group that you want to edit. The Edit Group dialog
displays, which is the same as the Add Group dialog.

3 Follow the steps in Configuring Local Groups.
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Configuring Guest Services

Guest Services determine the limits and configuration of the guest accounts. Guest accounts are temporary
accounts set up for users to log into your network.

You can create guest accounts manually as needed or generate them in batches. Guest accounts are typically
limited to a predetermined life-span. After their life span, by default, the accounts are removed.

Configuring Guest Services

To configure Guest Services:

1 Navigate to the Users > Guest Services page.

LISER NAME PREFIX | ACCOUNTLWETME  SESSONLIETIE oLE TMEGUT RECENE LT TRANSART LT QUOTA CTELE CONRSLRE

poest e 1Hewr Lo Meutes Urimtes. Lrimng Hon Cyehe s

2 Check Show guest login status window with logout to display a user login window on the user’s
workstation whenever the user is logged in. Users must keep this window open during their login
session. The window displays the time remaining in their current session. Users can log out by clicking
Logout in the login status window.
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3 Click Add Guest Profile below the Guest Profiles list to create a guest profile. The Add Guest Profile
window displays.

4

ADD GUEST PROFILE
Profile Name
Uszer Name Prefix | guest

@ Auto-generate user name

Auto-generate password
[#] Enable account
Auto-prune account
@ Enforce login uniqueness
Activate account upon first login
Account Lifetime 7 Days L
Idle Timeout 10 Minutes w
Quota Cycle T!,_rpe Mon Cyclic w
Setting
Session Lifetime 1 Hours v
RecelyelimitiDda:  [Eoeg MB v |@E
dizable)
Transmit limit(0 to Uniimited ME v |®

disable)
COMMENT

Comment | Auto-generated

| Updat Reset
ﬂae_:ll: e

In the Add Guest Profile window, configure these options:

Profile Name: Enter the name of the profile.
User Name Prefix: Enter the first part of every user account name generated from this profile.

Auto-generate user name: Check this to allow guest accounts generated from this profile to have
an automatically generated user name. The user name is usually the prefix plus a two- or
three-digit number.

Auto-generate password: Check this to allow guest accounts generated from this profile to have
an automatically generated password. The generated password is an eight-character unique
alphabetic string.

Enable Account: Check this for all guest accounts generated from this profile to be enabled upon
creation.

Auto-Prune Account: Check this to have the account removed from the database after its lifetime
expires.

Enforce login uniqueness: Check this to allow only a single instance of an account to be used at
any one time. By default, this feature is enabled when creating a new guest account. If you want
to allow multiple users to login with a single account, disable this enforcement by clearing
Enforce login uniqueness.

Activate account upon first login: To delay the Account Expiration timer until a user logs into the

account for the first time, select Activate Account Upon First Login. This option is not selected by
default.
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Account Lifetime: This setting defines how long an account remains on the security appliance
before the account expires. You can specify from 1 to 9999 in the Account Lifetime field and select
the type of duration from the drop-down menu:

e Minutes
e Hours
e Days

The default is 7 Days.

If Auto-Prune is enabled, the account is deleted when it expires. If Auto-Prune is cleared, the
account remains in the list of guest accounts with an Expired status, allowing easy reactivation.

Idle Timeout: Defines the maximum period of time when no traffic is passed on an activated guest
services session. Exceeding the period defined by this setting expires the session, but the account
itself remains active as long as the Account Lifetime has not expired. The Idle Timeout cannot
exceed the value set in the Session Lifetime.

You can specify from 1 to 9999 in the Account Lifetime field and select the type of duration from
the drop-down menu:

e Minutes
e Hours
e Days

The default is 10 Minutes.
To specify the quota cycle type, select from the Quota Cycle Type Setting drop-down menu:

e Non Cyclic (default)

e Per Day
e Per Week
e Per Month

Session Lifetime: Defines how long a guest login session remains active after it has been
activated. By default, activation occurs the first time a guest user logs into an account.
Alternatively, activation can occur at the time the account is created by clearing Activate account
upon first login. The Session Lifetime cannot exceed the value set in the Account Lifetime.

You can specify from 1 to 9999 in the Session Lifetime field and select the type of duration from
the drop-down menu:

e Minutes
e Hours
e Days

The default is 1 Hours.

To limit the amount of data the user can receive, enter the amount, in MB, in Receive limit (0 to
disable) field. The range is from 0 (no data can be received) to 999999999 MB to Unlimited
(default).

To limit the amount of data the user can send, enter the amount, in MB, in Transmit limit (0 to
disable) field. The range is from 0 (no data can be received) to 999999999 MB to Unlimited
(default).

Comment: Any text can be entered as a comment in the Comment field.

5 Click Update to add the profile.
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Editing Guest Profiles

To edit guest profiles:
1 Click the Edit icon in the Configure column for the profile.

2 Follow the steps in Configuring Guest Services.

Deleting Guest Profiles

You can delete all guest profiles except the Default profile.

To delete guest profiles:
1 Select either:
e The checkbox(es) of the guest profile(s) to be deleted.

e The top left checkbox in the Guest Profiles table. All checkboxes (except for the Default profile)
become selected.

Delete Guest Profile(s) becomes active.
2 Click Delete Guest Profile(s). A confirmation message displays.

3 Click Update.
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Configuring Guest Accounts

Lists the guest services accounts configured on the SonicWall Security Appliance. You can enable or disable
individual accounts, groups of accounts, or all accounts, as well as set the Auto-Prune feature for accounts, set
an Account or Session Expiration date or time, and you can add, edit, delete, and print accounts.

To add a new guest account:

1 Navigate to the Users > Guest Accounts page.

(] ACCOUMNT NAME

ACCOUNT LIFETIME SESEION LIFETIME OLE TIMEDLT RECENVE LIMIT

P st Aowunts Dfiemsd

TRANSMIT LMIT

QUGTA CYCLE COMFIGURE

2 Under the list of guest accounts, click Add Guest Account.

USER SETTINGS
Profile

MName

Comment
Password

Confirm Password

GUEST SERVICES

Account Expires
|dle Timeout

Quota Cycle Type
Setting:

Session Lifetime:

Receive limit [0 to
disable)

Transmit limit (0 to
disable)

Dsfault w
guest? 3
Ato-generated

Generate

Enable Guest Services Privilege
Enforce login uniqueness
Automatically prune account upon account expiration

D Activate account upon first login

7 || Days L

10 Minutes v

i*.«lv.)-n Cyclic

.1 Hours v

Unlimited MB v | @
.

Unlimited MB w | (D

[ Update ) [ Reset

3 Configure these parameters for the guest account:

e Profile: Select the Guest Profile from which to generate this account.
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e Name: Enter a name for the account or click Generate. The generated name is the prefix in the
profile and a random two or three digit number.

e Comment: Enter a descriptive comment.

e Password: Enter the user account password or click Generate. The generated password is a
random string of eight alphabetic characters.

e Confirm Password: If you did not generate the password, re-enter it.
e Enable Guest Services Privilege: Check this for the account to be enabled upon creation.

e Enforce login uniqueness: Check this to allow only one instance of this account to log into the
security appliance at one time. Leave it unchecked to allow multiple users to use this account
immediately.

e Automatically prune account upon account expiration: Check this option to have the account
removed from the database after its lifetime expires.

e To begin the timing for the account expiration, select Activate account upon first login.

e Account Lifetime: This setting defines how long an account remains on the security appliance
before the account expires. You can specify from 1 to 9999 in the Account Expires field and select
the type of duration from the drop-down menu:

e Minutes
e Hours
e Days

The default is 7 Days.
If Automatically prune account upon account expiration is:
e Enabled, the account is deleted when it expires.

e Disabled, the account remains in the Guest Accounts table with an Expired status to allow
easy reactivation.

e To define the maximum period of time when no traffic is passed on an activated guest services
session, enter the timeout duration in Idle Timeout. Exceeding the period defined by this setting
expires the session, but the account itself remains active as long as the Account Lifetime has not
expired. The Idle Timeout cannot exceed the value set in the Session Lifetime.

@ | NOTE: This setting overrides the idle timeout setting in the profile.

You can specify from 1 to 9999 in the Account Lifetime field and select the type of duration from
the drop-down menu:

e Minutes
e Hours
e Days

The default is 10 Minutes.
4 To specify the quota cycle type, select from the Quota Cycle Type Setting drop-down menu:

e Non Cyclic (default)

e Per Day
e Per Week
e Per Month
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To define how long a guest login session remains active after it has been activated, specify the duration in
Session Lifetime. By default, activation occurs the first time a guest user logs into an account. The
Session Lifetime cannot exceed the value set in the Account Lifetime.

@ | NOTE: This setting overrides the session lifetime setting in the profile.

You can specify from 1 to 9999 in the Session Lifetime field and select the type of duration from the
drop-down menu:

e Minutes
e Hours
e Days

The default is 1 Hours.

Receive limit (0 to disabled): Enter the number of megabytes the user is allowed to receive. The
minimum number is 0, which disables the limit; the maximum is Unlimited, the default.

Transmit limit (0 to disabled): Enter the number of megabytes the user is allowed to transmit. The
minimum number is 0, which disables the limit; the maximum is Unlimited, the default.

To limit the amount of data the user can receive, enter the amount, in MB, in Receive limit (0 to disable)
field. The range is from O (no data can be received) to 999999999 MB to Unlimited (default).

To limit the amount of data the user can send, enter the amount, in MB, in Transmit limit (0 to disable)
field. The range is from O (no data can be received) to 999999999 MB to Unlimited (default).

10 Click Update to generate the account.

Editing Guest Accounts

To edit guest accounts:

1
2

Click the Edit icon in the Configure column for the profile.

Follow the steps in Configuring Guest Accounts.

Deleting Guest Accounts

You can delete all guest profiles except the Default profile.

To delete a guest account

1
2

Click the Delete icon for the guest account. A confirmation message displays.

Click OK.

To delete one or more guest accounts:

1

2
3
4

Navigate to Users > Local Users or Local Groups.
Select the checkbox(es) of the guest profile(s) to be deleted.
Click the DELETE icons in the Configuration column. A confirmation message displays.

Click OK.
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To delete all guest accounts:

1 Select the checkbox in header of the Guest Accounts table. All checkboxes (except for the Default profile)
become selected. Delete Guest Accounts becomes available.

2 Click Delete Guest Accounts. A confirmation message displays.

3 Click OK.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract and to customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.SonicWall.com/support.

The Support Portal enables you to:

View knowledge base articles and technical documentation

View and participate in the Community forum discussions at
https://community.sonicwall.com/technology-and-support.

View video tutorials

Access MySonicWall

Learn about SonicWall professional services

Review SonicWall Support services and warranty information
Register for training and certification

Request technical support or customer service

To contact SonicWall Support, visit https://www.SonicWall.com/support/contact-support.
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