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Introduction

This Getting Started Guide contains installation procedures and configuration guidelines for deploying the
SonicWall® Email Security 9.2 Virtual Appliance on a server on your network.

SonicWall Email Security provides effective, high-performance and easy-to-use inbound and outbound email
threat protection. Ideal for the small to medium size business, this self-running, self-updating software delivers
powerful protection against spam, virus and phishing attacks in addition to preventing leaks of confidential
information. Combining anti-spam, anti-phishing, content filtering, policy management and content compliance
capabilities in a single seamlessly integrated solution, SonicWall Email Security provides powerful protection
without complexity.

The SonicWall Email Security Virtual Appliance allows for the secure and easy deployment of SonicWall Email
Security solution within a virtual environment.

NOTE: SonicWall TotalSecure Email provides complete protection from spam, virus attacks and phishing.
Without TotalSecure Email, to use the spam and phishing protection provided by SonicWall Email Security,
you must have a subscription to SonicWall Email Protection and Dynamic Support. If you need to purchase
a subscription, contact your SonicWall vendor.

The SonicWall Email Security Virtual Appliance provides the following benefits:

e Scalability and Redundancy:

e Multiple virtual machines can be deployed as a single system, enabling specialization, scalability,
and redundancy.

e Operational Ease:

e Users can virtualize their entire environment and deploy multiple machines within a single server
or across multiple servers.

e Product Versatility:

e SonicWall Email Security Virtual Appliance is compatible with other SonicWall Email Security
platforms (Windows Software/Appliance Hardware) as a stand-alone (All-In-One), control center,
or remote analyzer.

e Security:

e SonicWall Email Security Virtual Appliance provides an optimized, non-tamperable software and
hardware architecture.

NOTE: For SonicWall Email Security documentation, refer to the SonicWall Email Security
9.2 Administration Guide. This and other documentation are available at:
http://www.sonicwall.com/us/Support.html

Please read this entire Getting Started Guide before setting up your SonicWall Email Security virtual appliance
and note that an updated version of this guide may exist. For SonicWall Email Security documentation, refer to
the SonicWall Email Security 9.2 Administration Guide. This and other documentation are available on
SonicWall’s Support Website:

https://www.sonicwall.com/en-us/support
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Topics:

What You Need to Begin on page 4

Supported VMware Platforms on page 4

System Requirements on page 4

HTTPS Connectivity to License Manager on page 5

Files for Installation on page 5

What You Need to Begin

e A computer to use as a management station for initial configuration of SonicWall Email Security

e An Internet connection

e An Internet browser

@ | NOTE: SonicWall Email Security requires the latest Chrome, Firefox, or Edge browser.

Supported VMware Platforms

The elements of basic VMware structure must be implemented prior to deploying theSonicWall Email Security
Virtual Appliance. SonicWall Email SecurityVirtual Appliance runs on the following VMware platforms:

ESXi 5.5 and newer

You can use the following client applications to import the image and configure the virtual settings:

VMware vSphere — Provides infrastructure and application services in a graphical user interface for ESXi,
included with ESXi. Provides Thick provisioning when deploying SonicWall Email Security Virtual
Appliance.

VMware vCenter Server — Centrally manages multiple VMware ESXi environments. Provides Thick
provisioning when deploying SonicWall Email Security Virtual Appliance.

System Requirements

The following hardware resources are the minimum requirements for the SonicWall Email Security Virtual
Appliance:

Additional 160 GB minimum

NOTE: The OVA image for the SonicWall Email Security Virtual Appliance specifically allocates 80
GB on the virtual disk and cannot be altered.

8GB of RAM

Processor: 2 Core Processor (minimum); 4 Core Processor (recommended)
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HTTPS Connectivity to License Manager

Email Security products communicate with the SonicWall License Manager servers using the default HTTPS port.
The Upstream firewalls in the network where this Email Security system is deployed must allow HTTPS
communication on port 443 that is initiated from the 9.2 upgrade process.

NOTE: To test connectivity in SonicWall Email Security 9.2, click the Test Connectivity to SonicWall
button on the System > License Management page in the user interface. If the test fails, check your
firewall to be sure that outbound HTTPS communication is allowed.

Files for Installation

You will use different files for a fresh installation than when updating to a newer version. For more information
see:

e New Deployment Files on page 5

e Updater File on page 5

New Deployment Files

SonicWall Email Security Virtual Appliance is available for download from http://www.mysonicwall.com. For a
fresh install, the Open Virtual Appliance (OVA) file with the following file name format is available for import
and deployment to your ESXi server:

e ES VM64_XX_XXXX.ova
@l NOTE: Do not rename the OVA files.

Updater File

For updating the version of an existing Email Security Virtual Appliance, a file with the following file name
format is available from MySonicWall:
e es-X.X.X.XXXX-linux-updater-Haswell-der-signed.sh
@l NOTE: Do not rename the updater file.

The es-X.X.X.XXXX-linux-updater-Haswell-der-signed.sh file is uploaded to the Upload Patch section of the
MANAGE | Firmware Update page on the appliance management interface of your existing SonicWall Email
Security deployment.

Users already running SonicWall Email Security 200 to 8000 appliances will need to use the Updater File. For
more information, see Updating the Email Security Virtual Appliance on page 21.
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Installing the Virtual Appliance

SonicWall Email Security Virtual Appliance is installed by deploying an OVA file to your ESXi server. Each OVA file
contains all software components related to SonicWall Email Security.

You can deploy the OVA files as needed for your SonicWall Email Security environment. SonicWall Email Security
can be configured for a single server or in a distributed environment on multiple servers.

You can deploy an OVA file by using the vSphere or vCenter client, which comes with ESXi. For vSphere, point a
browser to your ESXi server, scroll to VMware vSphere Client, and click on Download Now.

= e

st Download VMware ESXi 5.5.0
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ﬂ:. Dessription  Wiwws £S5 550
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_!

]

Downdond Now

Topics:

e About Thick Provisioning on page 6

e |nstalling with vSphere on page 7

About Thick Provisioning

Thick provisioning occurs when an OVA file is deployed on your ESXi server. This type of provisioning
pre-allocates all the hard disk space for the virtual appliance.
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Installing with vSphere

To perform a fresh install of the SonicWall Email Security Virtual Appliance using the vSphere client,
perform the following steps:

1 Download the es_vm_9.2 .x.xxxx.ova file from MySonicWall to a system that is accessible to your ESXi
server.

@l NOTE: Do not rename the OVA files.

2 Loginto vCenter, or log in using vSphere client.

User name: VMware"vCenter” Single Sign-On

Password:

3 From the VMware ESXi Virtual Machines page, click Create/Register VM.

vmware ESXi’ o mesaie- | vew- | (I

- s . |_ _‘____:

= @ tom
Maae 1 Create | Regrsier Vi oy —
Waneos Sanus Hasi mesmon
i Virsal Machines [ 1 1 Momal ame
= (B EmailSecurity 83 Tpu. O Narmal oM
Mangor © tomal Wi
More s 1 Nomal nncs
[0 seenge | 1) © Momal s.408
£ Waeworking = 1 Nomai
@ Nermal
© Hosmal 24508
© tiomal 121768
© Normal ame
12 ey
| Regen muis
T v Tagm v | Iniaior * Cususd v | Searted w Hesil s v Compleled v -

The Select Creation Type page displays in the New Virtual Machine wizard.
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4 To begin the import process, click Deploy a virtual machine from an OVF or OVA file.

#31 New virtual machine

- (EISICSEXT  Seloct creation type

2 Select OVF and VMDK files

3 Select storage

How would you like to create a Virtual Machine?

4 Li ts 1 i i
jeEn. 3‘9"“"'_*" Create a new virtual machine This option guldes you through the process of creating a

5 Deployment options virtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete

Register an existing virtual machine

Back |[ Next J! Finish H Cancel I

4

5 Click Next. The Select OVF and VMDK files page displays.

6 Type a descriptive friendly name for the virtual machine in the Enter a name of the virtual machine field.

£ New virtual machine - Email Security

v 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

& Eicense aniesnienis Enter a name for the virtual machine.

5 Deployment options
6 Additicnal settings
7 Ready to complete

| Email [Security

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Click to select files or drag/drop

[ Back H Next || Finish \I Cancel I

7 Click on Click to select files or drag/drop to select an OVA file or drag and drop the OVA file into the drag
and drop window.
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8 Click Next. The Select storage page displays.

9 Select the datastore in which to store the configuration and disk files.

31 New virtual machine - EmailSecurity_9.2_Tpubs

¥ 1 Select creation type Select storage
+ 2 Select OVF and VMDK files

b4 3 Select storage

4 License agreements

Select the datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the
§ Deployment options virtual machine configuration files and all of the virtual disks.

6 Additional settings

Name v  Capacity v | Free v | T v~  Thinpro.. v | Access v
7 Ready to complete pady s &
datastore! 326 TB 3.097TB VMFS5 Supported Single
1items
[ Back H Next ]‘ Finish | i Cancel I
v}

10 Click Next. The License Agreements page displays.

11 Read and accept the license agreements then click | agree.

LT irmiak pomchice s B Sacauni .2 T

b

¥ 1 Select creation type License agreements
2 Select OVF and VMDK files
¥ 3 Select storage
Pl oo samemenc [ e s
+ 5 Deploymaent options

8 Ready to complete

Read and accept the license agreements

Sonichall End User Product Agreement
PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THIS PRODUCT. BY DOWNLOADING. INSTALLING OR USING THIS PRI

This SanicWall End User Product Agreement (the "Agreement”) is made between you, the Customer ("Customer” o

1. Definitions. Capitalized teems not defined in context shall have the meanings assigned to them by
{a) “sffiliate™ means any legal entity contralling, contralled by, or under common contral with a party
(b} “appliance™ means a computer hardware product upon which Software is pre-installed and delivered.

{c) “Documentation” means the user manuals and documentation that Provider makes available for the Prod
(d} "Haintenance Services” means Provider’s malntenance and support offering for the Products as identl
{e} "partner” maans the reseller or distributor that is under contract with Provider or another Partner
() "Provider” means, (i) for the US, Europe, Middle East, Africa, Latin America, and Taiwan, Sonickall

|. Mext Finigh | Cancel |

12 Click Next. The Deployment options page displays.

13 Select / Enter the following in the Deployment options page:
e Network Mappings: Select VM Network
e Disk Provisioning: Select Thick

e Power on Automatically: Click the check-box to enable Power on Automatically
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14 Click Next. The Ready to complete page displays.

15 In the Ready to Complete screen, review and verify the displayed information. To begin the deployment
with these settings, click Finish. Otherwise, click Back to navigate back through the screens to make a
change.

91 New virtual machine - EmailSecurity_9.2_Tpubs

¥ 1 Select creation type Ready to complete
+" 2 Select OVF and VMDK files

+ 3 Select storage

Review your settings selection before finishing the wizard

" 4 License agreements

Product ES_VM_820 4245
+ 5 Deployment options s il

R4 6 Ready to complete VM Name EmailSecurity_9.2_Tpubs

Disks 9.2.0.4245-disk1.vmdk

Datastore datastore1

Provisioning type Thick

Network mappings SonicWall EmailSecurity Network Setup: VM Network
Guest OS Name Unknown

: g : Do not refresh your browser while this VM is being deployed.

| Back || new | Fmsn || cancel |

=]

16 The name of the new SonicWall Email Security Virtual Appliance appears in the VMware ESXi Virtual
Machines page.

-V'I'I'I‘-‘\"EII"E ESXi

Mt Wi Coeate | Regisier W | g u & Robesh Q Sesch

Virtuat machine & - Suwm - Usedspace - GuestOS = Hostname ~ | HowCPU ~ | Host memory
) B0 - Closed Netwerk | 15) Qomal 14208 e Lina f54.201) Lnkecn oMz oma
B8 @tomal  17BGE e Linua {54.01) Lnkown oMz oM
Moneor B 81 - agem Qloma 17608 Other Linea (5401} Unincun oMHe oma

Morn Vids_ B Anatyzer Atas 101 Qlomal 175868 Other Lirnax (6411} anabrer- 11 example com mae [PEeT]

) storsge [ 1] Qtomd  17EGGE Ot Linwa §54.31) ol snnicwal com 25084 s4c8
€2 Netwarking [ 1] @lomal 1789GE Other Linua {B4-5) L 3 M-z 285GB
Qtoms Q468 Other Linex (5401} omaZf sancwall com 2wy 18508
B EmatSecuy 52T @loma 1881108 Other 26.x Louss [54-18) wivad exle coem 0 28508
B GUSH 711070854 71) Qlomd  1T5EGE Dher Lins f54-001) ‘s scncveall cos BB 121268
 wesv @tomal 21108 Ditrer 2 0% Linux 854.08) Lnkncan oM o

Cusen ters

e To power on the virtual appliance and perform required host configuration, see Performing Basic
Tasks on page 11.

e To register the SonicWall Email Security appliance, see Activating Email Security License
Subscriptions on page 16.
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Performing Basic Tasks

The following sections describe how to view and edit settings on the virtual appliance:

e Viewing Settings Summary on page 11

e Editing Virtual Machine Settings on page 12

e Powering the Virtual Appliance On or Off on page 12

e Configuring Host Settings on the Console on page 13

Viewing Settings Summary

When the SonicWall Email Security Virtual Appliance is selected, the Summary tab of the vSphere interface
displays pertinent information such as memory, powered on/off state, hard disk storage usage, network subnet

settings, and other settings.

@ | NOTE: This page might incorrectly indicate that VMware Tools are not installed.

A short list of commands is also provided on this page, including Power On, Suspend, and Edit.

When using vSphere with vCenter Server, the Migrate and Clone commands are also available.

W Comoe B Moniod B Shidmn 0 Swcend 6 Restsd | st | O Retesn | £ Actons
EmailSesunty_0.2_Tpubs -
P Ol 2.1 Lirsn {858 nuﬁ; r]
Zerraastisbly ESWESN 4.8 ared e (VM v 7}
Vb Tecis ves
. ' w\:ﬂé -
Mermory 108
Het e ol areyde o ¥1oauss
| YR a1 Ge 8
A e confgured guest 005 {Other 20,1 Lini (54-5il)) o this not. sl (hal | curteniry Jon oo ket Litnie §O0-1e). You siouid specily B 10 el Bt L-apeciic . 3 Actions
= Ganeral infonmation | = Hardware Configuration
= G Netwaring » B oy TP
Hest narme. s xampie com W Mamory 3GE
1P agdrasses * I Mard sk | 80 G8
s Vokwars ook [P » W etk adapter 1 M Nuhwark {Connected)
13 as P » I vise cann 468
i Netes / Ettnoes 'Y | kil i
» Jll Othars Adsnonal Harduase
= sl o | = Resource Consumption
@ Consumed gt CRU @ Roaty [ Contumed hast CFU Ll
- 1 Consumed hast memary. . W Cansumed host memary o
z §| N Actve guott mamery owa
é L 5 = [ Statape
£ i FProvisioned 16068
PR H
8 4 - ncammitied $198
2 i Hetghand 1881168
£ 2 2 Wiod 1851168
g% g
o
10 118 (=5 4 1150 [ 12l
T
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Editing Virtual Machine Settings

You can use the vSphere client to edit settings for the SonicWall Email Security Virtual Appliance, including
memory, CPUs, descriptive name, datastore, and resource allocation.

To edit virtual machine settings:

1 Inthe vSphere client, right-click the SonicWall Email Security Virtual Appliance in the left navigation pane
and select Edit Settings from the right-click menu.

2 In the Virtual Machine Properties page, the Hardware tab displays the settings for memory, CPU, hard
disk, and other hardware. Click on the arrow in the table to access the editable settings in the Hardware
Configuration panel.

+ Hardware Configuration
v [d CPU 1vCPUs
Wl Memory 2GB
- 2 Hard disk 1
Backing [datastore1] EmailSecurity_9.2_Tpubs/EmailSecurity_9.2_Tpubs vmdk
Capacity 160 GB
Thin provisioned Mo
Controller S5CS5I controller 0:0
Mode Diependent
» MW Network adapter 1 VM Network (Connected)
» [@ video card 4MB
» @ CD/DVD drive 1 Remote ATAFI CD/DVD drive 0
» [ Others Additional Hardware

3 Click the Actions icon to view and edit the SonicWall Email Security Virtual Appliance name, guest
operating system, and other settings.

4  Click the Resource Consumption panel to view and edit the resource allocation settings.

Powering the Virtual Appliance On or Off

There are multiple ways to power the SonicWall Email Security Virtual Appliance on or off.

To power the virtual appliance on (or off):
1 Do one of the following:

e Right-click the SonicWall Email Security Virtual Appliance in the left pane and click Power > Power
On (or Power > Power Off) in the right-click menu.

e Select the SonicWall Email Security Virtual Appliance in the left pane and then click Power on the
virtual machine (or Shut down the virtual machine) on the appliance tool bar at the top of the
screen.
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Configuring Host Settings on the Console

After powering on the SonicWall Email Security Virtual Appliance, perform the following steps to open the
console and configure the IP address and default route settings:

1 InvSphere, right-click the SonicWall Email Security Virtual Appliance in the left pane and select Open
Console in new tab in the right-click menu.

vmware ESXi”

"I+ Navigator | [5 EmailSecurity_9.2_Tpubs
~ [@ Host b : )
7 & Console B8 Monitor | Powe @ Shutdown R Suspen
anage
Monitor EmailSecurity_9.2 |
Guest 05
~ (31 Virtual Machines Compalibility
Whiware Tool
WF EmailSecurity 9.2 Tpu... CP:“ G
e £
itod (51 EmailSecurty_9.2_Tpubs
Monitor] & Iy 9.2 Tp Mamiony

More V| (G Power Host name

H storage @ Guest0S
€3 Networking iz Snapshots

& Console = Open browser console

& Autostart [ Open console in new window
five =

\5‘ Open console in new tab

[ Launch remote console

Pp— 21 Download VMRC
it settings

&, Permissions
[5# Editnotes

E]l Rename

@ Hep

ﬁ Open in a new window

2  When the console window opens, click inside the window, type admin at the Login: prompt and press
Enter, and then type password at the Password: prompt and press Enter. The SNWLCLI> prompt is
displayed.
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unused kernel memory: 432K (ffff88ABB1594A80 - ffffBEAAA16AAREA)
(sdal): recovery complete
(=dal): rmounted filesystem with ordered data mode. Opts: (null)
(loopl): mounting ext?2 file system using the extd subsystem
(loopl): mMounted filesystenm Wwithout jourwal. Opts: (nulld
(sda3): recovery complete
(sda3): mounted filesystem Wwith ordered data mMode. Opts: (null)
(=dab6): mounted filesystem with ordered data mode. Opts: (null)d
Adding 7823616k swap on ~dewssda5. Priority:-1 extents:!1 across:7823616k F5
¢ nonblocking pool is initialized
:8b:8A.8 ethB: intr type 1, mode B, 1 vectors allocated
:8b:BA.8 ethB: NIC Link is Up 18888 Mbps
:8b:8A.8 ethB: intr type 1, mode B, 1 vectors allocated
:8b:8A.8 ethlB: NIC Link is Up 18888 Mbps
2687, tty 'sdewttyl’: 'echo -e
SysteM is up and rumming i} tre
IR R R R R X R R R I X R BRI AE)

SysteM is up and running
TR ETER LR LLIIIIRIEIELILLY

starting pid 2634, tty 'sdew/ttyl’: 'soptsusasbinssnml-getty ttyl 38488 linux’

NOTE: The mouse pointer disappears when you click in the console window. To release it, press
Ctrl+Alt.

3 Configure the local IP address for the virtual appliance with the command:
interface ethO <IP Address> <Subnet Mask>
4 Configure the DNS with the command:
dns --nameserver <DNS IP>
5 Configure the default route for the virtual appliance with the command:
route --add default --destination <gateway IP>
You can test connectivity by pinging another server or your main gateway, for example:
ping <gateway IP>
Press Ctrl+c to stop pinging.

6 Type exit to exit the CLI. Close the console window by clicking the X.
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Initial Setup and Configuration

After configuring the IP address and default route settings on the SonicWall Email Security Virtual Appliance
console, the next steps are to configure host name, network, and time settings in the appliance management
interface.

Topics:
e Logging Into SonicWall Email Security on page 15
e Registering Email Security and Activating Licenses on page 17
e Overview of the Email Security Interface on page 20

e Changing the Default Administrator Password on page 20

Logging Into SonicWall Email Security

Perform the following steps to complete log into the Email Security Appliance:
1 Launch a browser and enter the URL of the virtual appliance.

If you assigned a web server port number other than 80, you will need to add the port number to the
Web address to manually access the Email Security software user interface, using this format:
<http://localhost:port/login.html>.

For example, if you assigned port 8080, the address would be:
<http://localhost:8080/login.html>.

2 The login page displays. Enter admin in the User Name field and password in the Password field.

SONICWALL' Email security Login

System hostname: snwl

User Name: |

Password: |

Login Help

9,2.0,4245 © Copyright 200

3 Click Log In.

4 |If this is the first time you have logged into a SonicWall Email Security appliance, you must enter the
following system configuration information before you can continue:
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e Monitoring—The email address of the mail server administrator who receives emergency alerts,
the email of the MTA postmaster who will receive emergency alerts, and the name or IP address
of the SMTP servers.

e Hostname—A descriptive hostname for this SonicWall Email Security appliance.

e Networking— The static IP address for this computer, including the Primary and Fallback DNS
server IP addresses.

e Date and Time—The system date and time, current time zone, and an option for automatically
adjusting for Daylight Savings Time.

Cenfigure

Monitoring

Notice.
“You mast configure the following emergency monitoring information before you can log in to Email Security:

Quick Settings

Hostname

Use Wiks pane b sel the hastname of this systam

Hestname: | snwl. example.com

Exampie: analyzer] eqample.com

Maonitoring

Ermil address of Bdministrater wh receives emergency ster@esampl
- | postma e.com x|

{Separate multiple email addresses with a comma.)

Postmaster for the MTA: | postmaster@example.com |
Mame or IP address of badkup SMTP servers: smip.example.com A

W
(Separate multiple s2rver names with & comma. )
[ Appiy changes |
Sel the current date, tirme, and time zone far this hast
Date & Time Settings
Available time ranes: | P‘ I + & ti . |
Syatem date and time: Year Manth Dy Howr Minute

Networking

Usa this pane to set the IP address of this maching.

Priftiary DINS server IP addrass: |192.168.168.168

Fallback DNS server [P address: |

|
|
Defeult pateway [Pvd address: |10.206.56.1 |
|
|

TP address: |10,206.56.11
Suinel mask: |255.255.255.0

Remote Drive Information

Mount status: @ Unknown

Hestrame {FODN): [ |

{example: analyrerl example com ar 192 168.1.1)

Shared Drive name | |

Remole login wserid: | |

Remote login pasweard: | |

[ Appiy Changes | | Lag 0ut |

When you have finished configuring these system settings, click Apply Changes to continue.
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5 Adialog box warns you that the virtual appliance will reboot. Click OK.

Message from webpage X

The machine will be rebooted and you will be redirected to the Login
page. Please wait for several minutes before you log in again.
Proceed?

‘ OK | | Cancel |

@ NOTE: If you modified the DNS settings, the services on the appliance will restart when the changes are
applied, causing a momentary connectivity loss to the Web server. Your browser will be redirected to the
appliance management interface login page. If you modified the Time settings, the virtual appliance will
reboot. Use your browser to reconnect to the appliance management interface.

Registering Email Security and Activating
Licenses

The SonicWall Email Security Virtual Appliance must be registered before use. SonicWall Email Security provides
dynamic licensing, which allows you to activate your licenses by simply logging into your mysonicwall.com
account and entering the serial number and authentication code that came with your purchase of Email Security
Software. Most of the licensing process takes place on mysonicwall.com and not the administration interface.

A MySonicWall account is required for product registration. If you do not have an account, see Creating a
MySonicWall Account on page 19. If you already have an account, continue to Registering Your Email Security
Virtual Appliance on page 17.

This section contains the following subsections:
e Registering Your Email Security Virtual Appliance on page 17

e Creating a MySonicWall Account on page 19

Registering Your Email Security Virtual Appliance

You must register your SonicWall Email Security Virtual Appliance before first use. Registration is performed
using the appliance management interface. When registration is completed, SonicWall Email Security will be
licensed on your virtual appliance.

To register your SonicWall Email Security Virtual Appliance, perform the following steps:

1 Login to your SonicWall Email Security Virtual Appliance. The MANAGE | License Management page
displays.
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2 Enter your MySonicWall.com account Username and Password in the appropriate fields then click
LOGIN.

SONI CWA LL™  email security MONITOR  INVESTIGATE
License Management

Firmware Update

» Backup/Restore Check system status under Reports & Monitoring

Downloads

Administration

Policy & Compliance
Filters MySonicWall username/email
Policy Groups

mmorgan@sonicwall.com
» Compliance

System Setup Password

» Server tessssnssens
» Customization

» Certificates

» Users, Groups & Organizations
» Network

»

Junk Box Forgot your Username or Password?

Security Services Create MySonicWall account @
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Capture ATP
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3 The Administration section displays. Enter the Serial Number, Authentication Code, and Friendly Name
for your SonicWall appliance.

License Management

Check system status under Reports & Monitoring

Administration

Serial Number
Authentication Code

H What is this?

Friendly Name

SUBMIT
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4  Click Submit. A confirmation page appears stating the registration is completed successfully.
License Management

Check system status under Reports & Monitoring

Manage Licenses

Thank Eou for registering this product. Registration completed successfully.

5 Click Continue to view the Manage Licenses screen or continue configuring other settings within the
appliance.

Creating a MySonicWall Account

A MySonicWall account is required for product registration.

@l NOTE: Mysonicwall.com registration information is not sold or shared with any other company.

To create a MySonicWall account:
1 Inyour browser, navigate to http://www.mysonicwall.com.

2 Onthe login page, click the Sign Up link.

Plea

Username or Email address

Password

3 Complete the Registration form, then click Register.

4 Follow the prompts to finish creating your account. SonicWall will email a subscription code to the email
address you entered in the personal information.

5 Verify that the information is correct and click Submit.

6 In the screen confirming that your account was created, click Continue.

@l NOTE: MySonicWall registration information is not sold or shared with any other company.
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Overview of the Email Security Interface

This section describes the SonicWall Email Security management interface.
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For a detailed SonicWall Email Security management interface overview, refer to the SonicWall Email Security
Administration Guide.

Changing the Default Administrator Password

Change the default password for security reasons.

To change the default password:

1

vu A W N

In the Email Security user interface, navigate to the MANAGE |System Setup | Server > Administration
page.

In the Email Security Master Account section, enter the old password in the Old Password field.

Enter a new management password into the New Password field.

Enter the new password again in the Confirm Password field.

Click Apply Changes.
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Verification and Further Configuration

This section contains the following subsections:
e Updating the Email Security Virtual Appliance on page 21
e Routing Mail to Your SonicWall Email Security on page 22
e Verifying Mail from the Internet Through Your SonicWall Email Security on page 22

e Configuring Outbound Mail Filtering on page 23

Updating the Email Security Virtual Appliance

The System > Advanced page of the appliance interface is used to update the SonicWall Email Security Virtual
Appliance to a newer build or version.

To update the SonicWall Email Security Virtual Appliance, perform the following steps:
1 Download the updater file from MySonicWall. The file name is in the format:

es-X.X.X.XXXX-linux-updater-Haswell-der-signed.sh
@l NOTE: Do not rename the updater file.

2 Logon to the appliance interface of the SonicWall Email Security Virtual Appliance and navigate to the
MANAGE | Firmware Update page.

3 Click Choose File and select the es-X.X.X.XXXX-linux-updater-Haswell-der-signed.sh file on your local
system.

SONI CWA LL emailsecurity MONITOR  INVESTIGATE [RUNIeS

License Management Firmware Update

Firmware Update
» Backup/Restore

Downloads Upload Patch

Upload a new copy of a previously-downloaded version of Email Security to the server and install it.
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Filters Email Security Firmware Versicn 9.2.0.4245

Policy Groups

Patch file: Choose File No file chosen G
» Compliance .

System Setup ARGl Faten
* Server

*» Customization
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* Junk Box

4 Click Apply Patch to update your virtual appliance with the new software.
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Backup and Restore

Note that all configuration data resides on the Central Console (CC). Because there is really no stored or
persistent data on the Remote Agent (RA), taking a snapshot of an RA and restoring it at a later time will not
cause issues with other RAs. Any time a new RA is brought online and associated with a CC, the settings are
replicated out to the RA.

Routing Mail to Your SonicWall Email Security

For your SonicWall Email Security software to start filtering and monitoring mail, you must re-route mail traffic
through your SonicWall Email Security software. Mail traffic must pass from the Internet to the software, and
then the software sends the good mail on to your mail server.

You have two choices to route mail traffic to your SonicWall Email Securitysoftware before your mail server:

e Change the MX record in your DNS server to resolve to the IP address of your SonicWall Email Security
software. You may have to work with your ISP to change this record.

e Create arule in your firewall or router to route all port 25 (SMTP mail) traffic to your SonicWall Email
Security software. Refer to your firewall or router documentation for instructions on creating rules to
route traffic.

Verifying Mail from the Internet Through Your
SonicWall Email Security

To verify mail from the Internet:
1 Go to an external mail account, for example Yahoo mail or GMail.
2 Create a new email message:

To: An email address where you receive email that is on
the mail server for which you have configured the
SonicWall Email Security software.

Subject: SonicWall Email Security Verification Message

Body: SonicWall Email Security Verification Message

Send the message.
In the SonicWall Email Security software administrative interface, click the Auditing button on the top.

Check the Inbound auditing reports to make sure the email appears as Delivered.

o v b~ W

Check the mail account you sent the message to. If you received the message, you have correctly
configured your SonicWall Email Security software.
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Configuring Outbound Mail Filtering

Your SonicWall Email Security software can filter outbound mail from your mail server to the Internet. To
configure outbound mail filtering, you configure both your mail server and your SonicWall Email Security
software for the outbound mail path.

Configure the outbound mail destination of your mail server to point to the IP address or host name of your
SonicWall Email Security software. This is typically done by configuring a Smart Host on your mail server.

On your SonicWall Email Security software, in the Server Configuration > Network Architecture page, configure
a separate, outbound path to handle the outbound email flow at the software (if not already configured).

Configure the path to use the MTA (MX routing or SmartHost) under Destination of Path.

Configure something unique between the inbound and outbound path to distinguish inbound from outbound
mail flow. A very simple way to do this is to have them listen on different ports or enter the IP address of the
Exchange Server as the Source IP Contacting Path on the outbound path.

Example

Given:
10.100.0.10: Exchange Server (exchl.example.com)
10.100.0.100: SonicWALL Email Security software (esa.example.com)

You might have two paths like this:

Source 1P Listen On Destination
Inbound  Any Any:25 (proxy) exchl._example.com:25
Outbound 10.100.0.10 Any:25 MX

In this scenario, any message that arrives at the SonicWall Email Security software from 10.100.0.10 will be
treated as an outbound message, handed off to the MTA component in the system, which will deliver the
message via MX-lookup on the domain in the TO field. Messages that arrive at the SonicWall Email Security
software from any other IP address will be treated as an Inbound message, and delivered directly to the
Exchange server. The SonicWall Email Security software always gives preference to specific matches (for
example an exact IP address match takes precedence over “Any”).

Another example using port numbers to distinguish which path a message should take:
Source IP Listen On Destination

Inbound  Any Any:25 (proxy) exchl.example.com:25

Outbound Any Any:2525  MX

Another alternative would be to assign your SonicWall Email Security software multiple IP addresses, and have it
listen on one for inbound and one for outbound.

In all of the above cases, the admin will configure Exchange to deliver outbound email to the IP address and port
number where the SonicWall Email Security software is listening for outbound mail.

To test your SonicWall Email Security software, click the Auditing button at the top of the SonicWall Email
Security software user interface and search for your sent email to verify it has been sent and received.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract and to customers who have trial versions.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:
e View knowledge base articles and technical documentation
e View video tutorials
e Access MySonicWall
e Learn about SonicWall professional services
e Review SonicWall Support services and warranty information
e Register for training and certification
e Request technical support or customer service
To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.

For answers to all your support questions, visit the SonicWall Support Web site at:
http://www.sonicwall.com/us/Support.html where you'll find featured support topics, tutorials, and more. If
you need further assistance, SonicWall offers telephone, email, and Web-based support to customers with valid

Warranty Support or a purchased support contract. Please review our Warranty Support Policy for product
coverage.

Related Documentation

The SonicWall Email Security 9.2 documentation set includes the following user guides:
e SonicWall Email Security 9.2 Administration Guide
e SonicWall Email Security 9.2 User’s Guide
e SonicWall Email Security 9.2 Software Getting Started Guide
e SonicWall Email Security 9.2 Release Notes
e SonicWall Anti-Spam Desktop 6.2 User’s Guide
e SonicWall Anti-Spam Desktop Quick Start Guide

For basic and advanced deployment examples, refer to SonicWall Email Security user guides.
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SonicWall Live Product Demos

Get the most out of your SonicWall Email Security with the complete line of SonicWall products. The SonicWall
Live Demo Site provides free test drives of SonicWall security products and services through interactive live
product installations:

e Media

e Next-Generation Firewall

e  Wireless

e (lient Security

e Management and Reporting

e Remote Access

e Email Security

e Capture Security Platform
For further information, visit:

http://livedemo.sonicwall.com/

Protected by SonicWall Web Application Firewall @

SONICWALL
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Client Security
Management & Reporting

Remote Access

N & ®
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@

Capture Cloud Platform

SonicWall Live Demo

Welcome to the SonicWall Live Demo Site. This Website provides customers, resellers and the general public with a portal for
real product demonstrations of SonicWall's product line.

The demo site uses JavaScript and pop-ups -- Please enable both before continuing.
If you are using AdBlock or other similar plugins allow the following domains: sonicwall.com , clicky.com, getclicky.com.

For details on how to purchase SonicWall Security products:

please contact your authorized SonicWall reseller or use the Partner Locator,
or call +1-408-745-9600, use our contact form or email sales@sonicwall.com.
Or to find local contact details click here: "Centact SonicWall Sales”

Please let the representative know you were referred from the Live Demo Site, and thanks for visiting!

@ How to Buy
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The information in this document is provided in connection with SonicWall Inc. and/or its affiliates’ products. No license, express or
implied, by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of SonicWall
products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT,
SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY
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For more information, visit https://www.sonicwall.com/legal.

End User Product Agreement
To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/en-us/legal/license-agreements.

Open Source Code

SonicWall is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL when applicable
per license requirements. To obtain a complete machine-readable copy, send your written requests, along with certified check or money
order in the amount of USD 25.00 payable to “SonicWall Inc.”, to:

General Public License Source Code Request
SonicWall Inc. Attn: Jennifer Anderson

1033 McCarthy Blvd

Milpitas, CA 95035
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