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What does Cloud Secure Edge do?

Cloud Secure Edge Security provides the

modern workforce with safe, secure access to
applications and resources, regardless of user or
resource location. Built on a foundation of zero
trust principles, the Cloud Secure Edge Security
Platform is a Security Service Edge (SSE) solution,
offering industry-leading ZTNA, VPNaaS, SWG,
and CASB functionality.

Cloud Secure Edge Security Platform

The Cloud Secure Edge Security Platform securely
connects users to websites, software-as-a-service (SaaS)
applications, private applications, and infrastructure while
protecting them from internet threats. Risk and security
are continuously evaluated based on the trinity of user
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ﬂ Protects users from being phished, straying onto
malicious web sites, or being exposed to ransomware.
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Optional controls enable organizations to block specific
categories of web sites, like gambling and pornography.

a Cloud Access Security Broker (CASB)
Brings layered security that provides easily managed
E’j controls for who, using what specific devices, can
access your SaaS applications.
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and device trust, device security posture, and resource
sensitivity. Simply put, Cloud Secure Edge aligns the risk of
the request with the sensitivity of the resource, revoking
access mid-session if warranted.

The Cloud Secure Edge solution provides:

Zero Trust Network Access (ZTNA)
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_ EE Provides simple, least privilege access to applications
[ 1 and services across hybrid- and multi-cloud
1

infrastructure, leveraging your existing enterprise
identity and security tool investments.

Virtual Private Network as a Service (VPNaaS)

Offers modern, high-performance, tunnel-based
access to networks, incorporating zero trust
enhancements like continuous authorization
and device trust.



* Cloud Secure Edge often replaces outdated and
problematic legacy VPN systems, though it can be
deployed incrementally, thus avoiding the need for
disruptive “rip and replace” scenarios. ®

* Being cloud-based, the Cloud Secure Edge solution S O N | CWAL L
deploys quickly and easily, only requiring installation

of a simple gateway/connector near the application
or resource and an optional lightweight app for

the user's device. Cloud Secure Edge

* Unlike other vendors, Cloud Secure Edge simply

charges per user. There are no hidden or additional The IndUStry S beSt SO|Ut|0n for
fees for connectors and gateways, number of devices, secure, Safe, and easy access to
applications, or throughput. . .

applications and resources -

* And, to make it easy for you to evaluate in your own
environment, Cloud Secure Edge offers a free version of from anyWhere-
our enterprise-class solution called Team Edition that can

be downloaded from our website.

Notes:

About SonicWall
SonicWall is a cybersecurity forerunner with more than 30 years of expertise and a relentless focus on its partners. With the
ability to build, scale and manage security across the cloud, hybrid and traditional environments in real time, SonicWall can
quickly and economically provide purpose-built security solutions to any organization around the world. Based on data from
its own threat research center, SonicWall delivers seamless protection against the most evasive cyberattacks and supplies
actionable threat intelligence to partners, customers and the cybersecurity community. @ @ @
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Refer to our website for additional information.
www.sonicwall.com
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