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SONICWALL AND FEDERAL GOVERNMENT
SonicWall offers Federal agencies a cost-effective, automated, 
real-time platform for defense, connectivity and management. 
All SonicWall firewalls are CSfC certified. Our other Federal 
certifications include FIPS 140-2, UC APL, Common Criteria, 
USGv6 and Suite B cryptography. Easy to use, configure and 
manage, SonicWall’s integrated platform of network, wireless, 
email, mobile, IoT and endpoint security solutions cost-
effectively deliver comprehensive protection and performance. 

ABOUT CSFC
The Commercial Solutions for Classified (CSfC) Program 
leverages the agility of modern commercial off-the-shelf (COTS) 
hardware and software technologies to help Federal entities 
better achieve mission objectives. CSfC validates secure and 
cost-effective commercial alternatives to government off-the-
shelf Information Assurance (IA) solutions within National 
Security Systems (NSS).

ASSURANCE FEATURES OF CSFC SOLUTIONS
Multiple levels of assurance are incorporated into every CSfC 
solution, such as:

•	 Product diversity using layered solutions for commercial 
components 

•	 Component selection from the approved CSfC Components 
List, ensuring components have satisfied specific requirements 
to include successful evaluation by a Common Criteria Testing 
Lab and compliance with the applicable public standards and 
protocols as specified in the PPs and CSfC CPs 

•	 Analysis of standards, protocols, and algorithms used in a 
particular solution or prototype 

•	 Vulnerability analysis of appropriate products and solutions, 
as well as follow-on National Manager Risk Notifications and 
mitigation guidance, if needed 

•	 Security testing of CPs that will provide sufficient guidance 
for accreditors to make informed decisions as well as an 
independent senior review of CPs to provide high-level security 
and configuration guidance

USE CASE EXAMPLE
SonicWall firewalls can be deployed in Multi-Site Connectivity 
Capability Package (MSC CP) use cases as firewalls, encryption 
components or monitoring points (see diagram below).

SONICWALL BENEFITS FOR FEDERAL GOVERNMENT
•	 Cost-effective and efficient
•	 Easy to manage and learn
•	 Standards-based
•	 Certified approved solutions

Consumer Solutions for Classified (CSfC): SonicWall At a Glance
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