
HIGHLIGHTS
• *HW�KLJK�HƱFDF\��DFWLRQDEOH�WKUHDW�GHWHFWLRQ�
ZLWKRXW�WKH�QRLVH�

• &HQWUDOL]HG�DQG�FORXG�GHOLYHUHG�PDQDJHPHQW�
ZLWK�WUXH�PXOWL�WHQDQW�FDSDELOLWLHV�WR�IRUWLI\�
QHWZRUN�DQG�HQGSRLQW�VHFXULW\�

• (PSRZHU�DQG�XS�OHYHO�VHFXULW\�DQG�,7�WHDPV�
ZLWK�DQ�HDV\�WR�XVH��LQWXLWLYH�VROXWLRQ�WKDW�VWRSV�
PRGHUQ�DGYHUVDULHV

SonicWall Capture Client
6WRS�%UHDFKHV�)DVWHU�7KDQ�+XPDQO\�3RVVLEOHf$XWRQRPRXVO\

7KH�HYHU�JURZLQJ�WKUHDW�RI�UDQVRPZDUH�DQG�RWKHU�
PDOLFLRXV�PDOZDUH�EDVHG�DWWDFNV�KDV�SURYHQ�WKDW�FOLHQW�
SURWHFWLRQ�VROXWLRQV�FDQQRW�EH�PHDVXUHG�EDVHG�RQO\�RQ�
HQGSRLQW�FRPSOLDQFH��7UDGLWLRQDO�DQWLYLUXV�WHFKQRORJ\�
XVHV�D�ORQJ�HPEDWWOHG�VLJQDWXUH�EDVHG�DSSURDFK��ZKLFK�
KDV�IDLOHG�WR�PDWFK�WKH�SDFH�RI�HPHUJLQJ�PDOZDUH�DQG�
HYDVLRQ�WHFKQLTXHV��

$GGLWLRQDOO\��ZLWK�WKH�SUROLIHUDWLRQ�RI�WHOHFRPPXWLQJ��
PRELOLW\�DQG�%<2'��WKHUH�LV�D�GLUH�QHHG�WR�GHOLYHU�
FRQVLVWHQW�SURWHFWLRQ��DSSOLFDWLRQ�YXOQHUDELOLW\�
LQWHOOLJHQFH��DQG�ZHE�SROLF\�HQIRUFHPHQW�DQG�PRUH�IRU�
HQGSRLQWV�DQ\ZKHUH��6RQLF:DOO{&DSWXUH{&OLHQW�LV�D�XQLƮHG�
HQGSRLQW�RƬHULQJ�ZLWK�PXOWLSOH�(33�DQG�('5�FDSDELOLWLHV�

Read the Brief: sonicwall.com

Fitting Endpoint Security to 
Your Organization
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Continuous behavioral monitoring
• 6HH�FRPSOHWH�SURƮOHV�RI�ƮOH��DSSOLFDWLRQ��

SURFHVV��DQG�QHWZRUN�DFWLYLW\�
• 3URWHFW�DJDLQVW�ERWK�ƮOH�EDVHG�DQG�

ƮOHOHVV�PDOZDUH�
• 'HOLYHU�D�����GHJUHH�DWWDFN�YLHZ�ZLWK�

DFWLRQDEOH�LQWHOOLJHQFH�

Threat Hunting with Deep Visibility
• 8WLOL]H�'HHS�9LVLELOLW\�WR�VHDUFK�IRU�

WKUHDWV�EDVHG�RQ�EHKDYLRU�LQGLFDWRUV�
DV�ZHOO�DV�,QGLFDWRUV�RI�&RPSURPLVH�
�,2&��DFURVV�FRYHUHG�:LQGRZV��0DF26��
DQG�/LQX[�GHYLFHV

• $XWRPDWH�7KUHDW�+XQWLQJ�DQG�5HVSRQVH�
ZLWK�&XVWRP�5XOHV�DQG�$OHUWV

Capture Advanced Threat 
Protection (ATP) integration
• $XWRPDWLFDOO\�XSORDG�VXVSLFLRXV�ƮOHV�

RQ�:LQGRZV�GHYLFHV�IRU�DGYDQFHG�
VDQGER[LQJ�DQDO\VLV

• )LQG�GRUPDQW�WKUHDWV�EHIRUH�
H[HFXWLRQ�VXFK�DV�PDOZDUH�ZLWK�
EXLOW�LQ�WLPLQJ�GHOD\V

• 5HIHUHQFH�&DSWXUH�$73oV�GDWDEDVH�RI�
ƮOH�YHUGLFWV�ZLWKRXW�WKH�QHHG�WR�XSORDG�
ƮOHV�WR�WKH�FORXG

Unique rollback capabilities
• 6XSSRUW�SROLFLHV�WKDW�UHPRYH�

WKUHDWV�FRPSOHWHO\�
• $XWRQRPRXVO\�UHVWRUH�HQGSRLQWV�WR�D�

NQRZQ�JRRG�VWDWH��EHIRUH�PDOLFLRXV�
DFWLYLW\�LQLWLDWHG

Multiple layered, heuristic-
based techniques 
• /HYHUDJH�FORXG�LQWHOOLJHQFH��

DGYDQFHG�VWDWLF�DQDO\VLV�DQG�G\QDPLF�
EHKDYLRUDO�SURWHFWLRQ

• 3URWHFW�DJDLQVW�DQG�UHPHGLDWH�NQRZQ�
DQG�XQNQRZQ�PDOZDUH�EHIRUH��GXULQJ��RU�
DIWHU�DQ�DWWDFN

Application Vulnerability 
Intelligence
• &DWDORJ�HYHU\�LQVWDOOHG�DSSOLFDWLRQ�DQG�

DQ\�DVVRFLDWHG�ULVN�
• ([DPLQH�NQRZQ�YXOQHUDELOLWLHV�ZLWK�

GHWDLOV�RI�WKH�&9(V�DQG�VHYHULW\�
OHYHOV�UHSRUWHG�

• 8VH�WKLV�GDWD�WR�SULRULWL]H�SDWFKLQJ�DQG�
UHGXFH�WKH�DWWDFN�VXUIDFH

Endpoint Network Control
• $GG�ƮUHZDOO�OLNH�FRQWUROV�WR�WKH�HQGSRLQW
• 8VH�DQ�DGGLWLRQDO�TXDUDQWLQH�UXOHEDVH�WR�

KDQGOH�LQIHFWHG�GHYLFHV

Remote Shell¹
• (OLPLQDWH�WKH�QHHG�WR�KDYH�SK\VLFDO�

FRQWDFW�ZLWK�GHYLFHV�IRU�WURXEOHVKRRWLQJ��
FKDQJLQJ�ORFDO�FRQƮJXUDWLRQV��DV�ZHOO�DV�
FRQGXFWLQJ�IRUHQVLF�LQYHVWLJDWLRQV 

No need for regular scans 
or periodic updates 
• (QDEOH�WKH�KLJKHVW�OHYHO�RI�SURWHFWLRQ�

DW�DOO�WLPHV�ZLWKRXW�KDPSHULQJ�
XVHU�SURGXFWLYLW\

• 5HFHLYH�D�IXOO�VFDQ�RQ�LQVWDOO�DQG�
FRQWLQXRXVO\�PRQLWRUV�IRU�VXVSLFLRXV�
DFWLYLW\�FRQWLQXDOO\�DIWHUZDUG

Optional integration with 
6RQLF:DOO�ƮUHZDOOV�
• (QDEOH�HQIRUFHPHQW�RI�GHHS�SDFNHW�

LQVSHFWLRQ�RI�HQFU\SWHG�WUDƱF�
�'3,�66/��RQ�HQGSRLQWV

• (DVLO\�GHSOR\�WUXVWHG�FHUWLƮFDWHV�
WR�HDFK�HQGSRLQW

• 'LUHFW�XQSURWHFWHG�XVHUV�WR�D�&DSWXUH�
&OLHQW�GRZQORDG�SDJH�EHIRUH�DFFHVVLQJ�
WKH�,QWHUQHW�ZKHQ�EHKLQG�D�ƮUHZDOO

Content Filtering
• %ORFN�PDOLFLRXV�VLWHV�,3�

DGGUHVVHV��DQG�GRPDLQV
• ,QFUHDVH�XVHU�SURGXFWLYLW\�E\�

WKURWWOLQJ�EDQGZLGWK�RU�UHVWULFWLQJ�
DFFHVV�WR�REMHFWLRQDEOH�RU�
XQSURGXFWLYH�ZHE�FRQWHQW

Device Control 
• %ORFN�SRWHQWLDOO\�LQIHFWHG�GHYLFHV�IURP�

FRQQHFWLQJ�WR�HQGSRLQWV�
• 8VH�JUDQXODU�DOORZ�OLVWLQJ�SROLFLHV

)HDWXUHV�DQG�%HQHƮWV

Capture Client applies 
behavior-based advanced 
threat protection, powered 
by NGAV SentinelOne.

Capture ATP Integration 
for higher security 
e"ectiveness, faster 
response times and 
a lower total cost of 
ownership.
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'DWDVKHHW�&DSWXUH&OLHQW�86�-.�����

Capture Client Features
)HDWXUH Advanced Premier
&ORXG�0DQDJHPHQW��5HSRUWLQJ�	�$QDO\WLFV��&6&�

Network Security Integrations

(QGSRLQW�9LVLELOLW\�	�(QIRUFHPHQW

'3,�66/�&HUWLƮFDWH�'HSOR\PHQW

&RQWHQW�)LOWHULQJ

Advanced Endpoint Protection

1H[W�*HQHUDWLRQ�$QWLPDOZDUH

&DSWXUH�$GYDQFHG�7KUHDW�3URWHFWLRQ�6DQGER[LQJ

ActiveEDR (Endpoint Detection and Response)

$WWDFN�9LVXDOL]DWLRQ

5ROOEDFN�	�5HPHGLDWLRQ

'HYLFH�&RQWURO

$SSOLFDWLRQ�9XOQHUDELOLW\�DQG�,QWHOOLJHQFH

5RJXHV

(QGSRLQW�1HWZRUN�&RQWURO

ActiveEDR Threat Hunting and Intelligence

7KUHDW�+XQWLQJ�ZLWK�'HHS�9LVLELOLW\

5HPRWH�6KHOO�

([FOXVLRQV�&DWDORJ

Capture Client - System Requirements | SonicWall

¹ Remote shell will be made available on demand in a new account (with 2FA enabled) directly on S1 console.


