
Integration Guide: Cisco Meraki
This article describes how to configure the Site-To-Site VPN tunnel to SonicWall from the Cisco Meraki device
using the Management Platform. You must replace the example values in the procedures with the values that
are provided in the configuration file. 

l Adding a new VPN site
l Editing firewall rules

Please follow the steps below:

Adding a new VPN site
1. Go to the Non-Meraki VPN peers section in Security Appliance >Configure > Site-to-site VPN page.
2. Select Add a peer and enter the following information:

l A name for the remote device or VPN tunnel: Your choice
l The public IP address of the remote device: Public IP Address of the Gateway
l The subnets behind the third-party device that you wish to connect to over the VPN: 10.255.0.0/16
l The IPsec policy to use: Select Custom and enter the following information:

Phase 1:

l Encryption: Select AES-256 encryption
l Authentication: Select SHA1 authentication
l Diffie-Hellman group: Select between Diffie-Hellman (DH) groups 5
l Lifetime (seconds): 28800

Phase 2:

l Encryption: Select AES-256 encryption
l Authentication: Select SHA1 authentication
l PFS group: Select group 5 to enable PFS using that Diffie Hellman group.
l Lifetime (seconds): 3600
l The preshared secret key (PSK): Enter the PSK you created in the interface.

l Meraki uses IKEv1, please set accordingly on the Tunnel interface
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Editing firewall rules
You can add firewall rules to control what traffic is allowed to pass through the tunnel.
These rules will apply to inbound and/or outbound VPN traffic from all MX appliances in the Organization that
participate in site-to-site VPN.

To create a firewall rule, select Add a rule in the Site-to-site firewall section on the Security Appliance >
Configure > Site-to-site VPN page. These rules are configured in the same manner as the Layer 3 firewall
rules.
You can add firewall rules to allow traffic from the subnet (10.255.0.0/16) to your local network or services if you
desire.

SonicWall Support
Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year. To access the Support Portal, go to https://www.sonicwall.com/support.

The Support Portal enables you to:

l View knowledge base articles and technical documentation
l View and participate in the Community forum discussions at

https://community.sonicwall.com/technology-and-support.
l View video tutorials
l Access https://mysonicwall.com
l Learn about SonicWall professional services
l Review SonicWall Support services and warranty information
l Register for training and certification
l Request technical support or customer service

To contact SonicWall Support, visit https://www.sonicwall.com/support/contact-support.
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About This Document
NOTE: ANOTE icon indicates supporting information.

IMPORTANT: An IMPORTANT icon indicates supporting information.

TIP: A TIP icon indicates helpful information.

CAUTION: A CAUTION icon indicates potential damage to hardware or loss of data if instructions
are not followed.

WARNING: A WARNING icon indicates a potential for property damage, personal injury, or death.
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End User Product Agreement
To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/en-us/legal/license-agreements.

Open Source Code
SonicWall Inc. is able to provide amachine-readable copyof open source code with restrictive licenses such asGPL, LGPL, AGPLwhen
applicable per license requirements. To obtain a completemachine-readable copy, send your written requests, along with certified
checkor moneyorder in the amount of USD 25.00 payable to “SonicWall Inc.”, to:

GeneralPublic License Source Code Request
Attn: Jennifer Anderson
1033McCarthyBlvd
Milpitas, CA 95035
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