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While remote work arrangements have become common over 
the past decade, this shift hasn’t been adopted uniformly. 
Due to the sensitive information they handle, the heightened 
risks associated with failing to secure this information, 
and the need to comply with stringent regulations, the 
federal sector has been among the last mandating fully 
office-centric work.

This has worked well as a risk-management tactic. However, 
recent events have demonstrated a growing need for 
flexibility. Agencies need to address this emerging new 
normal by mitigating the security risks of remote and 
mobile access.

SONICWALL AND FEDERAL GOVERNMENT 
While remote work arrangements can still introduce an 
element of risk, the good news is that these risks can be 
largely mitigated. SonicWall’s Boundless Cybersecurity offers 

unified visibility and control while identifying evasive and 
cutting-edge threats, allowing the federal sector to secure 
remote employees and safeguard sensitive and classified 
data. SonicWall offers federal agencies a cost-effective, 
automated, real-time prevention platform for defense, 
connectivity and management — one that’s FIPS 140-2, 
Common Criteria, DoDIN APL, and CSfC certified. 

By using SonicWall with other Commercial Solutions for 
Classified (CSfC) certified solutions, you can build out 
dual-tunnel architecture to meet the standards of the CSfC 
compatibility packages — effectively securing valuable data 
from bad actors.
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Central Management Server (CMS)
• SPOG management of SMA 1000 Series
• Allocate pooled user licenses
• Global Traffic Optimizer (GTO), Global HA and DR 
• View alerts and user activity reports
• Automate tasks/maintenance schedules 
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1 Authentication & 
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Configure full or 
permissible access

2 Establish users/devices 
identity and trust

3 Grant secure VPN 
access via CAC & 2FA
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Anywhere, anytime 
secured access after 
establishing user and 
device identity and trust
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