
Supporting Multiple Firewalled Subnets on SonicOS Enhanced SONICOS ENHANCED 

Introduction 
This tech note describes how to configure secondary subnets with static ARP which allows multiple subnets to be 
connected to a single physical interface.  Secondary subnets can be utilized in both NAT and transparent modes. 
 
Recommended Versions 

 SonicOS Enhanced 3.0.0.5 or newer 
 
Customers with current service/software support contracts can obtain updated versions of SonicWALL firmware from the 
MySonicWALL customer portal at https://www.mysonicwall.com. Updated firmware is also freely available to customers 
who have registered the SonicWALL device on MySonicWALL for the first 90 days. 
 
Caveats 
The SonicWALL will not respond to HTTP/HTTPS management traffic on a published Static ARP IP address. 
 
Task List 
Example #1 Default NAT Mode with secondary subnet 

 
1. Create Static ARP entry for the gateway address of secondary subnet on the LAN interface 
2. Create address object for secondary subnet 
3. Add static route for the secondary subnet  

 
 
Example #2 Transparent Mode with secondary subnet 
 

1. Setup transparent mode on LAN interface 
2. Create static ARP entry for the gateway address of secondary subnet on the WAN interface 
3. Create address object for the secondary subnet 
4. Create route to WAN router 
5. Add static route policy for the secondary subnet 

 
 
 

 

 

https://www.mysonicwall.com/


Example #1 Default NAT Mode with secondary subnet 

 
 

Go to the ‘Network > ARP’ page.  In the ‘Static ARP Entries’ section, click on the ‘Add…’ button to enter the IP address of 
the gateway of the secondary subnet. 
 

 

 

 

  



 
On the ‘Add Static ARP’ popup page, enter the IP address that will be the gateway for the secondary subnet, in this 
example, enter “192.168.50.1”.  Then choose the interface for this secondary subnet, in this example the secondary 
subnet will be added to the LAN(X0) interface.  Click on the radio button next to ‘Publish Entry’ and the MAC Address field 
will automatically be populated with the MAC address of the interface.  Click ‘OK’ to continue. 

 

The IP address will now appear in the ‘Static ARP Entries’ table and the ‘ARP Cache’ table. 

 

  



Next, go to the ‘Network > Routing’ page.  In the ‘Route Policies’ section, click on the ‘Add…’ button to add a new static 
route for the secondary subnet so that the SonicWALL will consider it valid traffic and route it properly to the correct 
interface.  If the route is not added the SonicWALL will drop the traffic and log it as an attack. 

 

 
 

  



On the ‘Add Route Policy’ page, select “Any” as the ‘Source’.  In the ‘Destination’ field select “Create new address object” 
and the ‘Add Address Object’ page will popup.  On the ‘Add Address Object’ page enter a name for the secondary subnet 
in the ‘Name’ field, for this example, “subnet 192.168.50.0”.  This secondary subnet is on the LAN(X0) interface so the 
‘Zone Assignment’ would be “LAN”.  The ‘Type’ is “Network”.  The ‘Network’ is “192.168.50.0” with a ‘Netmask’ of 
“255.255.255.0”.  Click ‘OK” to continue back on the ‘Add Route Policy’ page. 
 

   
 
Continuing on the ‘Add Route Policy’ page, ‘Service’ is “Any”, ‘Gateway’ is “0.0.0.0”, ‘Interface’ is “X0” which is the LAN 
interface and the ‘Metric’ is “20” which is the default for a locally attached network.  Optionally, add a ‘Comment’ to help 
identify this route policy -- in this example, “secondary LAN subnet route”.  Click ‘OK’ to finish adding the policy. 
 

 

  



The new route policy now appears in the ‘Route Policies’ table at number 6 in this example. 
 

 
 

  



The secondary subnet uses the general Access Rule and NAT Policy of the parent interface.  In this example, the default 
general Access Rule and NAT policy of the X0(LAN) interface will allow traffic from the secondary subnet to the WAN 
zone.  It is possible to create more specific Access Rules and NAT Policies for the secondary subnets if required.  Shown 
below is the default NAT Policy for LAN to WAN traffic. 
 

 
 

Example #2 Transparent Mode with secondary subnet 

 

 
 

 



In transparent mode the WAN(X1) interface should be configured before the LAN(X0) interface. Be prepared to change 
the IP address of the management computer if it is connected to the LAN(X0) interface. 

On the ‘Network > Interfaces’ page, configure the X0(LAN) interface to Transparent Mode.  On the ‘Edit Interface’ page 
select “Transparent Mode” for ‘IP Assignment’ and select “Create new address object” for the ‘Transparent Range’ field.  
This will pop up the ‘Edit Address Object’ page.  Create a new Address Object named “transparent range 50-100”.  The 
zone assignment will be “LAN” and type will be “Range”.  The starting address will be “1.1.1.50” and the ending IP 
address will be “1.1.1.100”.  Click ‘OK” to continue. 
 

 

   
 

  



This brings you back to the ‘Edit Interface’ page.  Click ‘OK’ to continue.  Be prepared to change the IP address of the 
management computer at this point if it is connected to the LAN(X0) interface to an IP address from the transparent range 
address object that was just created.    
 

 

Go to the ‘Network > ARP’ page.  In the ‘Static ARP Entries’ section, click on the ‘Add…’ button to enter the IP address of 
the gateway of the secondary subnet. Since the gateway is the router connected to the WAN interface, the MAC address 
of router will be used to create the static ARP entry.  The secondary subnet gateway is not bound to the SonicWALL – it 
just passes through the SonicWALL to the upstream router. 
 

 
 

  



On the ‘Add Static ARP’ popup page, enter the IP address that will be the gateway for the secondary subnet, in this 
example, enter “2.2.2.2”.  Then choose the interface for the gateway of the secondary subnet, in this example the 
gateway of the secondary subnet will be on the WAN(X1) interface.  Enter the MAC Address of the router interface 
connected to the WAN(X1) interface that acts as the gateway for the secondary subnet, in this example, 
“00:B0:D0:1D:D7:EF”.   
 
NOTE: Do not select the ‘Publish Entry’ radio button, as doing so will cause the SonicWALL to respond to ARP queries for 
2.2.2.2, in effect replacing the MAC Address of the router with the MAC address of the WAN(X1) interface.  Click ‘OK’ to 
continue. 
 

 

The IP address will now appear in the ‘Static ARP Entries’ table and the ‘ARP Cache’ table.  Since the same physical 
interface of the router is used for the gateway of both the primary and secondary subnets, the MAC address of the router 
interface is associated with both gateway IP addresses.  The SonicWALL then resolves both gateway IP addresses to the 
same MAC address of the router interface. 

 

 

  



Now create the address objects to be used in the routing policies.  First create the ‘Address Object’ for the secondary 
interface on the WAN router (2.2.2.2).  Then create the address object for the secondary subnet (2.2.2.0/24) on the LAN 
interface.  Go to the ‘Network > Address Objects’ and click on the ‘Add…’ button in the ‘Address Objects’ section.  The 
‘Add Address Object’ page will then pop up. 

 

The first address object will be named “wan router secondary 2.2.2.2” and it will be used to represent the secondary 
interface of the router connected to the WAN interface.  The ‘Zone Assignment’ is “WAN”.  The ‘Type’ is “Host” and the ‘IP 
Address’ is “2.2.2.2”.  Click ‘OK’ to finish and then click on the ‘Add…’ button again to create a second address object. 

 

 

  



The second address object will be named “lan secondary subnet 2.2.2.0” and it will be used to represent the secondary 
subnet (2.2.2.0/24) connected to the LAN interface.  The ‘Zone Assignment’ is “LAN”.  The ‘Type’ is “Network”.  The 
‘Network’ is “2.2.2.0” and the ‘Netmask’ is “255.255.255.0’.  Click ‘OK’ to finish. 

 

Next, go to the ‘Network > Routing’ page.  The new route policies are for the secondary subnet so that the SonicWALL will 
consider it valid traffic and be able to route it properly.  If the route policy is not added the SonicWALL will drop the traffic 
and log it as an attack. 

 

 
 

  



The first route policy is for the secondary interface of the router.  In the ‘Route Policies’ section, click on the ‘Add…’ button 
and the ‘Edit Route Policy’ page will popup.  On the ‘Edit Route Policy’ page, select “Any” as the ‘Source’.  In the 
‘Destination’ field select the “wan router secondary 2.2.2.2” address object previously created.  The ‘Service’ is “Any”, 
‘Gateway’ is “0.0.0.0”, ‘Interface’ is “X1” which is the WAN interface and the ‘Metric’ is “20” which is the default for a locally 
attached network.  Optionally add a ‘Comment’ to help identify this route policy.  Click ‘OK’ to finish adding the policy.   
 
Then click the ‘Add…’ button again to add the next route policy. 
 

 
 
The next route policy is for the secondary subnet on the LAN interface.  On the ‘Edit Route Policy’ page, select “Any” as 
the ‘Source’.  In the ‘Destination’ field select the “lan secondary subnet 2.2.2.0” address object previously created.  The 
‘Service’ is “Any”, ‘Gateway’ is “0.0.0.0”, ‘Interface’ is “X0” which is the WAN interface and the ‘Metric’ is “20” which is the 
default for a locally attached network.  Optionally add a ‘Comment’ to help identify this route policy.  Click ‘OK’ to finish 
adding the policy. 
 

 

  



The new route policies now appear in the ‘Route Policies’ table at number 5 & 8 in this example.  The SonicWALL now 
knows how to route traffic to and from the secondary subnet. 

 
 
NAT Policies and Access Rules 
 
The default NAT policies and Access Rules will support multiple subnets of the same type without modification.  This 
means that the defaults will support either example #1 or example #2 (NAT mode or Transparent Mode).  So in both 
examples, the default policies will work without adjustment. 
 
If the mixed mode operation of NAT and Transparent Mode is required, the default policies will not be sufficient.  More 
specific NAT Policies and Access Rules will need to be created to support a mixed mode operation of NAT and 
Transparent Mode.   
 
Tighter or custom security translations also require more specific NAT policies and Access Rules to be created as the 
defaults are generalized.    
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