Tech Note

Supporting Multiple Firewalled Subnets on SonicOS Enhanced

Introduction
This tech note describes how to configure secondary subnets with static ARP which allows multiple subnets to be
connected to a single physical interface. Secondary subnets can be utilized in both NAT and transparent modes.

Recommended Versions
= SonicOS Enhanced 3.0.0.5 or newer

Customers with current service/software support contracts can obtain updated versions of SonicWALL firmware from the
MySonicWALL customer portal at https://www.mysonicwall.com. Updated firmware is also freely available to customers
who have registered the SonicWALL device on MySonicWALL for the first 90 days.

Caveats
The SonicWALL will not respond to HTTP/HTTPS management traffic on a published Static ARP IP address.

Task List
Example #1 Default NAT Mode with secondary subnet

1. Create Static ARP entry for the gateway address of secondary subnet on the LAN interface
2. Create address object for secondary subnet
3. Add static route for the secondary subnet

Example #2 Transparent Mode with secondary subnet

Setup transparent mode on LAN interface

Create static ARP entry for the gateway address of secondary subnet on the WAN interface
Create address object for the secondary subnet

Create route to WAN router

Add static route policy for the secondary subnet
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Example #1 Default NAT Mode with secondary subnet

B Router

1.1.1.1

WAN IP
PRO 4060
XC 192.168.168.168 LAN IP
192.168.50.1 Static ARP
LAN
Primary Secondary
Subnet Subnet
 E—
192.168.168.200/24 192.168.50.200/24
Gateway Gateway
192.168.168.168 192.168.50.1

Go to the ‘Network > ARP’ page. In the ‘Static ARP Entries’ section, click on the ‘Add...’ button to enter the IP address of
the gateway of the secondary subnet.

Network > ARP I Flush ARP Cache... I Apply I Cancel F

Static ARP Entries

W # IP Address MAC Address Interface Published Bind MAC Configure

Mo Entries

Add. . k ETEE Dizlzia A,

ARP Settings

ARFP Cache entry timeout {minutes): |1D—
ARP Cache Items|1 to3¢or3) 01 < [ [

W # IP Address Type MAC Address Interface Timeout Flush

1 1112 Static 00:06:B1:02:03:59 ®1 Fermanent published
T 2 192162162162 Static 00:06:B1:02:03:58 ®0 Fermanent published

T = 192168.163.200 Dynarmic 00:CO4F18:2CFA ®0 Expires in 10 minutes ﬁ

Flush ARP Cache...

ARP Statistics: ARFP Statistics: 3 entries, 1493 lookups, 118 failures, 1329 hits, 46 misses, 96% hit rate
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On the ‘Add Static ARP’ popup page, enter the IP address that will be the gateway for the secondary subnet, in this
example, enter “192.168.50.1". Then choose the interface for this secondary subnet, in this example the secondary
subnet will be added to the LAN(XO) interface. Click on the radio button next to ‘Publish Entry’ and the MAC Address field
will automatically be populated with the MAC address of the interface. Click ‘OK’ to continue.

/3 Add Static ARP - Microsoft Interne ] 4

IP Address: |192.168.5D1
Interface: IXD 'l
MAC Address: IDD:DE:h1:D2:03:58

¥ Publish Entry

™ Bind MAC Address

I Update [P Address Dynarmically

| Ready

oK L}J Cancel |

The IP address will now appear in the ‘Static ARP Entries’ table and the ‘ARP Cache’ table.

MNetwork > ARP I Flush ARP Cache... I Apply I Cancel F

Static ARP Entries

W # IP address MAC Address Interface Published Bind MAC Configure

™1 192168.50.1 00:06:b1:02:03:58 X0 v 0T

Delete All...

Add. .. Dizlziz

ARP Settings

ARF Cache entry timeout {minutes): |1D

ARP Cache Items|1 to 4 ¢oray B1 < [ [

Timeout

W # IP Address MAC Address Interface

=1 1112 Static 00:06:B1:02:03:59 1 Fermanent published
I~ 2 192168501 Static 00:06:B1:02:03:58 X0 l% FPermanent published
T 2 192.168.168.168 Static 00:06:B1:02:03:58 0 Permanent published
™ a4 192168168200 Dyvnamic 00:CO4F 1825 FA ¥0 Expires in 10 minutes ﬁ

Flush ARP Cache...

ARP Statistics: ARP Statistics: 4 entries, 1518 lookups, 118 failures, 1353 hits, 47 misses, 96% hit rate
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Next, go to the ‘Network > Routing’ page. In the ‘Route Policies’ section, click on the ‘Add..." button to add a new static
route for the secondary subnet so that the SonicWALL will consider it valid traffic and route it properly to the correct
interface. If the route is not added the SonicWALL will drop the traffic and log it as an attack.

Metwork > Routing

Route Advertisement

Routing Mode: |Simp|e RIF Adver‘tisement:l

Interface {Zone)
0 (LAM)
F1 QAR
M2 (MIA)
3 (I
A (MR
HE (I

Route Policies

Service Gateway

Disabled
Disabled
Disabled
Disabled
Dizabled

Disabled

+ Al Policies { Customn Policies  Default Policies

Interface Metric

Configure

Item5|1 to 7 (of 73 [ <1 [ [

Priority Comment Configure

Wiew Style
m # Source Destination
1 Any WLAN Subnets
=z any Default Gateway
I~ 2 Any 255.255.255.255/32
= 4 Any WAk Primary Subnet
I 5 aAny LAMN Primary Subnet
= & wear Primary Subnet  Any
= 7 Any 0.0.0.0/0
Add. Dizlaiz

Ay
Ay
Any
Ay
Ay
Ay

Any

o000

0.00.0

0.0.0.0

0000

0.0.0.0

»0

1

=0

1

=0

Default Gateway X1

192168168168 1

20

20

20

20

20

20

20

WH

LR VR R

Delete All
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On the ‘Add Route Policy’ page, select “Any” as the ‘Source’. In the ‘Destination’ field select “Create new address object”
and the ‘Add Address Object’ page will popup. On the ‘Add Address Object’ page enter a name for the secondary subnet
in the ‘Name'’ field, for this example, “subnet 192.168.50.0". This secondary subnet is on the LAN(XO) interface so the
‘Zone Assignment’ would be “LAN". The ‘Type’is “Network”. The ‘Network’ is “192.168.50.0” with a ‘Netmask’ of
“255.255.255.0". Click ‘OK” to continue back on the ‘Add Route Policy’ page.

4} Add Route Policy - Microsoft Internet Ex

General

Route Policy Settings

Source: IAny
Destination: |--Select an address object--
Serice: F'I __ ob " 3 Add Address Dbject - Microsoft In - IEllil
. Any
Gateway. All Authorized Access Points MName: Isuhnet 192.168.50.0
e All InterjfacelIF'
All SonicPoints Zone Assignment: |LAN j
Metric: AllWWAN 1P
All 40 Management IP Type: | Metwork =
Comment: |A1 %1 Management IP
blue Interface P Metwork: |192.168.50.0
[~ Disable rolblue Subnets
Metmask: [255.255.255.0
|Ready

[ ok | Caeel | b |

0K [N I Cancel |

Continuing on the ‘Add Route Policy’ page, ‘Service'’ is “Any”, ‘Gateway’ is “0.0.0.0", ‘Interface’ is “X0” which is the LAN
interface and the ‘Metric’ is “20” which is the default for a locally attached network. Optionally, add a ‘Comment’ to help
identify this route policy -- in this example, “secondary LAN subnet route”. Click ‘OK’ to finish adding the policy.

/3 Add Route Policy - Microsoft Internet Ex
General

Route Policy Settings

Source: |Any

Desfination: | subnet 152.168.50.0

Senice: |Any

Gateway: |D.D.D.D

Interface: |><D

Metric: |20

Cormrnent: Isecondary lan subnet route

™ Disable route when the interface is disconnected

T T T
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The new route policy now appears in the ‘Route Policies’ table at number 6 in this example.

Network > Routing

Route Advertisement

Routing Mode: |S|mp|e RIP Advertisement LI

Interface (Fone) Status Configure

RO (LAN Disahled

1 (AAN) Disabled
M2 (MIA) Disabled
W3 (NI Disabled

A () Disabled

CEEEEE

HE (MIA) Disabled

Route Policies |tems|1 to 8 (ofey Gl <1 [ [

view Style: ™ All Policies ¢ Customn Paolicies ¢ Default Policies

m # Source Destination Se Gatewray e Me Priority Comment Configure
1 Any WLAM Subnets Ay 0.0.0.0 X0 20 1 @ ﬁ

I~ z Any Default Gateway Ay 0.0.0.0 1 20 2 -

™ a3 any 255.255.2595.2595/32  Any 0.0.0.0 pn] 20 3 >

=4 any WA Prirnary Subinet  Any 0.0.0.0 1 20 4 &

5 any LAN Prirmary Subnet  Ary 0.0.0.0 0 20 5 &

T & any subnet192.168.50.0 Any 0.0.0.0 0 20 B EQ ﬁ
T 7 WAl FPrimary Subnet Any Ay Drefault Gatew -

T s Any 0.0.0.0:0 Ay 192168168168 1 20 g -
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The secondary subnet uses the general Access Rule and NAT Policy of the parent interface. In this example, the default
general Access Rule and NAT policy of the XO(LAN) interface will allow traffic from the secondary subnet to the WAN
zone. ltis possible to create more specific Access Rules and NAT Policies for the secondary subnets if required. Shown

below is the default NAT Policy for LAN to WAN traffic.
3 Edit NAT Policy - Microsoft Internet Explorer
General

NAT Policy Settings

Qriginal Source IAny

Translated Source |WAN Primary IP

Original Destination IAny

Translated Destination: IOrlgma\

Qriginal Service: IAny

I ]

Translated Service IOrigma\

Inbound Interface: ) 'I

Quthound Interface 2=

Camment |Auto-added 3D outbound NAT F

¥ Enahle MAT Policy

Y I T

Example #2 Transparent Mode with secondary subnet

B Router

1.1.1.1 e0/0.1
2.2.2.2 e0/0.2
e0 MAC: 00:B0:D0:1D:D7:EF

X1 1.1.1.2 | WANIP
2.2.2.2 | un-published Static ARP entry on X1
WAN points to Router MAC address

PRO 4060
SO W W - -
X0 1112  LANIP
LAN
Primary Secondary
Subnet Subnet ]
= Transparent range _
1.1.1.50t0 1.1.1.100
1.1.1.100/24 2.2.2.100/24
Gateway Gateway
1.1.1.1 2222
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In transparent mode the WAN(X1) interface should be configured before the LAN(XO) interface. Be prepared to change
the IP address of the management computer if it is connected to the LAN(XO) interface.

On the ‘Network > Interfaces’ page, configure the XO(LAN) interface to Transparent Mode. On the ‘Edit Interface’ page
select “Transparent Mode” for ‘IP Assignment’ and select “Create new address object” for the ‘Transparent Range’ field.
This will pop up the ‘Edit Address Object’ page. Create a new Address Object named “transparent range 50-100". The

zone assignment will be “LAN” and type will be “Range”. The starting address will be “1.1.1.50” and the ending IP
address will be “1.1.1.100". Click ‘OK” to continue.

) Edit Interface - X0 - Microsoft Internet Explorer

General

Interface 'X0" Settings

Fone: LAN -

IP Assignment: ITranSparem Mode 'I

Transparent Range

—Select an address object —
Cormment: IDeT’auIt LAN

Managernent: ¥ HTTP W HTTPS W Ping I ShmP

User Lagin ~ HTTP ™ HTTPS /] Add Address Object - Microsoft Ink ] 53

™ Add rule to enable redirect fram HTTP to HTTPS

Marne: |transparent range 50-100
Zone Assignment: ILAN j
Type: |Range j

Starting IP Address:  [1.1.1.50

Ending IF Address: |1_1.1.1DD

| Ready
oK I\J Cancel
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This brings you back to the ‘Edit Interface’ page. Click ‘OK’ to continue. Be prepared to change the IP address of the
management computer at this point if it is connected to the LAN(XO) interface to an IP address from the transparent range
address object that was just created.

/3 Edit Interface - X0 - Microsoft Internet Explorer i ] P4 |

General

Interface "X0' Settings

Fone: [2N) -

IP Assignment Transparent Mode =

Transparent Range: transparent range S0-100

Comment: Default LAN

Management: v HTTP ¥ HTTPS ¥ Ping | ShMP
User Login [~ HTTP I HTTPS

™ Add rule to enable redirect fram HTTP ta HTTPS

— o W e |

Go to the ‘Network > ARP’ page. In the ‘Static ARP Entries’ section, click on the ‘Add...’ button to enter the IP address of
the gateway of the secondary subnet. Since the gateway is the router connected to the WAN interface, the MAC address
of router will be used to create the static ARP entry. The secondary subnet gateway is not bound to the SonicWALL — it
just passes through the SonicWALL to the upstream router.

Network > ARP I Flush ARP Cache... I Apply I Cancel F

Static ARP Entries

W # 1P Address MAC Address Interface Published Bind MAC Configure

Mo Entries

Add... K Dz|ziz Dzlaia 2.

ARP Settings

ARP Cache entry tirmeout {minutes): |m—
ARP Cache |tems|1 todofdy [ [

W # IP Address Type MAC Address Interface Timeout Flush

11141 Dynamic 00:B0:D0:10:DT:EF Expires in 10 minutes

=z 1112 Static 00:06:B1:02:03:58 X0 FPermanent published
F 3 1112 Static 00:06:81:02:03:59 K1 Permanent published
™ 4 1.1.1.100 Dyharnic D0:CO:4F18:2CFA ®0 Expites in 10 minutes ﬁ

Flush ARP Cache...
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On the ‘Add Static ARP’ popup page, enter the IP address that will be the gateway for the secondary subnet, in this
example, enter “2.2.2.2". Then choose the interface for the gateway of the secondary subnet, in this example the
gateway of the secondary subnet will be on the WAN(X1) interface. Enter the MAC Address of the router interface

connected to the WAN(X1) interface that acts as the gateway for the secondary subnet, in this example,
“00:B0:D0:1D:D7:EF".

NOTE: Do not select the ‘Publish Entry’ radio button, as doing so will cause the SonicWALL to respond to ARP queries for
2.2.2.2, in effect replacing the MAC Address of the router with the MAC address of the WAN(X1) interface. Click ‘OK’ to

continue.
3 Add Static ARP - Microsoft Interne o ] 3
IP Address: I2.2.2.2
Interface: K>

MAC Address: IDD:EID:DD:1D:D?:EF

™ Puhlish Entry
™ Bind MAC Address

I Update [P Address Dynamically

| Ready

0K [\J Cancel |

The IP address will now appear in the ‘Static ARP Entries’ table and the ‘ARP Cache’ table. Since the same physical
interface of the router is used for the gateway of both the primary and secondary subnets, the MAC address of the router
interface is associated with both gateway IP addresses. The SonicWALL then resolves both gateway IP addresses to the

same MAC address of the router interface.

Network > ARP I Flush ARP Cache... I Apply I Cancel IT

Static ARP Entries

W # 1P Address MAC Address Interface Published Bind MAC Configure
1 2222 00001 did T ef ¥ 0T
Add.... Dzfziz Delete All..
ARP Settings

ARF Cache entry timeout {minutes). |10

ARP Cache tems |1 to5(org) B D LD
1P Address MAC Address Interface Timeout
1 1111 Dynamic 00:B0:D0:1D:DY:EF bl Expires in 10 minutes ﬁ
I~z 1112 Static 00:06:B1:02:03:58 0 Fermanent published
Fa 1112 Static 00:06:B1:02:03:59 Wl Permanent published
™ 4 111100 Dynamic 00:CO:4F:18:2CFA 1] Expires in 10 minutes ﬁ
5 2222 % Static 00:B0.DOADDT.EF #1 Fermanent
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Now create the address objects to be used in the routing policies. First create the ‘Address Object’ for the secondary
interface on the WAN router (2.2.2.2). Then create the address object for the secondary subnet (2.2.2.0/24) on the LAN
interface. Go to the ‘Network > Address Objects’ and click on the ‘Add..." button in the ‘Address Objects’ section. The
‘Add Address Object’ page will then pop up.

Network > Address Objects I Public Server Wizard... IT

Address Groups Items | ta 0 fofmy 01 < [ [

Wiew Style: Al Address Objects © Custom Address Objects ¢ Default Address Objects

Bl = # Name Address Detail Type Zone Configure
Mo Entries
Add Group... Dz|aiz Dzlziz 2
Address Objects ftems |1 o3 (of3 B < [0
Name Address Detail Configure
[ 1 transparentrange 50-100 11.1.50-1.11.100 Range WAN WH
O 2 lan secondary subnet2.2.2.0 2.2.2.0/255.255.255.0 Metwark LAR 8} ﬁ
] wian router secondary 2.2.2.2 2.2231255.255.255.455 Host AN &} ﬁ
Add... Dglaiz Delete All

The first address object will be named “wan router secondary 2.2.2.2” and it will be used to represent the secondary
interface of the router connected to the WAN interface. The ‘Zone Assignment’ is “WAN”. The ‘Type’ is “Host” and the ‘IP
Address’ is “2.2.2.2". Click ‘OK’ to finish and then click on the ‘Add..." button again to create a second address object.

3 Edit Address Object - Microsoft Int = ||:||£|
MNarme: |wan router secondary 2.2.2.2
Zone Assignment: |WAN j
Type: IHDSt j
IP Address: |2.2.2.2
|Read',r
QK [\J Cancel
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The second address object will be named “lan secondary subnet 2.2.2.0” and it will be used to represent the secondary
subnet (2.2.2.0/24) connected to the LAN interface. The ‘Zone Assignment’ is “LAN”". The ‘Type’ is “Network”. The
‘Network'’ is “2.2.2.0"” and the ‘Netmask’ is “255.255.255.0’. Click ‘OK’ to finish.

/3 Edit Address Object - Microsoft Ink P ] 4|
Marne: IIan secondary subnet 22.2.0
Zone Assignment: |LAN j
Twpe: | Metwark j
etk |2.2.2.D
Netmask: [255.255.255.0
| Ready

Ok %J Cancel |

Next, go to the ‘Network > Routing’ page. The new route policies are for the secondary subnet so that the SonicWALL will
consider it valid traffic and be able to route it properly. If the route policy is not added the SonicWALL will drop the traffic
and log it as an attack.

Route Policies |tems|1 to 10 fof 10y L <] [ [

view Style:  © All Policies ¢ Custorn Policies ¢ Default Policies

W # Source Destination Service Gateway Interface Metric Priority Comment Configure
[T 1 ftransparentrange 80-100  LAM Primary IP Any 0.0.0.0 ] 20 1

2 Ay WLAN Subnets Any 0.0.0.0 X0 L] 2 W T
3 Ay 255255255 255032 Any 0.0.0.0 X0 20 3

4 Ay Default Gateway Any 0.0.0.0 wl 20 4

5 Ay wan router secondary 2222 Any 0.0.00 ®1 20 5 w ﬁ
6 Ay transparent range 50-100 Any 0.0.0.0 ®o 20 3]

I~ 7 Any AN Primary Subnet Ay 0.0.0.0 1 20 T

T2 Ay lan secondary subnet 2220 Any 0.0.0.0 o 20 8 @ ﬁ
[T 9 wak Primary Subnet Any Ay Default Gateway X1 20 9

™ 10 Ay 0.0.0.0/0 Ay 1111 X1 20 10

Add. . Dzlzig Delete All
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The first route policy is for the secondary interface of the router. In the ‘Route Policies’ section, click on the ‘Add..." button

and the ‘Edit Route Policy’ page will popup. On the ‘Edit Route Policy’ page, select “Any” as the ‘Source’. In the
‘Destination’ field select the “wan router secondary 2.2.2.2" address object previously created. The ‘Service’ is “Any”,

‘Gateway’ is “0.0.0.0", ‘Interface’ is “X1” which is the WAN interface and the ‘Metric’ is “20” which is the default for a locally

attached network. Optionally add a ‘Comment’ to help identify this route policy. Click ‘OK’ to finish adding the policy.

Then click the ‘Add..." button again to add the next route policy.

/3 Edit Route Policy - Microsoft Internet Exp

General

Route Policy Settings

Source: |Any

Destination:  |{elinmEI Rz R

Service: |Any

Gateway: ID.D.D.D

Interface: |}<1

Metric: |20

Comment |

I Disable route when the interface is disconnected

L o0 | o | e ]

The next route policy is for the secondary subnet on the LAN interface. On the ‘Edit Route Policy’ page, select “Any” as
the ‘Source’. In the ‘Destination’ field select the “lan secondary subnet 2.2.2.0” address object previously created. The
‘Service’ is “Any”, ‘Gateway’ is “0.0.0.0", ‘Interface’ is “X0” which is the WAN interface and the ‘Metric’ is “20” which is the
default for a locally attached network. Optionally add a ‘Comment’ to help identify this route policy. Click ‘OK’ to finish

adding the policy.

A Edit Route Policy - Microsoft Internet Exp
General

Route Policy Settings

Source:

Destination:

Service:

Gateway:

Interface:

Metric:

Comment: |sec0ndary lan subnet route

™ Disahle route when the interface is disconnected

I G T

SONICWALL>



Tech Note

The new route policies now appear in the ‘Route Policies’ table at number 5 & 8 in this example. The SonicWALL now
knows how to route traffic to and from the secondary subnet.

Route Policies |tems|1 to 10 i1y [ <] [ [

Wiew Style: ™ All Policies ¢ Customn Policies ¢ Default Policies

W # Source Destination Service Gateway Interface Metric Priority Comment Configure
[T 1 transparentrange 50-100  LAN Primary IP Any 0000 1] 20 1 A

2 Any WLAN Subnets Ay 0.0.0.0 ®0 20 2 (\f}; ﬁ
3 Ay 255185 255 255132 Ay 0.0.0.0 HO 20 3 -

T4 Any Default Gateway Ay 0.0.0.0 ®1 20 4 &

(l_ 5 Any wah router secondary 2.2.2.2 Any 0.0.0.0 1 20 5 (\f} ﬁ]
6 Any transparent range 50-100 Ay 0.0.0.0 ®0 20 B &
7 Ay AN Primary Subnet Ay 0.0.0.0 #1 20 7 &

(T any lar secondary subnet22.2.0  Any 0.0.0.0 %0 20 8 L ﬁ]
[T 9 WAk Primary Subnet Ay Ay Default Gateway %1 20 ] &
™ 10 Any 0.0.0.0/0 Ay 1.1.1.1 1 20 10 &
Add... I Delate Al

NAT Policies and Access Rules

The default NAT policies and Access Rules will support multiple subnets of the same type without modification. This
means that the defaults will support either example #1 or example #2 (NAT mode or Transparent Mode). So in both
examples, the default policies will work without adjustment.

If the mixed mode operation of NAT and Transparent Mode is required, the default policies will not be sufficient. More
specific NAT Policies and Access Rules will need to be created to support a mixed mode operation of NAT and
Transparent Mode.

Tighter or custom security translations also require more specific NAT policies and Access Rules to be created as the
defaults are generalized.

Version 1.1
20 July 2005
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	 Example #1 Default NAT Mode with secondary subnet 
	Go to the ‘Network > ARP’ page.  In the ‘Static ARP Entries’ section, click on the ‘Add…’ button to enter the IP address of the gateway of the secondary subnet. 
	  
	 
	  
	The IP address will now appear in the ‘Static ARP Entries’ table and the ‘ARP Cache’ table. 
	  
	 Next, go to the ‘Network > Routing’ page.  In the ‘Route Policies’ section, click on the ‘Add…’ button to add a new static route for the secondary subnet so that the SonicWALL will consider it valid traffic and route it properly to the correct interface.  If the route is not added the SonicWALL will drop the traffic and log it as an attack. 
	 
	  
	 The new route policy now appears in the ‘Route Policies’ table at number 6 in this example. 
	  
	Example #2 Transparent Mode with secondary subnet 
	In transparent mode the WAN(X1) interface should be configured before the LAN(X0) interface. Be prepared to change the IP address of the management computer if it is connected to the LAN(X0) interface. 
	On the ‘Network > Interfaces’ page, configure the X0(LAN) interface to Transparent Mode.  On the ‘Edit Interface’ page select “Transparent Mode” for ‘IP Assignment’ and select “Create new address object” for the ‘Transparent Range’ field.  This will pop up the ‘Edit Address Object’ page.  Create a new Address Object named “transparent range 50-100”.  The zone assignment will be “LAN” and type will be “Range”.  The starting address will be “1.1.1.50” and the ending IP address will be “1.1.1.100”.  Click ‘OK” to continue. 
	 
	Go to the ‘Network > ARP’ page.  In the ‘Static ARP Entries’ section, click on the ‘Add…’ button to enter the IP address of the gateway of the secondary subnet. Since the gateway is the router connected to the WAN interface, the MAC address of router will be used to create the static ARP entry.  The secondary subnet gateway is not bound to the SonicWALL – it just passes through the SonicWALL to the upstream router. 
	  
	The IP address will now appear in the ‘Static ARP Entries’ table and the ‘ARP Cache’ table.  Since the same physical interface of the router is used for the gateway of both the primary and secondary subnets, the MAC address of the router interface is associated with both gateway IP addresses.  The SonicWALL then resolves both gateway IP addresses to the same MAC address of the router interface. 
	 
	  
	Now create the address objects to be used in the routing policies.  First create the ‘Address Object’ for the secondary interface on the WAN router (2.2.2.2).  Then create the address object for the secondary subnet (2.2.2.0/24) on the LAN interface.  Go to the ‘Network > Address Objects’ and click on the ‘Add…’ button in the ‘Address Objects’ section.  The ‘Add Address Object’ page will then pop up. 
	  
	The first address object will be named “wan router secondary 2.2.2.2” and it will be used to represent the secondary interface of the router connected to the WAN interface.  The ‘Zone Assignment’ is “WAN”.  The ‘Type’ is “Host” and the ‘IP Address’ is “2.2.2.2”.  Click ‘OK’ to finish and then click on the ‘Add…’ button again to create a second address object. 
	 
	  
	 The second address object will be named “lan secondary subnet 2.2.2.0” and it will be used to represent the secondary subnet (2.2.2.0/24) connected to the LAN interface.  The ‘Zone Assignment’ is “LAN”.  The ‘Type’ is “Network”.  The ‘Network’ is “2.2.2.0” and the ‘Netmask’ is “255.255.255.0’.  Click ‘OK’ to finish. 
	  
	Next, go to the ‘Network > Routing’ page.  The new route policies are for the secondary subnet so that the SonicWALL will consider it valid traffic and be able to route it properly.  If the route policy is not added the SonicWALL will drop the traffic and log it as an attack. 
	 
	  
	The new route policies now appear in the ‘Route Policies’ table at number 5 & 8 in this example.  The SonicWALL now knows how to route traffic to and from the secondary subnet. 
	  

