Tech Note

VPN VPN Interoperability Between TZ 170 and CheckPoint NGX R60

Introduction
This technote will detail the steps necessary to create a working IKE IPSec VPN tunnel between a SonicWALL TZ 170 SP

SonicOS 3.1.0.11 Enhanced and a CheckPoint NGX R60 (418) build.

Recommended Versions
- Any SonicWALL device running SonicOS Enhanced 3.1.X.X
- CheckPoint NGX R60

Notes
This technote is based on the use of the SonicWALL SonicOS Enhanced, but the scenario below is supposed to work as
well if running the SonicWALL SonicOS Standard.
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TaskList
On the SonicWALL:

Create a new network object for the CheckPoint LAN.
Create a new VPN Policy for the CheckPoint NGX R60.
Configure the VPN Policy (specify the destination network, IKE phase 1 and 2 etc.)

On the CheckPoint:

Create a new network object for the SonicWALL LAN
Create a new Interoperable device object

Edit the CheckPoint gateway object

Create and edit a new VPN Meshed Community

Testing:

Verify that the traffic is going through the tunnel
Verify that applications function properly through the tunnel
Verify that the tunnel can be re-established if one of the side gets disconnected

BEFORE YOU BEGIN
Verify that the SonicWALL security appliance is configured for internet access. If not, do this before completing any further
steps. The CheckPoint is also assumed to be properly configured in order to have an available internet access.

SonicWALL Setup
Login to the SonicWALL's Management GUI using a compatible web-browser.
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Create an Address Object for the CheckPoint NGX R60 Lan network.

From the SonicWALL Management GUI select Network > Address Object and then click Add.

Name -> CheckPoint-NGX-Lan
Zone Assignment -> VPN
Type -> Network

Network ->172.16.16.0
Netmask -> 255.255.255.0

[arme: ]CheckF‘mm-NG}{- Lan
Zone Assignimert VPN
Type: | Metwork
Nebwork [172.16.16.0
Metrmask; |255.255.255.EI
Ready
ok Cancel

From the navigation bar of the SonicWALL Management GUI select VPN > Settings and then click Add a new VPN

Policy.

SONICWALL>
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| VPN Policy Wizard... | Apply Cance
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Enable Configu
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[T 1 VAN GroupyP i
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Add a new entry
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ESP 3DES HMAC SHAT (IKE)
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The VPN Policy will then appear.
On the General tab page; Security Policy select the following;

IPSec Keying Mode -> IKE using Preshared Secret

Name -> cpmodule (as per CheckPoint gateway)

IPSec Primary Gateway Name or Address -> 10.10.11.247 (CheckPoint WAN IP)
IPSec Secondary Gateway Name or Address -> none

Shared Secret -> 1234abcd

Local IKE ID (optional) -> none

Peer IKE ID (optional) -> none

Security Policy

IPSe: Eeying Mode: |IKE using Preshared Secret ;|

Mame: |cpmu dule

IPSec Prifmary Gatewsy Marme or Addrass: |1I:I, 1011247

IPSe: Secondary Galewsy Narme or Address. j0000

Sharid Secret [1234abcd

Local IKE 1D foptlona: |IP Address =IH

PeerIKE 1D foptionaly: |IP Address ||
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Select the Network tab.

Local Networks;

Choose local network from the list -> LAN Primary Subnet (pre-definied object for the SNWL LAN network)

Destination Networks;

Choose destination network from the list -> CheckPoint-NGX-Lan (object previously created for the CheckPoint NGX R60
LAN network)

Local Wetworks

 Choose local netenrtrom st | LAN Primary Subnet |
" Lacal netwark ohtsins IP addresses using DHCF thrawgh this YPH Tunnel

" Any addrass =

Destination Networks

" Use this WPH Tunnel 235 default route for all Intemet frafiic

' Destination network obtzins IP addresses vsing DHCP through this YR Tunnel

& Choose destinalion natworkfom list | CheckPaind-NGE-Lan
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Select the Proposals tab.

IKE (Phasel) Proposal;
Exchange -> Main Mode

DH Group -> Group 2

Encryption -> DES

Authentication -> MD5

Life Time (seconds) -> 3600

IKE (Phase?2) Proposal;

Protocol -> ESP

Encryption -> DES

Authentication -> MD5

Enable Perfect Forward Secret -> none
DH Group -> Group 2 (grayed out)
Life Time (seconds) -> 3600

FProposals

IKE (Phase 1) Proposal

Exchange: [ hain Mo e

DH Growg: |Gr|:-up 2

ENGrmion: |DES

Authentication: [MDs

ET

Life Time (seconds);

Ipsec (Phase 2) Proposal

Protocol: |ESP

Emcryption: [DES

Authentication: | MDS

I~ Enable Pamacl Fordand Saciecy

DH Groug:

Lifa Time (secands).

ET

On the Advanced tab, leave all the settings by default.
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CheckPoint Setup

Login to the CheckPoint SmartDashBoard.

Welcome to Check Point

™
- SmartDashboard —— ‘Jx
I NGH RB( )
[~ Demo Maode
& |ser Mame fswadmin
" Certificate: I j J
Password: {

SmartCenter Server: I'I 010.11.247

[~ Read Only

Gt

More Options > >

=

Create a Network Object for the SonicWALL LAN network.

From the CheckPoint SmartDashBoard select Manage > Network Objects.
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General | AT |

Hame:

Metwork Address: |132.168.420

MetMask:  [256.0%.2%0

Comment; |

Colar: | - -

- Bioadeast address: -
% Included " Nat inchided ‘

o | Cancel Hep |

Name -> SNWL-TZ170SP
Network Address -> 192.168.42.0
Net Mask -> 2555.255.255.0
Comment -> none

Broadcast address -> Included
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Create an "Interoperability Device™ object.

Select from the CheckPoint SmartDashBoard Manage > Networks Objects and then click the New button; then select
Interoperable Device.
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The Interoperability Device window will then appear.

General Properties;

Name -> snwl-tz170sp

IP Address -> 10.10.11.42
Comment -> none
Topology;

Make sure that under VPN Domain the option "Manual Defined" it is selected and the remote SNWL LAN network is

specified. (SNWL-TZ170SP)

[ SRS Interoperable Device - General Properties

-~ Topology

T [—

o]

Cancel

= WPN Mame: |enmd-|z] s
P Advanced .
U Link Selection 1P fddiees: |1IJ1El1H2 Get addiess ™ Dyniamic Address
Camment: |

Help

Gieneral Froperties

PN Advanced
- Link Selection

Topology
Get..

Nane | IP Addhess | Metwerk Mask | IP Adcresses behi
i | |
Add. | di Bemave Show... I

WP Domain

" AlIP &ddresses betind Gateway based on Topology information.

* Manualy definad |J||. SHAL-TZ1 058 j New...

Show VEN Domain S L-TZ1705P

| Ok I Canced Hep
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Edit the CheckPoint NGX R60 gateway object. (cpmodule)

General Properties;

Verify that under the section "CheckPoint products’, VPN is selected.

Topology;

Verify that under VPN Domain the option "Manual Defined" it is selected and the local Checkpoint LAN network is

specified. (CheckPoint-LAN)

Gieneral Propetties
+- Topalogy

NAT
- VPN
4 Remote Access

Secure Intemal Communicalion

Gieneral Propeties Check Point Gateway - General Properties
|- Topology
AT Hane: eonodie]
- VPN
- Remole Aczess IP feldiess: |10.1Et11.24? (et addiesz
Authentication
=|-Logs and Mazters Ly I
Capacity Optimization Color Iﬁ
- Advanced

Authenlication
- Logs and Masters
Capacity Optimization
- Advanced

Comrrizatia [N |m=CDJ11mL0=CDTWuk.2hai:
Wegsion: Irn,L-:.“:-I:'J j Gebersin
0s: [SecueFiatiom Fio | Ges
Type: [Check Point Enterpise/Pro zl

Check Pairt Products

W Frewall

VYN

_|0as

| SecureClent Policy Server
W] Pimany SmanCerter Servei
|5V Fourdation

Addtional Products;

E Canfiguie Servers..

o]

Cancel |

Hee |

Topology
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2 e |

% Manually defined

Show PN Domain

- Checkeart LA

(CheckPoing-LaN
Siel domain for Remate Access Communily .. |
| DF, I Cancel Hep
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Define the VPN.

Select from the CheckPoint SmartDashBoard the VPN Manager’ tab and then right click with the mouse in the field
below.

Select New Community > Meshed
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In the "Meshed Community Properties™ page, procede as follow;
Name -> to_sonicwall

Comment -> none

Community Traffic Security Policy;

Enable -> Accept all encrypted traffic

General
- Panticipating Galeways
-WPM Fropsities
- Tunre! Mansgement
- Adwanced Setlings Comment: |

Calor: I - I

Mame: |tn_sonic:wa|l

V7

Community Traffic Secunty Policy
V¥ Accept all encrypted traffic
Hotes The ule applies for all Intemally Managed community members,
Log Traffic as defined in Global Fropesties. Logging Tabe [Log
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On the “Participating Gateways’, click on "Add".
In this case you will see the following gateways;
- cpmodule -> CheckPoint NGX R60 gateway

- snwl-tz170sp -> SNWL TZ 170 gateway interp. object (previously created)

[ crmocues
T snwdd=1 Tosp

Add.. Edi... Aemove |

-

. General Participating Gateways

[ Faiticipating Gateways

L WPN Propeities All the connections betwesn the WPN Domains of the Gatewsys
- Tunme! Manasgement bedone will be arcappbed.

- Avdwanced Setlings Fasbcpant G steveays:

e, |

Cancel

Help

Select VPN Properties

IKE (Phasel) properties;

Perform key exchange encryption with -> DES
Perform data integrity with -> MD5

IPSec (Phase2) Properties

Perform key exchange encryption with -> DES
Perform data integrity with -> MD5

- General WVPH Properties
o Panticipating G atevsays

i TN Prop=ities
o Tunns! Management
- Adwvanced Settings

|KE [Phasze 1] Propeities
Peifarm key exchangs enciyplion with:

Peiform data inkegrity with:

IFzec [Fhase 2] Properties
Pesform IPzec data encryplion wath:

Pesform dats integrity withc

=71

DES

MDE

DES

MDS

Cancsl

Help
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In the “Advanced Settings™ select “Shared Secred’
Click on the "Edit” button and enter -> 1234abcd (used as well on the SNWL).

- General Chared Secrat
- Panticipating Galeways
VPN Fropeties
 Tunnel Management [ Lse cnlp Shared Secret for 2l External members
- ﬂdv:t::; E;tshrgs. Each Extemnal nesmber will have the followng
FranadatbL bl zacret with 2l sternal members in this community.
i Shaied Seciet
o Acbeanced VFN Pr
S wire Mode
Peer Mame | Shared Secret |
znwltz] 7lzp =
Bemove
] en—] - - ]

0K Cancel Help

Eriter sectel |1 34 ahed

Carcel
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Select then always from “Advanced Settings’ the tab "Advanced VPN Properties’.
Advanced VPN Properties

IKE (Phasel)

Use Diffie-Hellman group -> Group 2 (1024 bit)

Renegotiate IKE security association every -> 60 minutes
Use aggressive mode -> none

IPSec (Phase2)

Use Perfect Forward Secrecy -> none

Use Diffie-Hellman group -> Group 2 (1024 bit) — grayed out
Renegotiate IKE security association every -> 3600 seconds
Support IP compression -> none

NAT

Select -> Disable NAT inside the VPN community

- General Advanced VPN Properties
i Paiticipating Galeway:
-~ VPN Propeities IKE [Phase 1]
i Tunnel Management 5
i Advanced Saefﬁrgs Uze Ditfie-Heliman group: |E|nu|:| 21024 bif] ﬂ
Exchided Services
Shaied Seciet
Achvanced VR P Benegotiate IRE secunty associations eveny |E-IZI E|: minubes
Sl [ Use sggressive maods
|Pzec [Phaze 2]

[T Use Perfect Fonward Secrecy

[lze [iffie-Hedmat arous | aroup 2 (1024 BiE] j
Benegatiate |Psec securnily spsocialions everny |3E|J|j a second:

[ Support IF compression

Bezet Al VPN Propetties |

AT

[¥ Disable MAT irside the VFM comamnity

| Ok I Cancel Help
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Finally you should be able to see in the "VPN Communities™ the object related to the SNWL VPN tunnel. In this case it
was named “to_sonicwall".

%P Cornmuriies:
Shew: | 41 =]
All_Gw ToGwy
hyIntranet

X RemcteAccess
to_dukan

Hew... ] Bemowva [ Edit.. |

| Cloge I Achans.. | Heln |

From the management consoles of both the SNWL and CheckPoint verify the active tunnel, verify that there is traffic
going through the tunnel.
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