
 

VPN VPN Interoperability Between TZ 170 and CheckPoint NGX R60 

Introduction 
This technote will detail the steps necessary to create a working IKE IPSec VPN tunnel between a SonicWALL TZ 170 SP 
SonicOS  3.1.0.11 Enhanced and a CheckPoint NGX R60 (418) build. 
 
Recommended Versions 
- Any SonicWALL device running SonicOS Enhanced 3.1.X.X 
- CheckPoint NGX R60 
 
Notes 
This technote is based on the use of the SonicWALL SonicOS Enhanced, but the scenario below is supposed to work as 
well if running the SonicWALL SonicOS Standard. 
 
Sample Diagram 
 

 
 
 
 
 
 
 
 
 



  

TaskList 
 
On the SonicWALL: 
 
Create a new network object for the CheckPoint LAN. 
Create a new VPN Policy for the CheckPoint NGX R60. 
Configure the VPN Policy (specify the destination network, IKE phase 1 and 2 etc.) 
 
On the CheckPoint: 
 
Create a new network object for the SonicWALL LAN 
Create a new Interoperable device object 
Edit the CheckPoint gateway object 
Create and edit a new VPN Meshed Community 
 
Testing: 
 
Verify that the traffic is going through the tunnel 
Verify that applications function properly through the tunnel 
Verify that the tunnel can be re-established if one of the side gets disconnected 
 
 
BEFORE YOU BEGIN 
Verify that the SonicWALL security appliance is configured for internet access. If not, do this before completing any further 
steps. The CheckPoint is also assumed to be properly configured in order to have an available internet access. 
 
 
SonicWALL Setup 
Login to the SonicWALL’s Management GUI using a compatible web-browser. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 



  

Create an Address Object for the CheckPoint NGX R60 Lan network. 
From the SonicWALL Management GUI select Network > Address Object and then click Add. 
 
 
 
 
 
 
Name -> CheckPoint-NGX-Lan 
Zone Assignment -> VPN 
Type -> Network 
Network -> 172.16.16.0 
Netmask -> 255.255.255.0 

 
From the navigation bar of the SonicWALL Management GUI select VPN > Settings and then click Add a new VPN 
Policy. 
 

 
 
 
 
 
 



  

 
The VPN Policy will then appear.  
On the General tab page; Security Policy select the following; 
 
IPSec Keying Mode -> IKE using Preshared Secret 
Name -> cpmodule (as per CheckPoint gateway) 
IPSec Primary Gateway Name or Address -> 10.10.11.247 (CheckPoint WAN IP) 
IPSec Secondary Gateway Name or Address -> none 
Shared Secret -> 1234abcd 
Local IKE ID (optional) -> none 
Peer IKE ID (optional) -> none 
 
 

 
 



  

Select the Network tab. 
 
Local Networks; 
Choose local network from the list -> LAN Primary Subnet (pre-definied object for the SNWL LAN network) 
Destination Networks; 
Choose destination network from the list -> CheckPoint-NGX-Lan (object previously created for the CheckPoint NGX R60 
LAN network) 
 
 

 
 



  

Select the Proposals tab. 
 
IKE (Phase1) Proposal; 
Exchange -> Main Mode 
DH Group -> Group 2 
Encryption -> DES 
Authentication -> MD5 
Life Time (seconds) -> 3600 
IKE (Phase2) Proposal; 
Protocol -> ESP 
Encryption -> DES 
Authentication -> MD5 
Enable Perfect Forward Secret -> none 
DH Group -> Group 2 (grayed out) 
Life Time (seconds) -> 3600 
 

 
 
 On the Advanced tab, leave all the settings by default. 
 



  

CheckPoint Setup 
 
Login to the CheckPoint SmartDashBoard. 
 

 
 
 
Create a Network Object for the SonicWALL LAN network. 
From the CheckPoint SmartDashBoard select Manage > Network Objects. 
 

 
 
 



  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Name -> SNWL-TZ170SP 
Network Address -> 192.168.42.0 
Net Mask -> 2555.255.255.0 
Comment -> none 
Broadcast address -> Included 
 



  

Create an `Interoperability Device` object. 
Select from the CheckPoint SmartDashBoard Manage > Networks Objects and then click the New button; then select 
Interoperable Device. 
 

 
 



  

The Interoperability Device window will then appear.  
 
General Properties; 
Name -> snwl-tz170sp 
IP Address -> 10.10.11.42 
Comment -> none 
Topology; 
Make sure that under VPN Domain the option `Manual Defined` it is selected and the remote SNWL LAN network is 
specified. (SNWL-TZ170SP) 
 

 

 
 

 



  

Edit the CheckPoint NGX R60 gateway object. (cpmodule) 
General Properties; 
Verify that under the section `CheckPoint products`, VPN is selected. 
Topology; 
Verify that under VPN Domain the option `Manual Defined` it is selected and the local Checkpoint LAN network is 
specified. (CheckPoint-LAN) 
 

 

 
 



  

Define the VPN. 
Select from the CheckPoint SmartDashBoard the `VPN Manager` tab and then right click with the mouse in the field 
below. 
Select New Community > Meshed 
 

 
 
In the `Meshed Community Properties` page, procede as follow; 
Name -> to_sonicwall 
Comment -> none 
Community Traffic Security Policy; 
Enable -> Accept all encrypted traffic  
 

 



  

On the `Participating Gateways`, click on `Add`. 
In this case you will see the following gateways; 
- cpmodule -> CheckPoint NGX R60 gateway 
- snwl-tz170sp -> SNWL TZ 170 gateway interp. object (previously created) 
 

 
 
Select VPN Properties 
IKE (Phase1) properties; 
Perform key exchange encryption with -> DES 
Perform data integrity with -> MD5 
IPSec (Phase2) Properties 
Perform key exchange encryption with -> DES 
Perform data integrity with -> MD5 
 

 
 



  

In the `Advanced Settings` select `Shared Secred`  
Click on the `Edit` button and enter -> 1234abcd (used as well on the SNWL). 
 

 
 
 
 

 
 
 



  

Select then always from `Advanced Settings` the tab `Advanced VPN Properties`. 
Advanced VPN Properties 
IKE (Phase1) 
Use Diffie-Hellman group -> Group 2 (1024 bit) 
Renegotiate IKE security association every -> 60 minutes 
Use aggressive mode -> none 
IPSec (Phase2) 
Use Perfect Forward Secrecy -> none 
Use Diffie-Hellman group -> Group 2 (1024 bit) – grayed out 
Renegotiate IKE security association every -> 3600 seconds 
Support IP compression -> none 
NAT 
Select -> Disable NAT inside the VPN community 
 

 
 



  

Finally you should be able to see in the `VPN Communities` the object related to the SNWL VPN tunnel. In this case it  
was named `to_sonicwall`. 
 

 
 
From the management consoles of both the SNWL and CheckPoint verify the active tunnel, verify that there is traffic 
going through the tunnel. 
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