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Affected Product Generation 

SonicWALL Gen 4 Appliances (Gen 5 Appliances are not 
affected) 

Affected Products  

SonicWALL Gen 4 Appliances consisting of  
• TZ 150 
• TZ 150W 
• TZ 170 
• TZ 170W 
• TZ 170 SP 
• TZ 170SPW 
• TZ 180 
• TZ 180W 
• TZ 190 
• TZ 190W 
• PRO 1260 
• PRO 2040 
• PRO 3060 
• PRO 4060 
• PRO 5060C 
• PRO 5060F 

Affected Firmware Versions:  

All SonicOS Enhanced firmware versions prior 
to           3.4.1.0-2e for models 

• TZ 170 
• TZ 170W 
• TZ 170SP 
• TZ 170SPW 
• PRO 1260 

All SonicOS Enhanced firmware versions prior 
to           4.0.3.4.12e for models 

Related Information  

North America Support: 
+1 888.777.1476  
 
International Support:  
Contact  

 

http://www.sonicwall.com/us/support/contact.html?elq=7B6EFF876BE64CDB93F604145BA28327�


• TZ 180 
• TZ 180W 
• TZ 190 
• TZ 190W 

All SonicOS Enhanced firmware versions prior 
to           4.2.0.0-10e for models 

• PRO 2040 
• PRO 3060 
• PRO 4060 
• PRO 5060C 
• PRO 5060F 

All SonicOS Standard firmware versions prior 
to               3.1.6.3-4s for models 

• TZ 150 
• TX 150W 
• TZ 170 
• TZ 170W 
• TZ 170SP 
• TZ 170SPW 
• PRO 1260 
• PRO 2040 
• PRO 3060 

All SonicOS Standard firmware versions prior 
to               3.9.1.2-50s for models 

• TZ 180 
• TZ 180W 

  

 

Issue Summary  

A vulnerability was discovered that allows potential remote 
attackers to leave a malicious log entry which affects the log 
parsing functionality in some versions of SonicOS.  An attacker 
can leave log entries with format string metacharacters, which 
when viewed by an administrator in affected versions of 
SonicOS, can cause a log task malfunction and a subsequent 
defensive reboot by SonicOS watchdog diagnostics 



 
Resolution Summary: 
  
Hot Fix firmware versions for the vulnerability can be 
downloaded from  www.mysonicwall.com  The hot fix versions 
are 

 SonicOS Enhanced firmware version 3.4.1.0-2e for models 

• TZ 170 
• TZ 170W 
• TZ 170SP 
• TZ 170SPW 
• PRO 1260 

SonicOS Enhanced firmware version  4.0.3.4.12e for models 

• TZ 180 
• TZ 180W 
• TZ 190 
• TZ 190W 

SonicOS Enhanced firmware version 4.2.0.0-10e for models 

• PRO 2060 
• PRO 3060 
• PRO 4060 
• PRO 5060C 
• PRO 5060F 

SonicOS Standard firmware version 3.1.6.3-4s for models 

• TZ 150 
• TX 150W 
• TZ 170 
• TZ 170W 
• TZ 170SP 
• TZ 170SPW 
• PRO 1260 
• PRO 2040 
• PRO 3060 

SonicOS Standard firmware version 3.9.1.2-50s for models 

• TZ 180 
• TZ 180W 

http://www.mysonicwall.com/�


More Information 
For more information about this Service Bulletin, please 
contact SonicWALL Global Support Services.  

http://www.sonicwall.com/us/support/contact.html  

 

 
 

 

 

 

 
You are receiving this message because you indicated that you were interested in information about SonicWALL Internet security 
solutions. If you no longer wish to receive future messages and offers from SonicWALL, you can unsubscribe at the following link  

Click here to unsubscribe 

If you do not want to receive any future communication from SonicWALL, you may remove your e-mail address from our list by 
going to the following link  

Click here to be removed from all e-mail lists 
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