TechNote

VPN How to Route All Traffic through a SonicWALL with Draytek

SCENARIO:
To make a VPN implementation from point to point among the two different locations, and to have the Internet
traffic of the Draytek equipment by directing the Internet to Sonicwall | UTM equipment from on VPN.
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Settings of Draytek 2820 (Branch)
Follow the below steps by connecting the interface of the Draytek modem...
VPN and Remote Access > LAN to LAN Choose a profile here and give a name to this profile.

VIGOR 2820 SERIES

ADSL2/24 SECURITY FIREWALL :

VPN and Remote Access >> LAN to LAN

Quick Start Wizard

Online=Status
LAN-to-LAN Profiles:

WAN Index Name Status

LAN

NAT 1 sonicwall x
Firewall 2. 777

Objects Setting 3. 227 %
CSM =

Bandwidth Management 4. b x
Applications 5. 277 ¥
VPN and-Remote Access .

P Remote Access Control 6. P &
P PPP General Setup i. 77 *
P IPSec General Setup 8 ey w
|PSecPoeridentity — —

» Remnta Dialin Hzar 9. 777 X
P LANto LAN 10. 777 *
P Connection Management 1. o "
Certificate Management —

USB Application 12. 77 ®

)

SONICWALL



Tech Note

Enter the inside of Profile after giving the name of the Tunnel as Sonicwall. You should pay attantion to all red
places. The tunnel will be applied as Dial Out on IPSec and the Remote Public IP will be shown as Server IP.

0 Active the profile.
U Profile Name : sonicwall

[ Call Direction :Choose Dial Out and sign Always On
0 Arrange the Dial Out Settings as IPSec Tunnel

00 Remote Public IP : Enter the Center SonicWALL IP address.( 77.79.XX.26 )

1 Pre-Shared Key : sonic2009dry
(1 IPSec Security Method : 3Des

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name sonicwall

¥ Enable this profis

Call Direction O poth @ pial-out O Dial-in

Always on

Server [P/Host Name for WPN,
(zuch as draytek.com or 123.45,67.89)

779 26

Idle Timeout second(s)

VPN Dial-0ut Through | WWANT Qnby |+ Enable PINS to keep alive
MNethios Maming Packet ®pass OBlock PIMG to the IP 192.168.168.168
2. Dial-Out Settings
Type of Server I am calling Username

O ppTR Password

® IPSec Tunnel PRP Authentication

O L2TP with 1PSec Policy 1 Compression on Off

IKE Authentication Method

@ pra-Shared Key
IKE Pre-Shared Ke

O Digital Sigrature(x.500)

IPSec Security Method
O Medium(ar)

@ HightESP) |3DES with Authentication [+

[dvancec ]

Index{1-15) in Schedule Setup:

' . .

Make the setups for Phase 1 and Phase 2 from part of Advanced .

U IKE Phase 1: Main Mode

0 IKE Phase 1 proposal: 3DES_MD5_G1
0 IKE Phase 2 proposal: 3DES_MD5

0 IKE Phase1 ve 2 key: 28800
[ Forward Secret: Enable

IKE advanced settings

IKE rhase 1 proposal 3DES_MDE_G1
IKE rhase 2 proposal 3DES_MDE
IKE rhase 1 key lifetime |28800

IKE phase 1 mode

IKE phase 2 key lifetime |28800
Perfect Forward Secret O Disable
Loca ID

o]
(900 ~ S6400)
(600 ~ 86400}

O aggressive mode

® Enable

Close
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Don’t touch the Dial-In Settings. This is the most important place for us 4.part TCP/IP

Network Settings; All of the sections can stay as 0.0.0.0. or if you want you can sign current informations

too...

3. Dial-In Settings|

Allowed Dial-In Type

PRTR
IPSec Tunnel
L2TP with IPSec Policy | Mice to Have [v]

[1 specify Remote YPN Gateway
Peer YPN Server [P

ur Peer ID

Username Y
Password
¥1 Compression O on ® off

IKE Authentication Method
Pre-Shared Key

[ pigital Signature(x. 500}y

IPSec Security Method

Remote Metwork Mask £onn

Mediumi{ AH)
High{ESPY DES 3DES AES
4, TCP/IP Network Settings
My Wi AN TP L0.0.0 RIF Direction Disable [
Remaote Gateway IP 000 ;;Dm first subnet to remote network, you have to
Remote Metwork IP £.0.0.0 Routs [+

Changz default route to this YPN tunnel { Only
ingle WAaAH supports this 3
[I oK | ] [ Clear ] [ Cancel ]

Draytek Users:Dont forget the sign the most important place to use the Center

Sonicwall Internet.

[1 Change default route to this VPN Tunnel (Only single WAN support this)
The setups are finished for Draytek. Press OK button to active profile.

SonicWALL Settings (Center)

We active it by giving a name from VPN > Settings part..To open a new Vpn tunnel you make an entrance by

pressing add button below..

YPN |

Settings

|@ Accept | | Cancel

¥PHN Global Settings

Enable WPH

Unique Firewall Identifier: | Sonicyall

Give a name in Vpn > General part for VPN tunnel, state the Public IP and Shared

Scret of opposite side..
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Policy Type: Site to Site

Authentication Method: IKE Using Preshared Secret
Name: Draytek

IPsec Primary Gateway: 81.215.XX.233

IPsec Secondary Gateway: 0.0.0.0

Shared Secret: sonic2009dry

General | Netwark ] Propogals ] Advanced

Security Policy

Palicy Type: Site to Site [v]
Authentication Mathod: IKE using Preshared Secret [v]
MNarme: Draytek

IPser Primary Gateway Mame or Address: 81.216X< 233

IPsec Secondary Gabeway Mame or Address: 0.0.00

IKE Authentication

Shared Secret: sonicZ009dry

Confirm Shared Secret: sonic2003dry {1 Mask Shared Secret

Local IKE ID: IF Address ]

Peer IKE Iv IP Address [v]
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State the title of Local Networks as Any Address in Vpn > Network part and create a Draytek Local Network

and state it in title of Remote Networks.

[ General ] Netwark l Froposals I Advanced |

Local Networks

© Chaose local netwark from list
(O Loca network obtains TP addresses using DHZP through this WPM Tuninel

® Any address N
Remnte Netwnrks

O Use this vPH Tunnel as default route for all Internet traffic
O Destnation network obtains 1P addresses using DHIZP through this WPR Tunnzl

® Chaose destination netwark from list Draytek PN

To create a Draytek Network: enter the Network > Address Objects menu and define it as in Picture.

Marie: Draytek_WFMN

Zone Assignment: RN V
Type: Metwiork V
Metwark: 192.1681.0

Metmask: 2bh.265.255.0

Create the Vpn > Proposals part as in below. This part must be same with the opposite side’s setups.

| General | Metwork | Proposals | Advanced |

IKE {Phase 1) Proposal

Exchange: hdain Mode
DH Eroup: Grouad
Encryphion: JDES
Authentication: 105

Life Tirme: (seconds): Zaaan

Ipsec {(Phase 2) Proposal

Protocal: ESP
Encryphion: JDES
Authentication: rDOE

Enable Perfect Forward Secrecy
DH Group: Groual

Life Tirme (seconds): 28800
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Create the Vpn > Advanced part as in below...

I General I etiark I Proposals ]

Advanced Settings

Enable kesp Alive

O Suppress aukomatic Access Rules creation Far WPM Palicy
O Require authentication of YPM cients by $a0TH

[ Enable windaws Metworking (MetBI0S) Broadcast

[ Enable Multicast

O Apply MAT Policies

Default LAN Gateway {optionaly:
Zone YWAN

WP Policy bound ko

Management via this 54; Onrme O HtTRs O 354
User login wia this S8 OHTTE O HTTRES
0000

[a

Approve the profile by pressing OK button after making these setups. You will see VPN tunnel will connect as

¥PN Policies Start Table Refresh () Refresh Interval (secs) |10 Ttems per page |50
O = Mame (Gateway Destinations Crypha Suite

1 WM GroupVPR
2 WLAMN GrouphPN

O s Draytek. &1.215. 233 @ 192.168.1.0 - 192.168.1.255

ESP: 3DESHMAC SHAL (IKE)
ESP: JDES/HMAC SHAL (IKE)

E5P: 3DES/HMAC MDS (IKE)

Trems |1

toatofzy (4 [ ][

Enahble

]
]

Configure
s
2
2%

Let’s create the rule of NAT to direct the internet traffic of Users which come from Draytek to SonicWALL.

General I Advanced

NAT Policy Settings

Original Source: Draytek VPN [V]
Translated Source: *11P [v]
Criginal Deskination: Ay [v]
Translated Destinazion: | Qriginal [V]
Original Service: ARy [v]
Translated Service Criginal [V]
Inbound Interface: Ay [V]

Outhound Interfacs: 1 [V]
Comrment:

Enable MAT Palicy
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Orginal Source: Draytek-VPN
Translated Source: X1 IP
Orginal Destination: Any
Translated Destination: Orginal
Orginal Service: Any
Translated Service: Orginal
Inbound Interface: Any
Outbound Interface: X1

When you make tracert to check the Internet Output,you will see it will connect from on Gateway.

B C:\WINDOWS\system32\cmd. exe -0 ﬂ
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