
 

 

VPN How to Route All Traffic through a SonicWALL with Draytek 
 

 
 
 
 
 
SCENARIO: 
To make a VPN implementation from point to point among the two different locations, and to have the Internet 
traffic of the Draytek equipment by directing the Internet to Sonicwall l UTM equipment from on VPN. 
 

 
 
Settings of Draytek 2820 (Branch) 
Follow the below steps by connecting the interface of the Draytek modem… 
VPN and Remote Access > LAN to LAN Choose a profile here and give a name to this profile. 
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Enter the inside of Profile after giving the name of the Tunnel as Sonicwall. You should pay attantion to all red 
places. The tunnel will be applied as Dial Out on IPSec and the Remote Public IP will be shown as Server IP. 
 
� Active the profile. 
� Profile Name : sonicwall 
� Call Direction :Choose Dial Out and sign Always On 
� Arrange the Dial Out Settings as IPSec Tunnel 
� Remote Public IP : Enter the Center SonicWALL IP address.( 77.79.XX.26 ) 
� Pre-Shared Key : sonic2009dry 
� IPSec Security Method : 3Des 
 

 
 
Make the setups for Phase 1 and Phase 2 from part of Advanced . 
� IKE Phase 1: Main Mode 
� IKE Phase 1 proposal: 3DES_MD5_G1 
� IKE Phase 2 proposal: 3DES_MD5 
� IKE Phase1 ve 2 key: 28800 
� Forward Secret: Enable 
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Don’t touch the Dial-In Settings. This is the most important place for us 4.part TCP/IP 
Network Settings; All of the sections can stay as 0.0.0.0. or if you want you can sign current informations 
too… 
 

 
 
Draytek Users:Dont forget the sign the most important place to use the Center 
Sonıcwall Internet. 
 
� Change default route to this VPN Tunnel (Only single WAN support this) 
The setups are fınıshed for Draytek. Press OK button to active profile. 
 
 
 
 
 
SonicWALL Settings (Center) 
We active it by giving a name from VPN > Settings part..To open a new Vpn tunnel you make an entrance by 
pressing add button below.. 
 

 
 
Give a name in Vpn > General part for VPN tunnel, state the Publıc IP and Shared 
Scret of opposite side.. 
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Policy Type: Site to Site 
Authentication Method: IKE Using Preshared Secret 
Name: Draytek 
IPsec Primary Gateway: 81.215.XX.233 
IPsec Secondary Gateway: 0.0.0.0 
Shared Secret: sonic2009dry 
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State the title of Local Networks as Any Address in Vpn > Network part and create a Draytek Local Network 
and state it in title of Remote Networks. 
 

 
 
To create a Draytek Network: enter the Network > Address Objects menu and define it as in Picture. 
 

 
Create the Vpn > Proposals part as in below. This part must be same with the opposite side’s setups. 
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Create the Vpn > Advanced part as in below... 
 

 
 
Approve the profile by pressing OK button after making these setups. You will see VPN tunnel will connect as 
in below. 
 

 
 
Let’s create the rule of NAT to direct the internet traffic of Users which come from Draytek to SonicWALL. 
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Orginal Source: Draytek-VPN 
Translated Source: X1 IP 
Orginal Destination: Any 
Translated Destination: Orginal 
Orginal Service: Any 
Translated Service: Orginal 
Inbound Interface: Any 
Outbound Interface: X1 
 
When you make tracert to check the Internet Output,you will see it will connect from on Gateway. 
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