Tech Note

SSL VPN Enabling Remote Desktop & Server Access with RDP and VNC

The SonicWALL SSL-VPN 2000 includes remote access clients for both computers and servers. Users can access
desktops and servers via RDP and VNC through the SonicWALL SSL VPN appliance. This Tech Note describes the
process of enabling remote access via RDP and VNC on Windows workstations.

RDP and VNC protocols

The Microsoft Remote Desktop Protocol (RDP) provides remote display and input capabilities over a network connection
for Windows-based applications. The RDP protocol has been around since Windows NT Server 4.0 and has been
updated regularly with each new version of Windows software. RDP is based on an extension of the ITU T.120 family of
protocols. The two main versions are RDP 4.0 and RDP 5.0. The new versions (5.0 and 5.1) are backwards compatible
with the older version, and among the difference between RDP 4.0 and RDP 5.0 are that the latter supports improved
compression and caching, and clipboard mapping.

The SonicWALL SSL-VPN provides client for both RDP 4.0 and RDP 5.0. The RDP 4.0 client is Java based and has the
most basic set of features as it is the oldest. The RDP 5.0 client is based on Active X and was introduced with Windows
2000 Terminal Services. The main features of RDP 5.0 are increased performance over slow network connections and
full screen mode. RDP 5.1 was introduced with Windows XP Pro and has improvements such as 24-bit color support.

Note: Due to licensing restrictions from Microsoft, the Java based RDP 4.0 client cannot be used to connect to
Windows 2003 Server. If the SonicWALL SSL-VPN determines that the target server for an RDP 4.0 session is a
Windows 2003 Server, it will deny the connection. You may use RDP 5.0 or VNC instead.

VNC stands for Virtual Network Computing. VNC was originally developed by AT&T, but is today widely available as
open source and fully cross platform software. This means you can mix and match the client and server platforms as
desired. For example a Windows based PC with a VNC client can control any combination of UNIX, Solaris or Windows
machines. The client is Java based which offers even more flexibility. The largest differences between VNC and RDP is
that VNC is open source software and does not have the licensing costs of RDP, and that VNC is purely a remote desktop
solutions, meaning it lacks the virtualization (or multiple session) capabilities of Microsoft's Terminal Services..

Remote Administration and Application modes on Windows Servers

Microsoft Windows 2000 introduced a new feature based on RDP, called ‘Remote Administration’ mode. This provides
administrators two remote connections to the server to be used for administrative tasks. The administrator then has
access to the graphical user interface-based tools that are available in the Windows environment, even if he or she is not
using a Windows-based computer to administer the server. This can greatly simplify the task of managing multiple
Windows based servers.

However this feature is not meant to replace traditional Terminal Server functionality as it allows only two connections for
the network administrators. A conventional Terminal Server runs in ‘Application server’ mode and allows multiple remote
non-administrators to simultaneously access Windows-based applications that run on the server. An ‘Application server’
mode server requires significantly more powerful hardware and per-user terminal services licenses. In contrast, Remote
Administration does not greatly impact server performance and requires no additional licenses.
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The difference between a virtual session and a console session in Windows using RDP

Virtual sessions are only available on Windows Server and not any of the workstation operating systems like Windows
2000 Professional or Windows XP Professional. Remote Desktop on Windows 2000/XP Professional only provides a
console session that can not be shared, either it is being used remotely or locally, not both. This is due to the fact that
Windows 2000/XP Professional supports only one logged-on user. Virtual Sessions on Windows Server allow two
administrators to control the same virtual session and collaborate on the management of a server; this is not possible with
the console session. It also allows two administrators to work on different parts of the server without observing each
others actions.

How to enable Remote Administration mode on Windows Server 2003 and Windows XP

It is fairly simple to enable Remote Administration of a Windows Server 2003 or Windows XP Pro. However, in Windows
Server 2003 and Windows XP the feature is called Remote Desktop. Same idea, different name. It is enabled from the
Remote tab on the System Properties page. The System Properties page can be accessed in two ways. First, the long
way, go to Start > Settings > Control Panel > System > Remote Tab. Second, the quick way, right click on My Computer
icon > Properties.

Windows Server 2003

In the Remote Desktop section, click Enable Remote Desktop on this computer. This will allow all members of the
administrators group to remotely access this computer. To allow users not in the administrator’s group remote access,
click the Select Remote Users button to grant them access.

21X
General I Computer Name I Hardware | N Ote
Advanced I Automatic Updates Remate _—
/%) Select the ways that this computer ean be used from another . . .
A et On the "Console" session in Windows Server 2003, when you connect to the
e —— remote computer, Remote Desktop automatically locks that computer so no one
" compuier can access it locally. This does not happen on the virtual sessions.
Leam more about Bemote Assistance.
[ | On Windows 2003 Server, if you wish to enable ‘Application server’ mode, you
[FemeeBtiz _ can add ‘Terminal Services’ through ‘Start > Settings > Control Panel >
e T Add/Remove Programs > Add/Remove Windows Components’. Do not use this
SHElREblED option if you only require Remote Administration. ‘Application server’ mode will
P Sompute e require that you purchase licenses from Microsoft.
Leam more about Bemote Desktop.
Select Remoate Users, |
Ok I Cancel | Lpply |

Windows XP
In the Remote Desktop section, click Allow users to connect remotely to this computer. This will allow all members of
the administrators group to remotely access this computer. To allow users not in the administrator's group remote

access, click the Select Remote Users button to grant them access.

General Cornputer MName Hardware Advanced
System Restore Automatic Updates Remote

A2 Select the waps that this computer can be used fram another .
location. N Otes -

Remote Assistance

[[] &llows Remate Assistance invitations to be sent from this computer WI n dOWS X P H ome Ed |t| on doeS nOt su ppo rt R D P .

What iz Hemote Assistance?

e Accounts used for Remote Access must have passwords and firewall settings
(&) Alow usersto cornet remolely tthis computer must be open on TCP port 3389 used for remote access.

Full computer name:
wpsp2
What i Hemote Desktop?

Select Remote Users
For users to connect remotely bo this computer, the wser account must so"" WA l l

have a password

Windows Firewall will be configured ta allow Remate Desktop
connections to this computer.

l Ok, hl[ Cancel ][ Apply
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On Windows XP when you connect to the remote computer, Remote Desktop automatically locks the computer so no one

else can access your applications and files locally. To unlock the computer locally type CTRL+ALT+DEL.

How to enable Terminal Services on Windows 2000 Server

The process to enable remote access in Windows 2000 server requires installing terminal services. Go to Start > Settings

> Control Panel > Add/Remove Programs > Add/Remove Windows Components. This will bring up the Windows

Components Wizard.

Windows Components Wizard

‘Windows Components
You can add or remove components of YWindaws 2000,

=

To add ar remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click

Dretails
Components;
[ 4k Remote Starage I5MB ]

B9 Script Debugger 1.1 MB
L 5 Teminal S 3

Description: Provides a mulli-session environment for clients lo access
‘Windows-based programs on this computer.

Total disk space required; 95 MB

Space available on disk: 4753.2 MB

O ’yTermmal Services Licensing 0.9 ME |
[ & Windnws Media Services 191 MR LI

Details... |

< Back, I Hext > FI Cancel |

Windows Components Wizard

Teminal Services Setup
“ou can run Teminal Services in one of two modes

Select the mode pou want to use;
& Remote administration mode
Allows a limited number of administrators ta remately manage this server. This
zetting minimizes impact on server perfarmance.
" Application server mode

Allows uzers o remately run one or more applications. This setting optimizes
program response times.

Ta uge this aption, you must set up a Teminal Services Licensing server in this
domain or workgroup within 30 days,

Use Add/Remove Programs in Contral Panel to install programs for use in
application server mode.

« Back. I Mext > E! Cancel

wWindows Components Wizard

Completing the Windows
Components Wizard

“You have successfully completed the windows
Compaonents Wizard.

To close this wizard, click Finish

<Back [T Finish po

System Settings Change 5[
@ Wou must restart your computer before the new settings will take effect,

Do yioud want ko restart your computer now?

el v

The server must then be restarted.

| Select Terminal Services and click Next.

Then select Remote Administration Mode and click Next.

Note: You may alternatively select ‘Application server’ mode to support
multiple concurrent terminal server sessions, but this will require you to
purchase licenses from Microsoft. Only select ‘Application server’ mode if
you have purchased or intend to purchase licenses.

This completes the install. To close the wizard, click Finish.
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How to obtain and install VNC on Windows

Many versions of VNC are available. TightVNC (http://www.tightvnc.com/) is one such version. To install just download
the tightvnc-1.2.9-setup.exe and double click it. The install wizard will then start. Click Next to proceed through the

install.

o ] 71 |

Welcome to the TightVNC Setup
Wizard
This will install TightNC 1.2.9 on your computer

Itis recommended that you close all ether applications before
continuing

Click Mext to continue, or Cancel to exit Setup,

Setup ht¥NC

Select Destination Directory
Where should TightWMC be installed?

Select the folder where pou would like TightWNC to be installzd, then click Mext.

) Adobe
() Ahead
() AirFort
[ Aaursus
() Bonjour
[ Common Files

- |
[ = =

The program requires at lsast 0.1 MB of disk space.

<Back | NERIE | Cancel |

Setup ht¥NC

Select Start Menu Folder
Where should Setup place the program's shortouts?

Select the Start Menu folder in which vou would like Setup to create the program’s
shorteuts, then elick Mext.

Accessories =
Sdministiative Tools
Pt
Dt
Ethereal
Funk Software
ames

i
Giriffin Technoloay

Intel Metwork & dapters

Intertctual

It iden RO R (=l

I~ Don't create any icans

cBack [ Mewt> E! Cancel |

Setup hE¥NC

Ready to Install
Setup is now ready to begin installing Tights/NC on your computer

Click. Install to continue with the installation. or click Back if pou want to review or
change any seftings.

Destination directory:
C:\Program FileshTightNC

Setup tupe:
Full installation
S elected components:
TightNC Server
Tight'NE Viewer
‘wieh pages and documentation

Start Menu folder:

Tight¥NC
“
<Back [ Imstal EI Cancel |

This completes the install.

Setup htvNC

Information
Flease read the following impartant information before continuing,

When you are ready ta continue with Setup, click Next

Usage Terms =
Tight'/NC is free software; you can redistribute it andéor modify it
under the terrms of the GRU General Public License YWhile you can
use the software freely, please consider making a small donation

ta support our praject. See more details here:

httpfvevere tightvne. corm/donate html

TightWMC on the Weh

To get more information about TightRIC, wi
N 1

e b Then sims sl il b o P

<Back [ mem> I Cancel |
13

tour homepage on

RS S—-

+J Setup - Tight¥NC

Select Components
“Wwhich components should be installed?

Select the componsnts pou want ta install; clear the components you da ot want to
irstall. Click. Next when you ars ready to continue.

TightWNC Server 523 KB
TightWHNC Viewer 268 KB
‘web pages and documentation 957 KB

Current selsction requires at lsast 1.9 MB of disk space.

< Back I Mext > & I Cancel

Setup ht¥NC

Select Additional Tasks
“which additional tasks should be performed?

Select the addiional tasks you would like Setup to perform while instaling TightyNE.
then click Mext.

File associations:

¥ Associate wnc files with Tight/MC Wiewer
Server configuration:

I~ Register TightVMC Server as a system service
™ Start or restart TightvNC service

cBack [ Mewt> I Cancel
13

=T

Completing the TightVNC Setup
Wizard

Setup has finished installing TightYNC on your computsr. The
application may be launched by selecting the installed icons

Click Finish to exit Setup.
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To set the default password, open the WinVNC Default local System Properties Page.

Win¥NC: Default Local System Properties - E||5|

r~Incoming Connections—————————— [~ Input Handling

[V Acoept socket connections [ Disable remote keyboard and pointer [vizw-only made)

Password, | I Disable local keyboard and pointer
Password
(wizw anly): " -~ Update Handiing

Display or part numbers to use: ¥ Poll foreground window W Poll console windaws only
= auo € display 0 [~ Poll windaw under cursar [~ Pall on event received anly
 pots: [FE00 and [5E00 [ Pl
(et (] Banduidih Dptimization
—When Last Client Discornects ’7 [ Remove desktop wallpaper on client connections ‘

& Do nothing
 Lock workstation

" Logoif workstation UKE I Apply Cancel Advanced... |

Note:
If you install this on a Microsoft Windows system running the Microsoft AntiSpyWare application, it will provide a series of
alerts and warnings. This is normal; just configure Microsoft AntiSpyWare to allow the VNC application.

The SSL-VPN RDP4/5 and VNC configuration

Log into the SSL-VPN appliance as Admin and click on the Virtual Office button. This will open a new window to
configure the bookmarks for the RDP and VNC Servers. Click Add Bookmark to start. This will bring up the Add
bookmark dialog box.

SONICWAlI ’ Virtual Office welcome, admin! Help

Welcome to the SonicWALL Virtual Office

SonicWWALL Yirtual Office provides secure Internet access for remote users to log in and access
private network resources via SSL-VPN technology

Click & pre-configured bookmark or create your own to gain secure Internet access to internal

corporste resources.

Launch NetExtender to create an SSL-%PN tunnel to your corporate network for full network access.

NetExtender File Shares
o

| Virtual Office Bookmarks Host/IP Address Service Configure |

| MNo Bookmarks

Add Bookmark | Import Certificate

Copyright @ 2005 SonicWwall, Inc.

SONICWALL>



Tech Note

To Add a VNC Server Bookmark
On the add bookmark dialog box, select Virtual Network Computing (VNC) from the Service drop down menu. You can
now enter the bookmark name and IP address. Click Add to continue.

2N https:/ftarantula. vpntestlab.com - Add Bookma. ..

Add Bookmark

Biookmark Mame: |myvncserver |
Mame or P Address: |192.158.158.1U1‘ |
Service: |V|rtua| MNetwork Computing (vNC) V|

Add Cg Cancel |

@ Done 2 @ Internet

To Add a RDP4 Server Bookmark

Click Add Bookmark again. On the add bookmark dialog box, select Terminal Services (RDP4) from the Service drop
down menu. You can now enter the Bookmark Name and IP address. The screen size can also be configured. Click
Add to continue.

<2 https:/itarantula.vpntestlab.com - Add Bookma... |

Add Bookmark

Bookmark Name: |myrdp4ser\fer |
ame or P Ackiress: [192.168.168.225 |
Service: |Termmal Services (FOP4) V|
Screen Size: [1024x768 v

Application and Path | |

(optional):
Add ,}J Cancel |
b

@ Done é 0 Internet

To Add a RDP5 Server Bookmark

Click Add Bookmark again. On the add bookmark dialog box, select Terminal Services (RDP5) from the Service drop
down menu. You can now enter the Bookmark Name and IP address. The screen size can also be configured. Click
Add to continue.

<2 https://tarantula.vpntestlab.com - Add Bookma

Add Bookmark

Bookmark Mame: |myrdp558r\/er |
Mame or P Address: [192 168,168 230 |
Service: [Terminal Services (ROPS) |
Screen Size: | 1024x768 > |
Application and Path | |
(optional)
Add Cancel |
X
@ Done é 0 Internet
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To Add a Bookmark for a Specific Application on an RDP4/5 Server

It is possible to create a bookmark that is application specific if you want to limit the resources available to the remote
user. For example, suppose you want to limit users to one application like Microsoft Outlook. The precise path to the
Outlook application is required (e.g. C:\Program Files\Microsoft Office\OFFICE11\OUTLOOK.EXE) and this must be
entered in the Application and Path field on the Add bookmark dialog.

Click Add Bookmark. On the add bookmark dialog box, select Terminal Services (RDP5or RDP4) from the Service drop
down menu. You can now enter the Bookmark Name, IP address and the Application and Path. The screen size can
also be configured. Click Add to continue.

‘2 https:/tarantula. vpntestlab.com - Add Bookma... E”E”g‘

Add Bookmark

Bookmark Name: |Dn|y0ul|00k |
Mame or P Address: |192.153.158.23U |
Service: [Terminal Senvices (RDPE) ~|
Screen Size: | 1024x768 ~ |

Application and Path

(o boft Office\OFFICET 1\OUTLOOK EXE|

Add | Cancel |

@ é ' Inkernet

The Bookmarks are now ready to use.

SONICWALL 3 Virtual Office welcome, admin! Help |

Welcome to the SonicWALL Virtual Office

SonicWaLL Vidual Office provides secure Internet access for remote users to log in and access

private network resources via SSL-YPH technology.

Click a pre-configured bookmark or create your ovwn to gain secure Internet access to internal
corporate resurces.

Launch NetExtencer to cresate an SSL-VPM tunnel to your corporste network for full network access.

NetExtender File Shares

!Virtual Office Bookmarks Host/IP Address Service Configure !
ontyoutiook 192.168.168.230 Terminal Sewices (ROPS) 8} ﬁ ‘
| myrdpaserver 192.168.168.230 Terminal Services (ROPS) &} ﬁ
myrdpdserver 192.168.168.225 Terminal Services (RDP4) &} ﬁ
mpmesenver 192.168.168.101 Virtual Metwork Computing WH ‘

Add Bookmark Import Certificate

Copyright @ 2005 SanicWall, Inc.
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